NMAMATKA ang rpaxpgaH o npodunakTuke m
npeaynpexaeHun ANCTaHUMOHHbIX
npectynrieHnun B chepe MHPOPMaALIMOHHO-
TeNIeKOMMYHUKALUOHHbIX TEXHONMOIMMMN:

NAMATKA

06 OCHOBHbIX crocobax ANCTaHUMOHHOIO MOLLUEHHMYeCTBa
HecmoTpss Ha NpuvHUMaeMble NPaBOOXPAHUTENbHLIMKM OpraHaMu Mepbl, AUCTAHUMOHHbIE XWLLEHUSI C
NCMNomb30BaHNEM UHGOPMALMOHHO-TENEKOMMYHUKALUNOHHBIX TEXHOMOMMIN  CTPEMUTENBLHO HabupatoT
cuny.
MOLUEHHMKM yMENO WCMOMb3ylT BCHO OOCTYMNHYHD MHOPMaLM0 W COBPEMEHHbIE  TEXHOIOMW,
pa3bupaloTca B NCUXOMOrMM NioAen, BbIHYXOaAsl )XepTBY packpbiBaTb Bco MHopmaumo o cebe nmbo
coBepLlatb Te WN UHble AEWCTBUS, UCMOMb3YI0T YenoBeYveckne cnabocTn (CTsKaTenbCTBO, anyvyHoCTb),
4yyBCTBa (CocTpagaHune, 06eCcrnoKOeHHOCTb 3a BNN3KKMX, KarnocTb) B CBOUX KOPLICTHbIX MHTEPECaX.
OCHOBHbIE N3BECTHbIE CXEMbl TeNedOHHOro MOLLEHHNYECTBA:
1. Cny4yai ¢ poACTBEHHUKOM.
MoLweHHVK npedcTaBnsieTcs poACTBEHHUKOM (3HaKOMbIM) W B3BOSTHOBaHHbIM FOFIOCOM MO TenedgoHy
coobLLaeT, YTO 3agep)kaH COTpyAHMKaMU NONuuUMM 3a COoBepLueHMe npecTynneHusa (cosepwwun OTI,
XPaHWUn OpYXne U HaApKOTUKW, HAHEC TSXKKME TenecHble noBpexaeHus). [lanee B pasroBop BCTynaeT
AKOObI coTpyaHUK nonuuun. OH yBepeHHbIM TOHOM COOOLLaeT, YTO YXKe He pa3 «nomoran» fnioasM Takmum
06pa3om. Ho ecnu paHblUue AeHbrM NPUBO3UMIM HEMOCPEACTBEHHO €My, TO cellvac AeHbrm Heobxoammo
npuBe3TM B oOnpederieHHoe MecTo, nepedatb KakoMy-nmbo uenoseky, nvbo nepeBecTM Ha cuet
(aBoHeHTCKMI HOMEp TenedoHa).
2. Po3bIrpbiw NpU3oB (3T0 MOryT ObITb TenedgoH, HOyTOyK, aBTOMOOUNbL 1 Ap.).
Ha TenedoH aboHeHTa COTOBOM CBSA3W NPUXOOUT CMC-COOOLLEeHMe, K3 KOTOpOro cregyet, 4To B
pesynbTate MNpPOBEAEHHOM JIOTEPEN OH BbiMrpan asToMoOwnb. [nsi yTOYHEHMs BCex [AeTanem
noTeHUManbHOW XepTBe npeanaraetcs NoceTuTb onpedeneHHbld CauT U 03HaKOMUTBLCS C YCIOBUSMM
akumm, nnbo MO3BOHUTbL MO OAHOMY W3 YKa3aHHbIX TenedOoHHbIX HOMepoB. Bo Bpemsa pasrosopa no
TenedOoHy MOLLUEHHMKN COOOLLa0T O TOM, YTO 4118 BbIMNOSTHEHUS HEOOXO04MMbIX hopManbHOCTEN (ynnaThbl
roCMnoOLWNUHbI, 0POPMINEHNS HEOOXOAMMBIX JOKYMEHTOB, OMNnaTtbl 3@ KOMUCCUIO MepeBoga) CHacTIMBOMY
obrnagaTtento HOBEHbKOro aBTOMOOUNSA HEOBXOAMMO NEepPeyYnCnUTb Ha CYET yKa3aHHyl UMW CyMMmy, a
3aTeM HabpaTtb onpegeneHHy KomMbuHaumo uudp 1 cMMBONOB, AKOObI AN MPOBEPKM MOCTYMNEHMUS
OEHEr Ha CYeT W MomnydeHns «koda pernctpaumuy. Kak TOnmbko XepTBa 3aBepluaeT YyKasaHHble
MaHUNynsumn, c4eT OOHyNseTCH, a MOLLIEHHWKN NcYe3atoT B HEM3BECTHOM HamnpasneHun.
Ecnu Bbl y3Hanu o npoBegeHUn noTepen TOMbKO Torga, Korda «BbiMrpanuy aBToOMOOUNb, €Cnu Bbl He
3anonHANM 3asiBKy Ha yvactme B Hel nnbo kakMM-nnbo apyrmm cnocobom He NoaTBepXXaanu cBoe
yyacTue B po3bIrpbille, TO, BEepoATHEE BCEro, Bac MnbiTaloTcs 0bmaHyTb. ByabTe 0CcTOpOoXHbI!
3. SMS-npocbba.
ABOHEHT nony4yaet Ha MobWNbHbIN TenedoH cooblieHne: «Y MeHst npobrnembl, MO3BOHN MO TakoOMy-TO
HOMepy, ecrn HOMEp He AOCTYMEH, MOMOXM Ha Hero onpegeneHHyl Cymmy 1 nepes3BoHu». Yenosek
MOMOSTHAET CYET W nepesBaHMBaET, TenegoH MO-NMPeXHeMy He AOCTYNEeH, a OeHbMM BEpHYTb YyXe
HEBO3MOXHO.
4. TenedoHHbLIN 3aKa3 OT pyKoBoaUTeren NpaBooOXpaHUTENbHbIX U FOCY[apCTBEHHbIX OPraHoOB
BRacTtm.
Ha TenecdoH aboHeHTa (MpegnpuHumarens, pykoBoauTens obbekta OOLWEeCcTBEHHOr0 nuUTaHwus,
TOProBOro ueHtpa Nubo Mx COTpygHUKaM M Ap.) NOCTynaeT 3BOHOK OT MpaBOHAPYLUUTENS, KOTOPbIN
NPeACTaBNsEeTCA OOHUM M3 PyKOBOOUTENEN NMpaBOOXPaHUTENbBHbLIX OPraHoB (MPOKypaTypkl ropoda v ap.)
N MPOCUT MOMOMHNUTb CYET ero TenedoHa, JOMONHUTENBHO K 3TOMY NPOCUT, Hanpumep, 3abpoHMpoBaTh
CTONUK B pecTtopaHe u coobliaeT, 4To Mo npuesny Ha OoObeKT paccuutaeTcd. He goxmagascs npvesga
AKOObl [AOMKHOCTHOIO INULA, PYKOBOACTBYSCb MPWHLUUMOM YBaXEHUS M OOBEpUS K PYKOBOAMTENO
Ha3BaHHOW LOIMKHOCTU B MPaBOOXPaHUTENbHbIX OpraHax, NMoTeprneBLM NepeBoanT Yepe3 TepMuHan
6aHka, nMbo Yyepes uHble (PMHAHCOBbLIE YCIYTY AEHEXHbIE CPEACTBA B YKa3aHHOW CyMME.
5. MnaTHBLIN Koga.
lMocTynaeT 3BOHOK, SKOObI OT COTPYOHUKA CIYXObl TEXHUYECKOW NOoAOEepKKu ornepatopa MOOWIbHON
CBSI3W, C MPELNIOKEHNEM MOLKMIOYUTE HOBYKO 3KCKMHO3UBHYK YCNyry WnvM Anst nepeperncrpauum Bo
n30exaHNe OTKIMIOYEHNSI CBSA3M M3-32 TEXHWYECKOro cOosd, unv Ans yhydleHus kavectBa ceasw. [Ons
aToro aboHeHTy npegnaraetcss HabpaTb NOA4 AWKTOBKY KOA, KOTOpbIA sBMAsieTcs KombuHauuwewn ans
OCYLLIECTBMNEHMS MOOWMBHOMO nepeBoda [LEHEXHbIX CpeacTB €O cyeTa aboHeHTa Ha cueT
310YMbILLSIEHHUKOB.



6. LUTpacHble caHKuuKM onepartopa.

3MnoyMbILWNEHHMK MpeAcTaBnsieTcss COTPYAHUKOM  CNyxObl TEXHUYECKOW MOAAEPXKKM onepaTopa
MOOUNBHOM CBSA3M U COOBLLAET, YTO aBOHEHT CMeHUN TapudHbIN NMaH, He ONOBECTUB onepartopa (Takke
MOryT OblTb BapuaHTbl: HE BHEC CBOEBPEMEHHYIO OMnaTy, BOCMOMb30OBasicA ycrnyramu poymuHra 6es
npegynpexaexHns) N, COOTBETCTBEHHO, eMy HEODXOOMMO onnatuTb WwTpad B onpenerneHHoM pa3mepe,
KyNuB KapThbl 3KCMPeCcC-onnaTthbl U COOOLLMB UX KOAbI.

7. OWMOOYHbIN NepeBoA CPEACTB.

ABoHeHTy noctynaet SMS-coobLleHre 0 NOCTYNIEHUN CPELACTB HA Ero CHET, NEPEBELAEHHBLIX C MOMOLLLIO
ycnyrn «MobunbHbIi nepeBoa». Cpasy nocne 3Toro MocTynaeT 3BOHOK U MyXYuMHa (MMM XKEHLLMHA)
CcoOo6LLaeT, YTO OLWMBOYHO NepeBen AeHbIN Ha ero CYET, NPy 3TOM MPOCUT BEPHYTb MX 0BpaTHO TeM Xe
«MobunbHeIM nepeBofoM». B OencTBUTENLHOCTM OeHbrM He MNOCTynarT Ha TernedoH, a uyernosek
nepeBOAUT CBON COBCTBEHHbIE CcpeacTBa. Ecnmn no3BoHUTL MO yKasaHHOMY HOMeEpY, OH MOXET ObiTb BHE
30HbI goctyna. Kpome TOro, cyulecTByloT TakMe HOMepa, Npu OCyLLEeCTBIEHUU Bbl30Ba Ha KOTOpble C
TenegoHa cHUMarTCa BCe cpeacTsa.

8. MNpepnoxeHne nonyuntb goctyn k CMC-nepenvcke u 3BoHKaM aboOHeHTa.

YuntbiBas CKIMOHHOCTb  HEKOTOpbIX rpaadaH  «MOWMWOHUTLY 33 OnM3kKMMKW U 3HAKOMbIMMU,
3M0yMbILUSIEHHMKAMM  UCMONb3YETCs  credylollass CcxemMa MOLWIeHHMYectBa B CeTu  VIHTepHeT:
nonb3oBaTento NpeanaraeTcs U3ydYnTb COAEpPKaHNe CMC-COOBLLEHMI U CMMCOK BXOASLUMX M UCXOOSLLMX
3BOHKOB MHTepecytoLero aboHeHTa. [1ns 3Toro Heo6xo4MMO OTMpaBUTb CoobLLEHNE CTOMMOCTbIO OoT 10
0o 30 pybnen Ha ykasaHHbIA KOPOTKUIA HOMEp M BMMcaTb B npeanaraemyto popMy Homep TenedoHa
aboHeHTa.

Mocne Toro, Kak nNonb3oBaTenb OTNPaBAseT CMC, C €ro cYeTa CnMcbiBaeTCA cyMMa ropasgo bonbLue Tou,
4yTO GblNa ykazaHa MOLLEHHUKaMK, a MHTepPECYyLasa nHopMaLmMsa BnocneacTBumM Tak U He NOCTynaerT.

9. Npoaaxa MmyLecTBa Ha MHTEPHeT-canTax.

Mpun 3BOHKEe Ha TenedoH, pasmeLleHHbIn Ha NHTepHeT-caritax obbsasneHun (Asuto, ®aplloct, dpom u
4p.) npaBoHapyLnTenb NPOCUT NOMOMHUTL CHET ero TenedoHa, NMMb0o coobLMTb AaHHbIE U HOMEpP KapThbl
noTepnesLLero AN nepesoda AEHEXHbIX CPeAcTB B kayecTBe 3agaTka 3a Tosap. [locne coobuieHus
OaHHbIX KapTbl NPOVUCXOAUT CNUCaHWe OEHEXHbIX CPEACTB.

10. HoBas cxema TenedOHHOro MoweHHn4YecTBa « BULLMHIY.

OpaHoM 13 pacnpocTpaHeHHbIX CXeM KMOepnpecTynHMKOB B NocrnegHue rogbl ctan «BuwmHry — 310 BUA
MOLLUEHHMYECTBa, NPW KOTOPOM  3MOYMbIWIEHHUKM nNogd  JobbiM  NpeasioroM  BbIHYXXOAT — Hac
NpefocTaensiTb KOHUAEHUManbHble [daHHble B «HAWWX COOCTBEHHbIX WHTepecax», TO €cCTb
WCKYCCTBEHHO CO3[aeTcs cutyaums, TpebyioLas noMoLwm OT cneumanucta.

Llenb moweHHMKoB nog ntobbiM NpeasioroMm M3Bredb CEKPETHYHO NIMYHYI0 MHAOopMauuio O KpeauTke. [Ans
nony4yeHnss JocTyna K KOHMOeHuManbHbiM OaHHbIM Bragenbua MHUMblE MOMOLUHUKN WUCMOMb3YT
TeNnegoOHHYI0 CBA3b Kak B aBTOMaTU3MPOBAaHHOM pexume, TaK W HanpsMyld OT  MHMMOrO
«ornepaumoHncTa» 6aHKOBCKOro cekTopa.

Bo MHOMMx crnyyasix B Te4eHMe AHS Ham NMOCTOSIHHO HayMHAaKT 3BOHUTb HA MOOMUITBHMK C HE3HAKOMOrO
MOCKOBCKOrO HOMepa, HaudmHawouwerocss Ha 495. 3BOHKM C MOCKOBCKMX HOMEPOB OObLIMHO HACTONbKO
HacTon4MBbl (MHOrA4a 40 AECHATU 3BOHKOB 3a A€Hb), YTO Mbl 3a4aCTyl0 YCTYyNaem 1 0TBeYaeM Ha HUX.

Kak TOnbKO Mbl OTBEYAEM Ha 3BOHOK, HaM cpa3y COOOLLalT BaXXHY MHGOPMALUIO O BO3HMKLLMX
npobnemax C Halleh KapToW, HanpuMMep, 4TO OHa 3abnokupoBaHa, a criykba GesonacHocTn GaHka
npegoTBpaTuna MOMbITKy HECaHKLUMOHUPOBAHHOIO CMMCaHWs. 3aTeM 3BOHSALMI NpegraraeT Mnomollb B
CMNOXMBLLENCS CUTYaLMK, Ha KOTOPYHO MHOIMME M3 Hac cornailatTcs.

Hac ybexxgaloT B CpOYHOM peLLleHUn BO3HUKLLEW CUTyauun, Noka ele He Bce AeHbru ykpageHbl. OveHb
nocnegoBaTenibHO MOLUEHHMKU CTaparTCcs MNOMyYMTb OT Hac BCHO NUYHYIO MHOpPMaUUo O KpeauTke,
npuvceinaT HoBble naponu n NUH kogbl B CMC-yBegomneHunsix. YcnokansatoLmMm ronocom «baHkoBckue
paboTHMKMY NpeanaraloT pasfnnyHble BO3MOXHbIE BapyaHThbl 3almThl.

HoragaTtbcs 0 TOM, 4YTO MOOE3HBIN MOMOLLHMK Ha OPYroM KOHLUE MpOBOAa SBMASIETCA MOLUEHHMKOM He
BCerga Jerko, Ho B fMoboM cryvae 3To BO3MOXHO. M3HadyanbHO MOXHO nobnarogaputs 3a 6AnTensHOCTb
N y3HaTb OOIMKHOCTb, WHMLMANbl 3BOHMBLUEIO COTPYAHMKA KPEOUTHOW OpraHusauun u npeanpuHsiTb
MOnbITKY JO3BOHUTLCH MO rOpsYen NIMHNK.

Mcnonb3oBaTb ANSA BbIICHEHUSA CMOXUBLUENCA CUTyauMu nydlle ApYroi CBOW HOMeEp, MOTOMY YTO Ha
CEroAHSILLHNA O€eHb Y BbIMOraTerien CyLeCTBYHOT TEXHOMOruM, NO3BONAKLWME NepeHanpaBnaTb BCe
nocneayLLme 3BOHKM Ha TeneoHHOE YCTPONCTBO MOLLEHHMKOB.

11. X1LLeHUs ¢ KapT, NOAKNIOYEHHbIX K ONUUM GeCKOHTaKTHbIX NiaTexen.

[nsa npoeBegeHus onnaTthl MO TaKOW KapTe AOCTAaTOYHO NPUNOXWTb €€ K TepmuHany. Beog NMWH-koga He
TpebyeTtcs ecnu cymma He npebiwaet 1 000 py6nen. Mpu 3TOM KONNMYECTBO PACXOAHBLIX TPAH3AKLUMIN He
OrpaHN4eHo.

UTtobbl MOMyyYnTb LEHBbrM, MOLUEHHUKY OaXe He noHagobwuTcs BopoBaTb kapTy Yy knveHTa. Ecnu B
0O0LEeCTBEHHOM TpaHCMOpTe MOAHECTU YCTPOWCTBO K CyMKE WM KapMaHy Bnagenbua, TO CpeacTea
cnmwyTtes. Ons aTux uenen MOLEHHVKA N3roTaBnNmuBaloT camofernbHble NEPEHOCHbIE CYUTLIBATENN UMK
ncnone3yloT 6aHKOBCKNE TepMUHAIbI, OOPMIIEHHbBIE MO (PUKTUBHBIM AOKYMEHTaM.



Takke B TEKyLLEM rogy 3rnOyMbILLUNEHHUKN NPOSOSIKAT aKTMBHO UCMONb30BaTh (PULLMHE B COLMarnbHbIX
CETSAX U OHManH-MecceHokepax. HanbonbLuyto Beiroqy MOLLIEHHUKAM MPUHOCAT MaxyMHaumm Yepe3 ABUTO,
C MOMOLLIbIO KOTOPbIX OHM NOMy4aloT AOCTYM B OHMaNH-0aHK.

12. Banom akkayHTa gpyra.

Jliogn moryT gaxe He nogo3peBatb, YTO UM MULIET MOCTOPOHHMIA YErOBEK MOoA, BUAOM POACTBEHHMKA,
apyra, ¢ npocbboi nepeBofa OeHer B CBA3M C npousolledlwum ropem. Takum obpasom, Bonasi B
[0oBepue, MOLLEHHUKM MbITAOTCA YKPacTb BaLLW OEHbLI.

13. TenecoHHOE MOLIEHHMYECTBO BO BpEMS NaHAEMUM.

MHorve u3 Hac BBMAY NaHAEMWM HAXOAWNIUCb [OOMa, 4YTO aKTMBM3UPOBAsi0 MOLUEHHWMYECTBO C
GaHkoBCKMMM KapTamm no TenecgoHy. OdyeHb oOMepaTtMBHO 3TUM MOMEHTOM BOCTMOSb30BarMCh
BbIMOraTesnm ¢ NoMoLLbl cMapTdoHa.

BoT nuwb HECKONbKO HOBLIX MPUMEPOB TOrO, Kak npoucxoaut TenedoHHOe MOLLUEHHUYECTBO C
nocneayoLLen Kpaxen eHEr C KpeaUTKK, y4MTbIBasi COBPEMEHHYIO CUTYaLIO:

Ha TenedoH npuxoguT CMC-yBegomIeHne o HauncneHnm KomneHcaummn 3a Hepabo4unii nepuog Bo
Bpems anuaemMmu, As nony4YeHns KOTopon npepgnaraeTcs Nepe3BoHNTb B 6aHK M NoobLaTbcs C MHUMbIM
«COTPYAHVKOMY.

3MTOYMBILLITEHHMKN 3BOHAT HaM C YBEOOMIIEHMEM O TOM, YTO Mbl SIKOObl HAXOQMIUCb B KOHTaKTe C
3aboneBwnmn Covid-19. B cBsi3M ¢ aTUM NpegnaraeTcsi CPOYHO caaTb NNaTHbIA aHann3 Ha KopoHaBupyc,
a 4yToObl HEe HapyllaTb PEXMM CaMOMU3ONSALMK, «KCOTPYAHMKM nabopaTtopumy» roToBbl NpUexaTb K Ham Ha
aom. [Ins cpodHoro Bble3ga bpuragbl Hy>KHO COBEPLUUTL Npedonnary.

B oboux cnydasx noactaBHOM YenoBek, Oyab 3TO COTPyAHMK BaHka unu Med. nepcoHan, npeanaraet
CBOK OHMaNH-MOMOLLb, YTOObI OCYLLECTBUTL NNaTex, a Anst 9TOro eMy Hy)XHa WHdOopMaums O cyeTe.
Mocne nonyyeHus HEOGXOAMMbIX OAHHbLIX MOLLUEHHWKM BbIBOAST AEHbIM, @ Mbl, AOBEpPYMBbIE FpaxaaHe,
ocTaeMcsl C HyrneBblM 6anaHcoM.

MpuBEeOEHHbIA NepedYeHb MOLLUEHHUYECKMX CXEM He OrpaHu4MBaeTcsi MNpPUBEOEHHBIMU MpUMepamMu.
MpecTynHWKN HaxoOsAT BCE HOBbIE M HOBblE CXEMbl M CMOCOObLI Ansi AOCTWKEHWUs] CBOMX MPEeCcTyMnHbIX
3aMbICIOB.

Kak ybepeubcs oT TenedoHHbIX MOLUEHHNYECTB?

UTtoObl He cTaTb XXEPTBOW 3M10YMBbILLITEHHUKOB, HEOOXoAUMMO cobrnofgaTth NpocThie npasuna 6esonacHoro
noseeHus n oba3aTenbHO JOBECTU UX A0 CBEOEHUS POAHBIX U BNnskux:

- He cnegyeT A0BEpPATb 3BOHKAM U COOOLLEHUSIM, O TOM, YTO POOCTBEHHUK WM 3HAKOMbIA Monan B
aBapuio, 3agepXaH COTpyAHVMKaMKU NONUUMM 3a COBepLUeHMe NpecTynieHus, 0COBEeHHO, ecnu 3a 3TnM
cnepyet npocbba O NepeuyncrnieHMn OeHeXxHbIX CpeacTB. Kak nokasbiBaeT npakTuka, OOblYHbIA 3BOHOK
BGrM3KOMy YenoBeKy MO3BOMNSET pa3BeATb COMHEHUS U NMOHATb, YTO 3TO MOLLEHHVKN NbITAlTCA 3aBnageTb
BaLUMMW CPeACTBaMU UM MMYLLECTBOM;

- He cnegyeT oTBeYaTb Ha 3BOHKU Ui SMS-coobLueHns ¢ HEN3BECTHbIX HOMEPOB C NPOCLOOI NONOXNUTL
Ha cYyeT AeHbIu;

- He cnepgyeT coobwatb No TenedoHy KoMy Gbl TO HM ObINIO CBEOEHUS NMIUYHOIO Xapakrepa.
CBoeBpemeHHOe OOpalleHne B MpaBOOXpPaHUTENbHbIE OpraHbl MOXET MOMOYb APYrMM NOASM  He
nonacTbCs Ha HE3aKOHHbIE YNOBKN TeNedOHHbIX MOLLEHHUKOB.

[MpOTNBOCTOATL MOLLUEHHMKAM BO3MOXHO NULLb MOBbILUEHHOW BHUMATENbHOCTLIO, 34paBOMbICIEM U
0OUTENbHOCTLIO.

TMAMATKA 0nsi epaxkdaH o npoghuniakmuke u npedynpexoeHuu OUCMaHUUOHHbIX NpecmyrsieHul 8
chepe UHGhopMaUyUOHHO-MeNeKOMMYHUKaUUOHHbIX MeXHOI02ul:

YT06bI HE OKa3aTbCH XXEePTBON MOLLEHHMKOB HEOOXOAUMO 3HATL CrieayoLlee:
— COTPYAHMKM ntoboro 6aHKa HUKorga He NPOCAT COOOWNTL AaHHbIE Ballen KapTbl (HOMep KapTbl, CPOK
€€ [elcTBMS, CEKPETHBIN KOA Ha 0GOPOTHOWM CTOPOHE KapThbl), Tak KaK Y HAX OAHO3HAYHO MMEIOTCS Balln
OaHHblE;
— He Npwu Kakmx 0b6CToATENbCTBaxX He coobLaTh AaHHbIe Ballel GaHKOBCKOM KapThl, @ TaK )Xe CEKPEeTHbIN
ko4 Ha 06OPOTHOW CTOPOHE KapThl;
— XpPaHUTb MWH-KOA OTAENbHO OT KapTbl, HU B KOEM Criy4ae He nucaTb NMUH-KOO Ha camol BGaHKOBCKOM
KapTe;
— He coobLaTb NWMH-KOA TPEeTbUM NuuamMm;
— ocTeperaTbCsl «TenedOHHbIX» MOLLEHHUKOB, KOTOPLIE NbITAOTCA BBECTU Bac B 3abnyxaeHue;
— nyywe un3beratb TeNedOHHbIX Pa3roBOPOB C MOAO03PUTENBHBIMU NOALMU, KOTOPblE NPeacTaBnstTCs
COTpyaHuKkamm 6aHka, He bonTeck NpepBaTh Pa3roBOp, NPOCTO KNnaauTte TpyoKy;
— BHMMaTenbHo Yntante CMC coobLueHns npuxoasiuine ot 6aHka;
— HUKOTAa M HMKOMY He coobLuaiTe naponu, U CeKpeTHble Kopabl, KoTopble npuxogdat Bam B CMC
CcoO0OLLLeHUM OT baHKa;
— NMOMHUTE, YTO TONbKO MOLLEHHUKN CrpaLlUMBaOT CEKPETHbIE Maponyv, KoTopble NpuxoasaT k Bam B CMC
CcoO0OLLLeHUM OT baHKa;
— COTPYAHMKM BaHKa HMKorga He NonpocsAT Bac NPOWTU kK GaHKkoMaTy;



— ecnu Bac nonpocunm I'IpOVITVI ¢ 6aHkoBCcKOM KapTOVI K 6aHKOMaTy, TO 3TO O4eBMAHO MOLLUEHHUKN;

— He n0|<ynal7|Te B MHTEPHET — Mara3mHax T1oBap Mno ABHO 3aHWKEHHON CTOMMOCTMU, TaK Kak 3TO O4EBUOHO
MOLUEHHUKI;

— HUKOrga He nepesogutTe OeHeXHble cpencrtsa, eCcln 00 aTtom Bac NpoCUT coenaTtb Ball 3HaKoOMbI B
coumnarnbHON CeTU, BO3MOXHO MOLLUEHHMKX B3nloManu aKKayHT, CHa4ala CBAXUTEeCb C 3TUM 4YEJ10BEKOM U
y3Hal7ITe OENCTBUTENBHO NN OH NPOCUT Yy BaC AEHbIU;

— B CeTn ((MHTepHeT» He nepexoauTe no CCbiJikaM Ha HEN3BECTHbIE CanTbl;

- ,EleVICTByVITe O6,El,yMaHHO, He Topornnneo, NOMHUTE, YTO «becnnaTHbIN CbIp TOJ1bKO B MbILLEITOBKE».

MHTepHeT-MOLIJeHHW-IeCTBO - NaMATKa ana rpaxaaH

B nocnenHve rogbl LUMPOKYHO NONYNSPHOCTb NOMYYUv CMC-PacChiki UK SNEKTPOHHbIE NCbMa C
COOOLLEHMAMM O BbIUIPbILLIE aBTOMOOUNA NMBO Apyrux LEeHHbIX NpU30B. [ns nonyydeHns «BbiMrpbILa
3110YMBbILLMIEHHMKM 0BBIYHO NPOCAT NEPEBECTU HA SNIEKTPOHHBbIE CYETA OMPEAENEHHYHO CyMMY €EHET,
MOTMBMPYS 3TO HEOOXOAMMOCTLIO YNaThl HANIOroB, TAMOXXEHHbIX MOLUMWH, TPAHCMOPTHBIX PAcXO40B U
T.0. MNMocne nonyyeHns AeHEXHbIX CPEACTB OHM NEPECTaOT BbIXOAWUTL Ha CBsI3b NTMOO NPOCAT NepeEBECTM
OOMNOJHUTENbHbIE CYMMbI Ha OChOPMIIEHME BbIUIPbILLA.

Orpagutb cebs oT nogobHoro poda npecTynieHun npegeneHo npocto. [Npexae Bcero Heobxoanmo ObiTe
6naropasyMHbIM. 3agymManTecb Hag TeM, NMPUHUMAanNu v Bbl y4acTue B po3birpbille npnsos? 3Hakoma nu
BaM opraHu3auusi, HanpaeuBLUasi yBegoMIEHME O Bbinrpbiwe? OTKyAa opraHM3aTopam akuuy U3BECTHbI
BalLM KOHTaKTHble AaHHble? Ecnn Bbl HE MOXeTe OTBETUTL XOTsi Obl HA OAWMH U3 3TUX BOMPOCOB,
pekoMeHayeM BaM NPOUIHOPMPOBATL NOCTYNUBLLEE COODLLEHME.

Ecnu Bbl pelumnu ucnbitatb cHaCTbE M BbIATU HA CBA3b C OpraHn3aTopamMm posbirphilla, noctapanTech
MOMYYNUTb OT HUX MaKCUMarbHO BO3MOXHY0 MHOPMaLMo 06 akumK, YCroBUsSIX y4acTus B HEM U
npasunax ee nposeaeHusl. MIOMHUTE, YTO YNOMUHAHWE BaLLero UMeHn Ha VIHTepHeT-caiTe He siBnsieTcst
noaTeepXaeHneM [obponopsaoYHOCTM OpraHM3aToOPOB akLMM U rapaHTUEN BalLEero BbIUrpbiLLa.

Jliobasn npocbba NnepeBecTy AeHEXHblE cpeacTBa Ansi NONYyYeHNUs BbIUMpbILLA A0MKHA HACTOPOXUTL Bac.
MoMHWTE, YTO BLIUIPLILL B NOTEPELD BrieyeT 3a coboi Hanorosble 06513aTeNbCTBA, HO NMOPSAOK ynnaThl
HanoroB perfnaMeHTMpoBaH AEACTBYIOLLMM 3aKOHO4ATENbCTBOM U HE OCYLLECTBNSIETCS MOCPEACTBOM
nepeBoda AeHEXHbIX CPEACTB Ha NIEKTPOHHbIE cYeTa rpaxaaH U opraHn3auni Unm T.H. «3NEKTPOHHbIE
KOLLIENbKU».

ByabTe 6auTEnbHbI U MOMHUTE O TOM, YTO AN TOro, YTobbl YTO -TO BbIMIPATb, HEOGXOAMMO NPUHMMATL
y4yacTve B posbirpbille. Bce ynoMuMHaHWa o0 TOM, YTO Ball HOMEP SIBMSIETCS «CHACTMMBLIMY U OKasasncs B
Cnucke y4acTHUKOB NOTepeu, SBNSOTCH, Kak NPaBuno, fNyLLb YIIOBKOW ANsi NpUBMEYeHMs Ballero
BHUMaHWS.



	ПАМЯТКА для граждан о профилактике и предупреждении дистанционных преступлений в сфере информационно-телекоммуникационных технологий:

