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1.1.

1. OBIIME ITOJIOXEHUSA
Hacrosimee IlonokeHne 1O OpraHu3alid W TPOBEICHUIO padOT MO OOECIEYCHHIO OE30MacHOCTH

NEPCOHAIBHBIX JIaHHBIX NMpU HUX 00paboTke B MH(MOPMALMOHHBIX CHUCTEMAaxX IEPCOHAIbHBIX JaHHBIX
MBOY «Jlenunnckas COIL» (nanee — Ilonoxenue) pazpaboTaHo B COOTBETCTBUM ¢ DenepanbHbIM
3akoHOM OT 27 utonst 2006 r. Ne 149-@3 «O6 undopmaruu, nHGOPMAITMOHHBIX TEXHOJIOTUSAX U O 3aIUTe
uHpopmanun», PenepanpHbiM 3akoHOM 0T 27 utong 2006 r. Ne 152-D3 «O nepcoHaIBHBIX JaHHBIXY,
nocraHoBienueMm  lIpaBurensctBa  Poccuiickoit  ®enepanmu ot 15 centsaopst 2008 r. Ne 687
«O0 yrBepxkaenuu [lonoxenus 06 0cOOEHHOCTIX 00pabOTKU MEPCOHANBHBIX JIaHHBIX, OCYIIECTBIIIEMOM
0e3 HCMIOJb30BAaHUS CPEACTB aBTOMAaTH3aluW», mocrtaHoBieHueM [IpaBurensctBa Poccuiickoit
Oenepannu ot 1 HOsOps 2012 1. Ne 1119 «OO6 yrBepkaeHun TpeOOBaHWM K 3aIUTE MEPCOHATBHBIX
JaHHBIX TpU UX 00paboTke B HH(POPMAIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JAHHBIX», IMPUKA30M
®denepanbHON CIY)KOBI TO TEXHUYECKOMY M JKCIOPTHOMY KOHTposito oT 18 depays 2013 r. Ne 21
«O0 ytBepxaenun CocTaBa U COJIEP)KAHUSA OPraHU3ALMOHHBIX M TEXHHUUYECKHUX MeEp MO 00eCHedeHHUI0
0€30MacHOCTH NEPCOHANBHBIX JAaHHBIX MPHU UX 00paboTKe B MH(MOPMALIMOHHBIX CUCTEMAaX MEPCOHAIbHBIX
naHHbIX», YKa3oMm [Ipesunenra Poccuiickoit ®@eneparuu ot 1 mas 2022 r. Ne 250 «O qomoaHUTENBHBIX
Mepax 1o obecrieueHno HHPpopMaIoHHoi 6e3onacHocTH Poccuiickoit denepanumy.

1.2. Lenp pa3paboTku HacTosmero llojgokeHuss — yCTaHOBIEHHE MOpPSAKA OpPraHU3alud U
npoBeseHUsT paboT mo obecreueHHro OE30MacCHOCTH NEepPCOHANBHBIX naHHbIX (mamee — [1/ln) B
MH(OPMALIMOHHBIX cHCcTeMax NepcoHalbHbIX AaHHbIX (nanee — UCII[An) MBOY «Jlenunckas COLL»
(manee — YupexieHne) Ha IPOTHKEHUH Beero sxu3HenHoro nukia UCIx.

1.3. Hupexktrop MBOY  «Jlenmnckas COIll»  VYupexaeHus HECET IEPCOHATLHYIO
OTBETCTBEHHOCTH 3a o0ecreueHrue NHHOPMAITMOHHON 0€30TIaCHOCTH Y UpeKACHUSI.

2. TEPMHUHBI 1 ONNPEJAEJIEHUSA

2.1. B nacrosimeM I10710KeHNN HCTIONB3YIOTCS CIIEAYIONINEe TEPMUHBI M UX OTIPEIeNICHNS:

NudopmanuonHas cucreMa nepcoHAJbHBIX JaHHBIX — COBOKYITHOCTh COJEpKaIIUXcs B 0a3zax
JAHHBIX MEPCOHAIBHBIX JAHHBIX U 00ECIeYMBAIOIUX UX 00pabOTKYy MH(POPMALMOHHBIX TEXHOJIOTUH U
TEXHUYECKUX CPECTB.

KonpuaeHunajJIbHOCTh NEePCOHAIBHBIX JAHHBIX — 00s513aTeNIbHOE Il COOIIOIEHUS OTIEPATOPOM
WIA WHBIM TOJIYYUBUIMM JIOCTYNl K IEPCOHAJIbHBIM JaHHBIM JIMIOM TpeOOBaHHWE HE JONMYyCKaTh MX
pacnpocTpaHeHue 0e3 coriacus CyObeKTa MEepCOHANBHBIX JAaHHBIX WJIM HaJWYHUs HWHOTO 3aKOHHOIO
OCHOBaHUS$, €CJIM NHOE HE MPEAYCMOTPEHO (pesiepabHbIM 3aKOHOM.

Me:kceTeBoil 3KpaH — JIOKaJbHOE (OJHOKOMIIOHEHTHOE) WIH (YHKIIMOHAIbHO-pacIpeeEHHOE
mporpaMmMHoOe  (MMPOTpaMMHO-aNmNapaTHoe) CpeacTBO  (KOMILIEKC), peaqu3yloliee KOHTPOJIb 3a
uHpopmanueil, nocrynaiomed B HHPOPMAIMOHHYIO CHUCTEMY IE€PCOHANBHBIX MJAaHHBIX W (WJIH)
BBIXOJIAIIEH 13 HH(POPMAITMOHHON CHCTEMBI.

HecaHKUMOHUPOBAHHBIH AOCTYN (HECAHKIMOHMPOBAHHbIC JIEHCTBMA) — JIOCTYIl K
uHboOpMalluu WU JeHCTBUS ¢ HHpOpMAIMell, Hapyllalllue MpaBujia pa3rpaHUYEeHUs JOCTyIa C
UCTIOIF30BaHUEM IITATHBIX CPEJCTB, MPEAOCTABISEMBIX HH(POPMAIIMOHHBIMUA CHCTEMaMH TIePCOHATBHBIX
TTAHHBIX.

OO0paGoTKka nepcoOHAJbHBIX AAHHBIX — JEHCTBUS (Olepalyuy) C MEePCOHATBHBIMU JIaHHBIMH,
BKJII04as cOOp, 3aMch, CUCTEMaTHU3alllI0, HAKOIUIEHUE, XpaHeHHe, YTOUHEeHHe (0OHOBIIEHUE, U3MEHEHNUE),
U3BJICUEHHE, UCTOIb30BaHNUE, Nepeaady (pacipocTpaHeHHe, IpeaocTaBleHe, JOCTYI), 00e3TMUYnBaHue,
OJIOKMpOBaHKE, YAaJeHUE, YHUUTOKEHHE EPCOHATBHBIX JaHHBIX.

OmnepaTtop — rocynapcTBEHHBIH OpraH, MyHHIIMIIAIbHBIN OpraH, IOpuAnYecKoe WK (huzndeckoe
JIMI0, CAMOCTOSITENIbHO MJIM COBMECTHO C JIPYTUMHU JIMIIAMU OPTraHU3YIOUINE U (UJIM) OCYILECTBIISIONIIE
00paboTKy MEepCOHATBHBIX JTAHHBIX, a TAK)KE OMPEICISIONINE e 00padOTKH MEePCOHABHBIX TaHHBIX,
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COCTaB NEPCOHAIBHBIX JAHHBIX, MOJUICKAIIUX O0O0paboTKe, ACHUCTBHUS (Omepaiuu), COBEpIIACMBbIE C
NEPCOHAIILHBIMU JIaHHBIMH.

Texnn4yeckue cpeacrsa MH(POPMALMOHHOM CHCTEMbI NMEPCOHAJIBHBIX AAHHBIX — CpPEJICTBA
BBIUMCIUTENbHON TEXHUKU, HH(OPMALIMOHHO-BBIYUCIUTEIbHBIE KOMILJIEKCHI U CETH, CPEJICTBA U CUCTEMBI
nepenaun, npuema u oOpabotku II[In (cpeactBa U cucTeMbl 3BYKO3alUCH, 3BYKOYCHUJICHUS,
3BYKOBOCIIPOU3BEACHUS, II€PErOBOPHBIE U TEJIEBU3UOHHBIE YCTPOMCTBA, CPEACTBA W3LOTOBJICHMS,
TUPAXHUPOBAHUS JTIOKYMEHTOB M JApPYrHe€ TEXHUYECKHE CpeacTBa OOpabOTKH pedeBoil, rpaduyuecKkoi,
BUICO- U OyKBEeHHO-IM(POBOH HH(POpMaIMK), NPOTpaMMHBIE CpeACTBa (ONEpalMOHHBIE CHUCTEMBI,
CHCTEMBI yIpaBlieHUs 0a3aMU TaHHBIX U T.I1.), CPEACTBA 3AIIUTHI HHPOPMALIUN).

IlepconanbHble AaHHble — m00as wHPOpPMANMA, OTHOCSIIASACS K MPSIMO WJIH KOCBEHHO
OTIpeICIEHHOMY WU OTpeAieiieMoMy (hU3HIecKoMy JHITY (CyOBEKTYy MePCOHATBHBIX TaHHBIX ).

IHosab30BaTe b HHPOPMALMOHHON CHCTEMBI NEPCOHATBHBIX JAHHBIX — JIMIO, YYaCTBYIOIIIEE B
(GYHKIIMOHUPOBAHUM HMH(DOPMALIMOHHOW CHCTEMBbl TMEPCOHANBHBIX JAHHBIX WM HCIOJIb3YIOIee
pe3ynbTaThl ee GyHKIIMOHUPOBAHHUS.

Pecypc undopmMannoHHoii cucTeMbl — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOTIO, MPUKIIATHOTO WIH
anmapaTHoro odecnedeHus PyHKIIMOHUPOBAHHS HH(POPMAIMOHHON CUCTEMBI.

CpencrBa BBIYHCJIMTE]bHOH TEXHMKH — COBOKYIHOCTh IPOTPaMMHBIX M TEXHMYECKUX
AIIEMEHTOB CHCTEM OOpabOTKH JaHHBIX, CIIOCOOHBIX (DYHKIIMOHMPOBATH CAMOCTOSATENBHO MM B COCTaBE
JPYTUX CUCTEM.

¥Yrpo3sl 0e30IaCHOCTH MEPCOHAJIBLHBIX [JAHHBIX — COBOKYIHOCTh YCJIOBUH U (DaKTOPOB,
CO3JAIOLMX ONAaCHOCTh HECAHKLIMOHUPOBAHHOI'O, B TOM YHUCIJE CIy4alHOIO, J0CTyNa K MEePCOHAIbHBIM
JaHHBIM, PE3YJIBTATOM KOTOPOTO MOXET CTaTh YHHUTOKEHUE, U3MEHEHUE, OJIOKUPOBaHKE, KOIUPOBAHHE,
pacupoCTpaHEHUE NEPCOHAIBHBIX JaHHBIX, a4 TAK)KE€ MHBIX HECAHKIIMOHMPOBAHHBIX JEHCTBUUA NPHU HX
00paboTke B HH(YOPMAIITMOHHON CHCTEME MEPCOHATBHBIX JaHHBIX.

YHHUYTO)KEeHHe NepPCOHAJIbHBIX JaHHbIX — JCHCTBHUS, B pe3yJabTaTe KOTOPHIX CTaHOBUTCS
HEBO3MOXKHBIM BOCCTAHOBUTBH COJEpKAHHE NEPCOHAIBHBIX JaHHBIX B HWH(GOPMAIMOHHON CHCTEME
NEPCOHAIbHBIX JAHHBIX M (MJIM) B pe3yjbTaTe KOTOPHIX YHUUYTOXKAIOTCS MaTepUaIbHbIE HOCHUTENIH
NIEPCOHAIBHBIX JaHHBIX.

YpoBeHb  3aIIMIIEHHOCTH NEPCOHAJBHBIX JAHHBIX —  KOMIUIEKCHBIM  IIOKa3aTelb,
XapakTepU3yIOIui TpeOOBaHMs, UCIOIHEHUE KOTOPBIX OOecleyrBaeT HEUTPaIU3alMI0 ONpeAeTIeHHbIX
yrpo3 0€30MacHOCTH MEPCOHAIbHBIX JAHHBIX MPH HUX 00paboTke B HHGPOPMALMOHHBIX CHCTEMax
NIEPCOHAIBHBIX JaHHBIX.

Yreuka (BamuimaemMoil) MHGOpMAUMM MO TEXHHYECKHM KaHAJAM — HEKOHTPOJIUPYEMOE
pacnpocTpaHeHue uHGOpMaluu OT HOCUTEINS 3alluiaeMold HHpopMmanuu yepe3 (GU3HUECKyro cpeny 10
TEXHUUYECKOTO CPEJICTBA, OCYLIECTBIIAIONIETO EpeXBaT HHPOPMAIUH.

ILesocTHOCTL HHGOPMAIMH — CIHOCOOHOCTh CpEACTBA BBIUMCIUTENBHOW TEXHUKUA WIH
UH(POPMALIMOHHOM CUCTEMbI 0OecTeYrBaTh HEM3MEHHOCTh MH(OPMAIH B YCIIOBHUSX CIIy4aitHOTO U (MJTH)
NpeHAMEPEHHOT0 NCKAXEHUs (pa3pyIIeHus).

3. MOPAJOK OPTAHU3AILIMU U ITPOBEJEHUSA PABOT 11O OBECIIEYEHUTIO
BE3OIMACHOCTHU NEPCOHAJIBHBIX TAHHBIX
3.1. Tlox oprammsammeir obOecmeuenus: OezomacHoctd [1/lH mpm ux o6pabdorke B WCIIIH
MOHUMaeTCss GOPMHUPOBAHUE U pealln3alis COBOKYMTHOCTH COTJIACOBAHHBIX MO IIEJH, 3ajadyaM, MECTy U
BPEMEHH OPTraHU3aIMOHHBIX U TEXHUYECKHX MEPOIPHUSATHI, HallPaBICHHBIX HA MUHUMU3AIUIO yIepoa oT
BO3MOXXHOH peanm3anuu yrpo3 Oe3omacHocTu [1/[H, peann3yeMbiXx B paMKax CO3/aBa€MOl CHCTEMBI
3allIUThl IEPCOHANBHBIX NaHHbIX (nanee — C3I1/0H).



3.2. C3I1[dn BrirovaeT B ce0si OpraHu3aluoOHHbIC U (MIIM) TEXHHYECKHUE MEPHI, ONpeACIICHHBIC C
Y4ETOM aKTyalbHbIX yrpo3 OesomacHoctu [1/IH, ypoBHs 3ammumeHHocTH [1/IH, KOTOpBI HEOOXOIMMO
obecreunTh, U HTHPOPMAITMOHHBIX TEXHOJIOTHM, UCTIOIb3YEMbIX B HHPOPMAILIMOHHBIX CUCTEMAX.

3.3. besomacunocts I1In npu nx obpadbotke B UCII[H obecnieunBaeT YupekIeHUE WIH JIHILO,
ocymectisitoiee o0padoTky I1/[H mo mopydenuto YupexaeHus Ha OCHOBAHUU 3aKJIIOUaeMOr0 C 3THM
JUIIOM JIOTOBOpa (J1ajiee — yIoJIHOMOUYEHHOE JIUI0). JIoroBop Mexay YUpekIeHHEM U YIOJTHOMOYEHHBIM
JIMIIOM JIOJDKEH MpeaycMaTpuBaTh 00S3aHHOCTh YIOJHOMOYEHHOTO Jinla obecneunTs 6e3onacHoctsb [1/1H
npu ux 00paboTke B MHPOPMAITIOHHON CHCTEME.

3.4. Buibop cpencts zamutbl wHbopmaruu aias C3II[H ocymecTBiseTcs YupexaeHHEeM B
COOTBETCTBUU C HOPMATHUBHBIMU MPABOBBIMU aKTaMU, TPUHIATHIMU DeniepalibHOI ciry:k00ii Oe30macHOCTH
Poccuiickoit ®eneparun (naiee — OCBb Poccun) m DenepanbHoil Ciy’)kO00H MO TEXHUYECKOMY H
skcnioptHoMy KoHTposto (manee — DCTOK Poccum) Bo ucnonHenue @DenepanbHoro 3akoHa «O
MEPCOHAITBHBIX JaHHBIX).

3.5. Crpykrypa, cocraB u ocHoBHble (yHkumu C3IIJIH ompenensiroTcsi, MCXOAS W3 YPOBHS
samumenHocty [1/1n nmpu ux o6padorke B UCII/1H.

3.6. C3IIH co3maercs B TpH dTamna:

Oran 1. [lpennpoextHoe ob6cnenoBanue MCIIJIH u pa3paboTka TEXHMUECKOTO 3aJaHus Ha
cozganne C3I1/H.

Oran 2. IlpoextupoBanme C3II/IH, 3akymka, yCTaHOBKa, HAacCTpOWKa HEOOXOIMMBIX CpPEICTB
3aIUThl MHOOPMALIHH.

Oran 3. Beog UCITIx ¢ C3I1/IH B 3KkcruTyaTamuro.

3.7. Dran 1. [IpoBenenue npeanpoeKTHOT0 00CIeI0BaHUS U Pa3padoTKa TEXHUUECKOTO 3aJaHus
Ha co3manue C3I1/1H.

3.7.1. Ha3naueHune 0TBETCTBEHHOTO 3a opranuzaiuio oopadotku I[1/In Yupexnenuem.

3.7.2. Coznianue KoMHCCHH TI0 OTIpeieNIeHUI0 ypoBHs 3amuieHHocty [1/1H npu ux o6padoTke
B UCII/In Yupexnenus.

3.7.3. Omnpenenenne neneit oopadotku [11H YupexaeHueM.

3.7.4. Omnpenenenne nepeuns UCIIJIn Yupexnenus u cocrtaBa [1/lH, oOpabaThiBaeMbIX B
NCITH.

3.7.5. Omnpenenenue nepeuns oopadareiBaeMblx Yupexaenuem [1/1H.

3.7.6. Onpenenenue cpokoB 00paboTku u xpanenus [1/IH, ucxons u3 TpedoBanus, yro I1/Jx

HC HOOJDKHBI XPAaHUTBCA HOJIbIIC, YCM 3TOI'O Tpe6y10T eI 06pa6OTKI/I OTUX HI[H, o JOCTHXKCHUIO
KOTOPBIX HI[H moJIC)KAT YHUYTOKCHHUIO.

3.7.7. Onpenenenue nepeuns ucnoiab3zyeMslx B UCII/IH (mpemaraeMbIX K MCIOJIB30BaHUIO B
NCTI/IH) o61mecucTeMHBIX U MPUKIAJHBIX TPOIPAMMHBIX CPEJCTB.

3.7.8. Omnpenenenue pexumoB oOpabdorku I[I[ln B UCII[lH B menoM u B OTAEIbHBIX
KOMITOHEHTaX.

3.7.9. Hasnauenue orBercTBeHHOTO 3a oOecneueHue 6e3onacHoctr [1JIH B UCII/H (manee —

OTBeTCTBEHHBIN) AN pa3pabOTKU M OCYLIECTBICHHUS TEXHHUECKUX MEPOIPHATHN 0 OpraHu3alud U
obecnieuenuro 6e3onacHoctu [1J]H mpu ux o6padotke B UCII/IH.

3.7.10. Ha3nayeHHme OTBETCTBEHHOTO 3a JKCIUTyaTaIlUIO CPEACTB KPUMTOTPAPHUECKON 3aITUTHI
uHpopmaruu, obecrneunBarmero GyHKIMOHUPOBAHUE W OE30MaCHOCTh CPEJCTB KPUMTOTPAPUIECKOM
3alUThl HH(OpMaLMHY, MpeIHa3HauYeHHBIX i obecriedeHus 6e3onacHoctu [1J{H. YTBepkaeHue nepedns
JUIL, JONYyHIEHHBIX K paboTe co cpeAcTBaMH KpunTorpaduueckoil 3amuTsl  HUH(OpMaLUH,
npenHasHauyeHHbIMU At oOecnieuenus Oe3omacHoctu [IJJln B WCII/[IH (momb3oBareneil cpeacts
KpUnTorpadguueckon 3amuThl HHPOPMALIUN).

3.7.11.  Ompenenenue nepedHs MOMeUIeHU, B KOTopbix pazmeriensl MCII/IH u matepuanbHbie



Hocutenu [1/]H.

3.7.12. Ompenenenue koHurypamuu u tomosoruu WCII/IH B meaoM M HX OTAEIBHBIX
KOMITOHEHT, (PU3NYECKHUX, PYHKIIMOHAIBHBIX U TEXHOJOTHUECKUX CBA3EH KaK BHYTPU ITHX CHUCTEM, TaK U
C IpyTUMH CHCTEMaMH Pa3IMYHOTO YPOBHS U HA3HAUCHHUS.

3.7.13.  Ompenenenue TEXHUYECKUX CPEACTB U cHucTeM, ucnonb3yembix B MCII/IH, BKIOUas
YCITIOBHS UX PACIIOJIOKEHHUSL.

3.7.14.  ®opmupoBanue TexHuueckux nacrnoptos UCIT/IH.

3.7.15. Pa3paboTka OpraHu3allMOHHO-PACTIOPSAAUTEIBHBIX JOKyMeHTOB (manee — OPJI),
perJaMeHTUPYIOIUX nporecc 00padboTku u 3amuthl [1/H:

— IonuTrka B OTHOIIEHUH 00paOOTKH MEPCOHATBHBIX JaHHBIX;

— MucTpykumu  (OTBETCTBEHHOrO 3a opranm3anuio oOpabotku IIJ[H, OTBETCTBEHHOro 3a
obecnieuenue 6e3onacHoctu [1/In B UCIIH, noms3zoBatenss UCII/IH, OTBETCTBEHHOTO 3a 3KCILTYyaTaIUIO
CpeaCcTB KpunTorpaduyueckoil 3amuTel uHGoOpMaIun);

—Pa3gen OMKHOCTHBIX MHCTPYKIHH COTPYAHHMKOB YUpEXJCHUS B YacTH 0OecredeHus
6e3onmacuoctu I1JIH mpu mx oOpaboTKe, BKIIOYAs YCTAHOBJICHHE MEPCOHAIHHONH OTBETCTBEHHOCTH 3a
HapylieHus npasui oopadotku [1/1H.

3.7.16. Tlonydyenme (mpu HeoOXxommMocTH) coriacus Ha obOpabotky IIJIH cyowexkrom I1JIH,
MOJMMCaHue 0053aTeNbCTBA O COOM0IeHnU KoHpuaAeHnanbHocTu [1J{H coTpynHukamu YupexaeHus.

3.7.17. YrtBepxnuenue Gopm yBenomieHuil cyonrextoB [1JH u hopm xkypHAIOB, HEOOXOIUMBIX
B 1essix obecnieuenus 6ezonacuoctu [1]1H.

3.7.18. Ompenenenue ypoBHs 3amuiieHHoctd [IJJln mpum ux o6paborke B HCII[In B
COOTBETCTBUU C  TpeboBanusimu  moctaHoBieHusi I[IpaButensctBa  Poccwuiickoit ~ ®Denepauuu
oT 1 HosiOpst 2012 r. Ne 1119 «O6 yTBepkaeHNN TpeOOBaHUM K 3alUTE MEPCOHAIBHBIX JAHHBIX MPH UX
00paboTke B MH(GOPMALMOHHBIX CHUCTEMAaX MEPCOHAIbHBIX JAaHHBIX» (IMOATOTOBKA U YTBEPKAECHHE aKTa
onpeneneHus ypoHs 3amuinerHoctu [1/In mpu ux oopadotke B UCIIH).

3.7.19. Omnpenenenue TtHma yrpo3 Oe3omacHocTu [1J[H, akTyanpbHBIX I8 WH(OOPMAIMOHHOU
CHCTEMBI, C YUETOM OIEHKH BO3MOXXHOTO Bp€/a B COOTBETCTBHM C HOPMAaTHBHBIMH NPABOBBIMU aKTaMH,
NPUHATBIME BO HcnosiHeHHe PenepanbHOro 3akoHa «O mepcoHanbHbIX JaHHBIX» OT 27 utonst 2006 r.
Ne 152. Omnpenenenue yrpos 6e3onacHoctu I1JIH B KOHKpeTHBIX ycioBusx ¢yHkuuonuposanus UCII
(pa3paboTka mozeneit yrpos 6ezomnacuoctu [11n mpu ux o6padotke B UCIIIH).

3.7.20. ®opmupoBaHME TEXHUYECKOro 3ajlaHuss Ha paszpaborky C3IIJI[H mo pesynpraTam
MPEANPOEKTHOTO 00CIIeIOBaHNs Ha OCHOBE HOpMaTUBHO-MeToandeckux nokymeHToB ®CTIK Poccuu n
®CBb Poccuu ¢ yueToMm ycTaHOBIIEHHOTO ypoBHs 3amuiierHoctu [1/{n mpu ux o6padotke B UCIIIH.

Texaudeckoe 3aanne Ha pazpadotky C3II/IH qomKHO coaepxKaTh:

— obocHoBanwue pazpadorku C3I1/1H;

— UCXOJHbIE JaHHbIe co3naBaemMoit (Moaepausupyemoii) UCII/IH B TeXxHUYECKOM, TPOTPaMMHOM,
WH(POPMAIIMOHHOM U OPTaHU3AI[MIOHHOM acIleKTax;

— ypoBenb 3amuuienHocty [1/1a mpu ux oopadorke B UCIIH;

— CCBUIKY Ha HOPMaTHUBHBIE JJOKYMEHTBI, C Y4€TOM KOTOpbIX OyzaeT paspabdateiBateest C3I1/IH, u
npuHUMathes B dkcrryaTanuo UCI/IH;

— KOHKpeTH3aluio Mmeponpusituii u tpedoBanuit k C3I1/1H;

— COCTaB U cofiep)kaHue paboT mo sTanam pazpadotku u BHenpenus: C3I1/H;

— TIEpeYeHb  TPEAIONaraéMbIX K HCIHOJB30BAaHUIO  CEPTU(PHIMPOBAHHBIX  CPEACTB  3AIUTHI
uHpOpMaIIUH.

3.8. DOran 2. IlpoexktupoBanme C3I1/IH, 3akymka, YCTaHOBKA, HACTpPOMKa W ONBITHAS
HKCIUTyaTaIsi HeOOXOMMBIX CPEACTB 3alUThI HH(POPMAIIHH.

3.8.1. Coznanue C3IIlH sBhsieTcss HEOOXOMUMBIM YCJIOBHEM oOOecredeHus 0e30macHOCTH
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[1IH, B TOM ciyd4ae, €ClIM CYIIECTBYIOIIHE OPraHU3AIMOHHBIE U TEXHUYECKHE Mephl 00ecredyeHus
0e30MacHOCTH HE COOTBETCTBYIOT TpeOoBaHWsIM K oOecnedeHuto OesomacHoctu [IJIH  moist
COOTBETCTBYIOIIEro ypoBHS 3amumieHHocTd II/[ln mpum ux oOpaborke B WCIIJlH m (wiu) He
HEUTpanu3yroT Bcex yrpo3 6e3omnacHoctu [1JIn mist nannont UCTIIH.

3.8.2. Texunueckue wmepol 3amuTel [I/[H npeamonararoT HMCHOJIB30BaHUE IPOTrPAMMHO-
anmapaTtHbIX cpeAacTB 3amuThl uHpopMmarnuu. IIpu obpaborke IIJIlH ¢ wucnonab30BaHHMEM CpEACTB
aBTOMATHU3allMM MPUMEHEHHE TEXHMUYECKHUX MEp 3allMThl SBISIETCS O00s3aTENbHBIM YCIOBUEM, a HX
KOJIMYECTBO M CTENEHb 3alllUThl OIpPENesieTcsl B IPOLECCE MPEAIPOEKTHOr0 00CIeI0BaHUs
UHPOPMALIMOHHBIX  pecypcoB  YupexaeHus. IIpuMeHeHWE TEXHHYECKHX Mep JIOJDKHO  OBIThH
PErJaMeHTUPOBAHO JIOKAJIBHBIM aKTOM Y UpPEKICHUS.

3.8.3. Cpenctsa 3anuthl nHbopmaruu, npumensembie B UCII/IH, B yCTaHOBIEHHOM MOPSAKE
MPOXOJAT MPOLEAYPY OLEHKU COOTBETCTBHSI, BKIIOUAs CEPTHU(HUKALMIO HA COOTBETCTBHUE TPEOOBAHUSIM
1o 6e30macHOCTH HH(POPMAIIHH.

3.8.4. Ha craguu mnpoexktupoBanuss u cozmanuss C3I[[Aa mna WUCIHAa VYupexnenus
IIPOBOJSITCS CIAEAYIOLINE MEPOTIPUATHS:

— pazpaboTtka TexHuueckoro npoekra C3I1/1H;

— npuoOpereHne (Mpu HEOOXOIWMOCTH), YCTaHOBKAa W HACTPOMKA CEPUHHO BBITYCKAEMBIX
TEXHUUYECKUX CPEACTB 00pabOTKH, Nepelayn U XpaHEeHUS HHPOpMAIUH;

— pa3paboTKa MEpOIpHITHH MO 3amuTe HHOOPMAIMM B COOTBETCTBHH C MPEIBSIBISIEMBIMU
TpeOOBAHUSMU;

— IpUOOpeTeHNe, YyCTAaHOBKA M HACTPOMKa CepTUPHUIMPOBAHHBIX TEXHUYECKUX, MPOTPAMMHBIX U
MPOrPaMMHO-TEXHHUYECKHUX CPEACTB 3allUThl HH(OPMALIMU, B TOM uYucie (Ipu HEOOXOJUMOCTH) CPEACTB
KpunTorpaduueckoi 3amuTsl UHGOPMAIIHH;

— peanu3alus pa3pernTeNnsHol cucTemsl noctyna noibs3oBateneid UCIIH k oOpabaTbiBaeMoii B
NCTI /I napopmanuu;

— MOJIFOTOBKA  JKCIUTyaTallUOHHOW JOKYMEHTAllMM Ha HCIOJIb3YyEMbIE CpEACTBA  3aIIMUTHI
uHpopMaIny;

— KOPPEKTHUPOBKa (JOIOJIHEHUE) OPraHU3allMOHHO-PACIOPSAUTEIbHON JTOKYMEHTAllUU B 4YacTu
3alU Tl HUHHOPMALIUH.

3.9. DOran 3. Beog UCII/Ix ¢ C3I1/IH B pOMBINIIEHHYIO SKCILTyaTaIHIo.

3.9.1. Ha craguu BBoga B UCIT/In (C3I1QH) ocymiecTBastOTCS:

— OMBITHAS AKCIUTyaTalUs CPEACTB 3alUThl MHPOPMALIMK B KOMIUIEKCE C APYTUMU TEXHUYECKUMHU
U TIPOrpaMMHBIMH CPEJCTBaMHU B LENAX IMPOBEpKH uX padorocrnocodHoctu B cocrae MCII/IH (nmpu
HE00XO0/IMMOCTH);

— IPUEMO-C/IaTOYHbIE MCIBITAaHUS CPEJICTB 3aIIUTHl MHPOpPMALUKM MO pe3ylbTaTaM OIBITHON
SKCIUTyaTaIuy (MIpH HEOOXOAUMOCTH);

— KOHTPOJIb BBIMOJHEHUS] TPeOOBaHUN (BO3MOXKHO NPOBEIEHUE TaHHOTO KOHTPOJS B BHJE
aTTecTaluu 1o TpedoBanusam 6e3omacHoctu [1/1H).

3.9.2. KoHTponb 3a BBINOTHEHHEM HACTOSIIUX TpeOOBaHUII OpraHu3yeTrcs W IPOBOAUTCS
VupexnenueM (ynoJIHOMOYEHHBIM JIUIIOM) CaMOCTOSITENbHO M (MJIM) C MPUBJIEUYEHUEM HA JOTOBOPHOM
OCHOBE IOPHIMWYECKUX JHI W HMHAWBUIYAJbHBIX MpEIIpUHUMATENEH, HMEIOIUX JUMIEH3UI0 Ha
OCYIIIECTBIICHUE JIEATEIBHOCTH 10 TEXHUYECKOW 3aluTe KOH(UIeHIMaTIbHON nHOopMauu. YKa3aHHBIHN
KOHTPOJIb TPOBOAMTCS HE pexe | paza B 3 roma B CpPOKH, ONpPEIENSIEMbIE YUpPEKICHUEM
(YIOTHOMOYEHHBIM JIULIOM).



4. MPOBEJAEHUE PABOT I10 OBECIHEYEHHWIO BE3OITACHOCTU NEPCOHAJIBHBIX
JAHHBIX

4.1. IlpoBeneHue BHYTPEHHMX NPOBEPOK pexuma oOpaboTku u 3amutel [1/IH B Yupexaenuun
npeaycMaTpUBAaET:

— OIpeZIeNIEHUE JIUL, OTBETCTBEHHBIX 3a OCYILLECTBICHHE BHYTPEHHEIO KOHTPOJS COOTBETCTBUS
obopabdorkn II[lH B VYupexnenunm TpeOoBaHUAM, YCTaHOBJIEHHBIM DenepanbHbBIM  3aKOHOM
«O nepcoOHAIBHBIX IaHHBIX» U IPUHATHIMU B COOTBETCTBUU C HUIM HOPMAaTUBHBIMU IIPABOBBIMHU aKTaMH;

— YTBEpKJACHNE MPAaBUJ OCYHIECTBICHUS BHYTPEHHETO0 KOHTPOJIS COOTBETCTBHS 00paboTku I1/1H
TpeOoBaHuUsM, ycTaHOBIEeHHBIM DenepanbHbIM 3aKOHOM «O TMEPCOHANBHBIX JaHHBIX» M MPHHATHIMU B
COOTBETCTBUH C HUIM HOPMAaTUBHBIMH ITPABOBBIMU aKTaMU;

— YTBEpXK/IEHNUE Ha IUIaHUpyeMblid nepuoj (rox) npukasoMm Jupextop MAOVY CII Ne 98 nnana
IPOBE/ICHUS BHYTPEHHHUX MPOBEPOK peskuma 00padboTku u 3amutel [1/1H B Yupexxaenun.

4.2. B nemsix OCYIIECTBJICHUS MOHHTOPUHIA, NPEAYCMOTPEHHOTO TOAITYHKTOM «B» ITYHKTa 5
VYkaza Ilpesunenra Poccuiickoit @eneparuu ot 1 mast 2022 r. Ne 250 «O TONOTHUTEIBHBIX Mepax IO
obecnieueHnto wuHpOpManMoHHOW Oe3omacHocTH Poccuiickoit ®Demepanuuy», JAOHKHOCTHBIM JIHIIAM
OpraHoB (QenepanbHOI CITyKObI 0€30IaCHOCTH pa3perraeTcsi OeCpensITCTBEHHBIH AOCTYI (B TOM YHUCIIE
yJJIEHHBINH) K MpUHAUIEKAIUM Y UPExKIECHUIO JTUO0 HCIOIb3yEMbIM YUpeXIeHUEM UH(POPMALMOHHBIM
pecypcaMm, JOCTYIl K KOTOPBIM O0€cleuMBaeTcsi IMOCPEACTBOM HCIHOJIb30BaHMUS HH(OPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHOM ceTu «HTepHeT».

4.3. OrtBercTBeHHBI 3a oOecreueHne HWHOOPMALMOHHONW OE30MaCHOCTH  OCYILECTBISET
OpraHMU3alHI0 U KOHTPOJIb UCIIOIHEHHUS:

— YKa3aHWH, JaHHBIX OpraHaMu (QelnepanbHOil CiyKObl 0€30macHOCTH 10  pe3yibTaTam
MOHHUTOPHHT2;

— OPraHM3alMOHHBIX U TEXHUYECKUX MEp, PELIEHHE 0 HEOOXOAMMOCTH OCYIIECTBICHUS KOTOPBIX
npussato PenepanbHoi cinyx00i1 6e3omacHoctu Poccuiickoit @enepanun u PenepaibHOi ciryx00i1 1o
TEXHUYECKOMY U HKCHOPTHOMY KOHTPOJIO B Mpeenax HMX KOMIIETEHLMH U HalpaBlIeHO B ajpec
Yupexaenus.

4.4. Tlpu HEoOXOIMMOCTH K MPOBEJIEHHIO paboT mo obecnedeHuto 6e3onmacHoctu I1JIH Moryt
NpUBJIEKaTbCA  CIEUATU3UPOBaHHbIE opranuzanuu, umeromue muueHzuto DCTIK Poccumn Ha
OCYIIIECTBJICHUE JIEATEIHHOCTH 110 TEXHUYECKOM 3a1uTe KOHPHUASHINATbHON HHPOpMAIUH.

45. B coorBerctBuu ¢ [locranoBnenuem [lpaButenbctBa Poccuiickoit  Denepaunu
ot 16 ampens 2012 r. Ne 313 «OO6 yrBepxkneHun Iloyio)kKeHHUS O JUIICH3UPOBAHUU JEATCIBHOCTH TIO
pa3paboTKe, MPOU3BOJCTBY, pPACIPOCTPAHEHHIO IIU(PPOBANBHBIX (KPUNTOrpaUUECKUX) CPEACTB,
UH(POPMALIMOHHBIX CHCTEM U TEIEKOMMYHHMKAIIMOHHBIX CHCTEM, 3alllUIIEHHBIX C MCIOJIb30BaHHEM
mupoBanIbHBIX (KpUNTOrpauUecKUX) CPEIACTB, BBIMOJIHEHUIO pabOT, OKa3aHUIO YCIyr B oO0JacTu
mudpoBanuss MHOOPMAIMKM, TEXHHUUYECKOMY OOCITY)XKMBAHUIO IMHU(POBATBHBIX (KpUOTOrpapuuecKux)
CpeAcTB, WHGOPMAIMOHHBIX CHUCTEM U  TEJIEKOMMYHHKAIIMOHHBIX CHUCTEM, 3alllUIIEHHBIX C
HCIIOJIb30BaHUEM IHU(POBATBHBIX (KpUNITOrpaQUUecKuX) CPeACTB (3a MCKIIOUEHUEM Cciyyas, eciH
TEXHUYECKOe OO0CiIyXuBaHHe MUGPOBATBHBIX (KpUNTOrpaduyecKnux) CpeacTB, HHPOPMAIIMOHHBIX
CHUCTEM W TEJICKOMMYHHKAIIMOHHBIX CHCTEM, 3allUIIEHHBIX C WCIOJIh30BAHUEM MIH(PPOBATHHBIX
(xpuntorpaduvyecKnx) CpesCTB, OCYIIECTBISAETCS i oOecreueHns] COOCTBEHHBIX HYXKI IOPHINYECKOTO
JMIA WIM UHAUBUIYATbHOTO MPEANPUHUMATENS)», PU HEOOXOJAUMOCTH HCIIOJIB30BAaHUS MPH CO3JaHUU
C3I1[Jn cpenct kpunrtorpaduyeckoi 3amiuThl UHPOPMALMK K MPOBEIEHHIO PabOT MO OOECIEeYEeHUI0
6e3onmacHoctn IIJ[H VYwupexneHutro HeE0OXOAMMO MpPUBIEKaTh CHEIMATU3HMPOBAHHBIE OpraHU3alHH,
umeromue auueHsun ®Chb Poccum Ha ocymiecTBieHHe paboT MO paclpoCTpaHEHUIO IMH(POBATBHBIX
(kpunTorpaduyecKnx) CpeACTB, MpeAHA3HAYEHHBIX IS 3allUThl HWHPOpMAlUM, HE COJAEpIKAIICH
CBEJIEHUS], COCTABIIAIOLINE IOCYAapCTBEHHYIO TaliHYy, Ha OCYIIECTBIEHNE TEXHUYECKOTO OOCIIyKUBAaHUS



mudpoBaIbHBIX (KpUNTOrpaUUecKUX) CPEICTB, HA OCYIIECTBICHHE pPadOT MO OKAa3aHHUIO YCIYT B
obmactu mudpoBaHus UHPOPMALUHU, HE COACPHKALIMX CBEACHUH, COCTABISAIOUIMX TOCYJapCTBEHHYIO
TalHy.

4.6. Ilpy HEOOXOOAUMOCTH K  OCYIICCTBICHHIO  MEPONPHUATHA 10  OOHAPYXEHUIO,
OPEIYNPEeXIECHUI0 W JUMKBUJALMM IOCJAEACTBUI KOMIBIOTEPHBIX aTak M pPEarMpoBaHUIO Ha
KOMIIbIOTEPHBIE MHLUICHTBl MOI'YT IPHUBIIEKATHCS CIELUAIN3UPOBAHHBIC OpPraHU3ALUU, SBIAIOLIMECS
AKKPEIUTOBAHHBIMU IIGHTPAMU TOCYIAPCTBEHHOM CHUCTEMbl OOHApyXKEHHUs, TPEAYNPESKICHUS U
JMKBUALUY TTOCIIEACTBUN KOMITBIOTEPHBIX aTak Ha WH(pOpMaMoHHbIe pecypcebl Poccuiickoit deneparyu
(32 UCKIIOYEHHEM clydas, MPEAyCMOTPEHHOrO MOJAMYHKTOM «0» mnyHkta S5 VYkasza Ilpesugenta
Poccuiickoit ®@epepaunu ot 1 mas 2022 r. Ne 250 «O nOMOMHUTENBHBIX MEpax MO OOECHEeUCHHIO
uHpopManoHHOM Oe3omnacHocTH Poccuiickoit @enepanuny).

5. PEHIEHHUE BOITPOCOB OBECIIEYHEHU S BE3OITACHOCTHU INIEPCOHAJIBHBIX
JAHHBIX B IUHAMUWKE UBMEHEHHUSA OBCTAHOBKHU U KOHTPOJIA
IOOEKTUBHOCTU 3ALIUTHI

5.1. Mopepumzanuss C3[[[Jn  m1s  ynkumonupyrommx MCIIAra VYupexnenus I0JDKHA
OCYILIECTBIIATHCA B Cllydae:

— u3MeHeHus coctaBa uiu cTpykTypsl UCIIJIH unm TeXHUYeCKUX OCOOEHHOCTEH €€ MOCTPOEHUs
(M3MEHEHHsI COCTaBa WJIM CTPYKTYpHI MPOTPaMMHOIO OOECHedYeHHs, TEXHUYECKUX CPEICTB 00paboTKu
[11n, Tonnonoruun UCITH);

— U3MeHeHus coctapa yrpo3 6ezonacHoctu [1J{n B UCTIH;

— u3MeHeHus ypoBHs 3amuiensoctu [1/In npu ux o6padorke B UCIT/H;

— MIPOYUX CIIyYasiX, 10 PEIICHUIO Y UPEXKICHUS.

5.2. B uemsx ompeneneHuss HeoOXoauMocTH nopabotku (Monepumsanuu) C3II[IH He pexe
OJIHOTO pa3a B I'0Jl OTBETCTBEHHBIM 3a opraHu3anuio oOpadotku II/[H nomkHa MpoOBOAUTHCS MpOBEpPKA
coctaBa u ctpyktypsl UCII[IH, cocTaBa yrpo3 6e3onacHoctu [1/Jn B UCIIJIH 1 ypoBHS 3alUIIIEHHOCTH
[IIa npu ux o6padorke B WCIIJIH, coOnrofeHHs] YCIOBUH HCIIOJIB30BAHUSI CPEICTB 3alUThI
uH(pOpMaLliK, TPETyCMOTPEHHBIX SKCITyaTallMOHHONM M TEXHUYECKOW TOKyMeHTauued. Pe3ynbraTel
MPOBEPKU OPOPMIISIFOTCS] aKTOM TIPOBEPKHU U YTBEPKIAIOTCS PYKOBOAUTEIEM Y UPEKACHHUSL.

5.3. AHanmu3 uHIMAEHTOB Oe3omacHoctu [I/lH M cocTaBieHue 3aKiIOUYEeHUN B 00s3aTENHEHOM
MOPSIIKE JOJKHBI POBOJIUTHCS B CIIydae BBISIBICHUS CISAYIOMUX (aKTOB:

— HecoOoieHre yclloBui XxpaneHus: Hocuteneit [1/1H;

— WCTIONB30BaHUE CPEACTB 3aIUTHl WH(OpPMAIMU, KOTOPHIE MOTYT TPHUBECTH K HAPYIICHHUIO
3a/IaHHOTO YpOBHS 0e30macHOCTH (KOH(PHUISHIIMAIBHOCTD/ IETOCTHOCTE/ ocTynHOCTh) [1/lH nmm apyrum
HapYIIEHUSM, IPUBOISIINM K CHIKEHUIO YPOBHS 3amuiiieHHocTH [1JH;

— HapylIeHHe  3aJlaHHOTO  ypoBHsA  Oe3zomacHoctd  [I/lH  (KOH(pUAEHIIMATHHOCTH/
LEJIOCTHOCT/AOCTYITHOCTB ).
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