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Ilepeuenn 0003HaYeHMIT M COKPALLICHMIT

APM - apromarusupoBaHHOe pabouee MecTo;

P - yrpopmanmonnsii pecypc;

NCIIH - urpopMalmoHHas cUcTeMa NEPCOHANBHBIX JAHHBIX;
K3 - Kourponupyemas 30Ha;

[T[l1 - mepconanbHbIC JaHHBIC,

1O - mporpamMmHoe 06ecnieueHue;

IITC - mporpaMMHO-TEXHHYIECKHE CPEICTBA;

IISMUH - no6ouHbIE SMEKTPOMATHUTHBIE H3TYIEHHS U HABOIKY;
C3U - cpencrra 3amurhl HHGOPMAIKY;

CK3H - ¢cpencrBa kpunrorpapuueckoi 3amuTsl MHGOpMaLy;
®Cb - OenepanpHas ciyxba 6€30MaCHOCTH;

®CO - denepanbHas ciryx0a OXpaHbL;

OCTOK - ®enepanbhas ciryx0a 110 TEXHHYECKOMY U SKCIIEPTHOMY KOHTPOJIO.



1. O01ue MoJI0KEeHU

Hacrosimas mMoznenb yrpo3 0€30MacHOCTH MEPCOHANIbHBIX JAaHHBIX (Hanee — Mojens)
COJICPKHUT CUCTEMAaTU3NPOBAHHBII MepeueHb YIpo3 0e30MaCHOCTH MEPCOHAIBHBIX TaHHBIX MPH UX
obpadotke B UCII/In MBOY «Jlennnckas COILL» (manee — Opranuzanusi). YKazaHHbIE YTPO3BI
MOTYT HCXOJOUTh OT HMCTOYHUKOB, HMMEIOIIMX AHTPOIOTCHHbIM, TEXHOTCHHBIM M CTUXUKHBIN
xapakTep W Bo3aeicTByomux Ha ysa3Bumoctd MCIIJIH, xapakrepubie it ganHoit WCIIH,
peayin3ys TeM caMbIM Yrpo3bl HHPOPMAILMOHHOM 0€3011acHOCTH.

B Mogenu paercs o00606menHoe onucanne HWMCIIJIH, coctaB, kareropum u
npeAnoiaraeMeiii 00bemM oOpabdareiBaembix [1/1H ¢ mocnemyromeit knaccudukanuenn UITH

Mopenbs onucheiBaeT NOTEHIUAIBHOTO HapymuTens 6e3omnacHoctd [1/IH M moaxoxapl mo
OTIPEJICNIEHUIO0 aKTyaJbHOCTH YIpo3 € Y4eTOM BO3MOXKHOCTEM HapyIIUTENs] U OCOOEHHOCTEH

koHkpeTHOM UCIT/IH.

Hacrosimuii TOKYMEHT COCTaBJIEeH B COOTBETCTBHHU CO CIHEAYIOIIMMHU JIEUCTBYIOIIUMU
HOPMaTHBHO-METOIHYECKUMHU JIOKYMEHTAMH TI0 3aIIUTE TIEPCOHATBHBIX JaHHBIX:
[1] - ®epepanbubiii 3ak0oH 0T 27 mions 2006 romga Ne 149-03 «O6 unbopMaIwu,

MH(OPMALIMOHHBIX TEXHOJIOTHUAX U O 3alUTe UHPOPMAIII;

[2] - ®enmepanbubiii 3akon oT 27 wuions 2006 roma Ne 152-03 «O mepcoHaIbHBIX
JAHHBIX»;
[3] - @enepanbHbii 3ak0H 0T 7 Mast 2013 1. Ne99-®3 "O BHeceHUM U3MEHEHHI B

OTIeNbHBIE 3aKOHOJATeNbHble aKkThl Poccuiickoit @exepalui B CBSI3U C  NPUHATHEM
denepanbHoro 3akona "O parudukanuu Konseniuu Coseta EBpomnbl O 3amuTte GU3NIECKUX JINIL
MpH aBTOMATH3WPOBAHHON 00paboTKe MEepCOHANBHBIX AaHHBIX" U ¢enepanbHoro 3akoHa "O
MEPCOHANIbHBIX IaHHBIX';

[4] — IlocranoBnenue IlpaButenscTBa Poccuiickoit @enepanmu ot 01 HOsO0ps 2012

roja

Ne 1119 «OO6 yrBepkaeHHU TpeOOBaHMM K 3alUTe MEPCOHAIBHBIX JaHHBIX NPU HUX
00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX MEPCOHATIBHBIX JAHHBIX);

[5] - Ilepeuenp Mep, HampaBlIEHHBIX Ha OOecreueHHE BBITIOJHEHUS 00S3aHHOCTEH,
npenycMoTpeHHblx dDenepanbHpiM 3ak0HOM "O NEpCOHAIBHBIX JAaHHBIX' W MPUHATHIMU B
COOTBETCTBUM C HHUM HOPMATHBHBIMM IIPaBOBBIMM aKTaMHM, OIEpaTOpamMu, SBIISIOIIUMUCS
rOoCylapCTBEHHBIMU WJIM MYHMLIMIAIBHBIMM OpraHamMH, YTBEpPXKACHHBI IMOCTAHOBIIEHUEM

IIpaButenbctBa Poccuiickoit @enepanuu ot 21 mapra 2012 r. N 211;



[6] - Vka3 IIpesunenrta Poccuiickoit deneparuu ot 17 mapra 2008 roga N 351 "O
Mepax Mo oOecrneueHno uHopManuoHHOW Oe3omacHocT Poccuiickoit ®enepanuu mpu
WCIIOJIb30BAHUHT UH(POPMALMOHHO-TEIIEKOMMYHUKAITHOHHBIX cerei MEXyHapOIHOTO
nH(popMaMOHHOTO 0OMeHa",

[7] - llopsmox  mpoBemeHus  Kiaccu(uKamuy — MHPOPMALMOHHBIX  CHCTEM
NIEPCOHAIbHBIX JAaHHBIX, YyTBepkaeHHbIH mnpukazom OCTIK Poccun, ®Cb Poccunm u
Munnnadopmcesszu Poccunor 13 despans 2008 romga Ne 55/86/20 (3apeructpupoBan MUHIOCTOM
Poccun 3 anpens 2008 roaa, peructpanuonssiii Ne 11462);

[8] - IMonoxenne o pa3pabOTKe, MPOU3BOJICTBE, pEAM3allMd W OKCIUTyaTalluu
i dpoBalbHBIX (Kpunrorpaduueckux) cpeacts 3aumtel nHpopmarmu (ITonoxenne [TK3- 2005),
yrBepxkaeHHoe mpukazoM PCBb Poccum ot 9 deBpans 2005 roma Ne 66 (3apeructpupoBaH
Munroctom Poccun 3 mapta 2005 rona, peructparnorssiii Ne 6382);

[9] - TunoBsie TpeOOBaHUS TO OpPraHW3alUUu U 00eCTIeUeHUI0 (YHKIIMOHUPOBAHUS
mupoBaJIbHBIX (KpUNTOrpaUUecKux) CpeACTB, MPEeAHAa3HAUYEHHBIX JUIS 3alllUThl MH(OpMaluy,
HE coJieprKalleil CBEJeHHH, COCTABISAIOIIMX T'OCYIapCTBEHHYIO TailHy, B ciyyae HX

UCIOJIb30BaHUs JJIs1 obecriedeHHsi OEe30MacHOCTH MEPCOHANBHBIX JaHHBIX MPU HUX
00paboTke B MH(POPMAIMOHHBIX cHcTeMax nepcoHanbHBIX MaHHBIX (PCB Poccun, Ne 149/6/6-
622, 2008);

[1] - Meroauueckue peKOMEHMAIMH 1O OOCCICUCHHUIO C MOMOIIBIO KPHIITOCPEICTB
0€30MacHOCTH TIEPCOHATBHBIX JaHHBIX TpH HX 00paboTke B HHGOPMAIMOHHBIX CHCTEMaXx
MEePCOHANBHBIX JAAHHBIX C MCMOJb30BaHUuEM cpeAcTB aBTroMarmzanuu (OPChb Poccuun, Ne 149/5-
144, 2008);

[2] - Meroauka ompeseseHUs] aKTyalbHBIX YIpo3 OE30MACHOCTH TEPCOHATBHBIX
JaHHBIX TpU X 00paboTke, B HHPOPMAIIMOHHBIX CUCTEMAaX MEePCOHATIbHBIX JAHHBIX (YTBEpXKICHA
14 despans 2008r. 3amecturenem aupektopa DCTIK Poccun);

[3] - Ba3zoBas momens yrpo3 06€30MacHOCTH MEPCOHATIBHBIX JAHHBIX MTPU UX 00paboTKe,
B HMH(POPMAIMOHHBIX CHUCTEMax IMEpPCOHANbHBIX MAaHHBIX (yTBepkaeHa 15 despans 2008r.
3amectutenem nupekropa ®CTOK Poccun);

[4] - CocraB u comepxaHue OpraHU3alMOHHBIX U TEXHUYECKHX MEp 10 0OECIICUCHUIO
0€30MacHOCTH TEPCOHATBHBIX JAHHBIX TpU UX 00paboTke B HHMOPMAIMOHHBIX CHCTEMax
NEPCOHANBHBIX JAaHHBIX, yTBepkJeHHOe Mpuka3oM aupekropa ®CTOK Poccun ot 18 depans
2013 roma Ne 21;

[5] - TpebGoBanus o 3amure WHPOpPMALUK, HE COCTABISIONIEH TOCYIapCTBEHHYIO
TallHy, coJep’Kallelcss B TOCYIapCTBEHHBIX HMH()OPMAIIMOHHBIX CUCTEMaX, YTBEP)KICHHBIC

MIPUKA30M OCTOK Poccun oT 11 dbeBpans 2013 roja Ne 12.



1. XapakTepucTuka o0beKTa HHPOPMATH3ALMT

B Opranuzauuu cymectBytot cienyromue tunsl MCITIH:

1. UCIIJIn BemeHus OyXraaTepckoro ydera, yOpaBIEHHMs IIEPCOHANIOM, pacyera

3apaboTHO# maTel OpraHu3alyy.

2. NCTIx nepenaun nnpopmanuu, B ToM urcie [1J[H, B nemsx ucnonaeanst GeaepanbHbIX
3aKOHOB.

CocrtaB UCIIIH u oOpabaTbiBaeMbIX B HUX IEPCOHAIBHBIX JaHHBIX IIPUBEJICH B
[Ipunoxxennn Nel k HacTosmEMy JOKYMEHTY

B xauectBe 00bekTa HHGOPMATH3AIUN TPETPUATHS BEICTYAIOT:

1. ABTOHOMHBIE aBTOMATHU3UpPOBaHHbIE paboune mecta (APM).

2. JlokabHBIC BEIYMCITHTEIHHBIC CETH.

B 3aBucumMocTH OT XapakTepUCTHK U OCOOEHHOCTEH OTHENbHBIX OOBEKTOB 4YacTb
BBIYUCIIUTEIBHBIX CPEJCTB JIAaHHBIX TMPEANPHUATHI TOJKII0UYEeHAa K CEeTIM CBA3UM  OOIIero
MOJIb30BAHHUS.

BBon mepcoHanmbHBIX JAAHHBIX OCYHIECTBIISIETCA Kak C OyMa)XHBIX HOCHTeNeH (Hampumep,
JOKYMEHTOB, YIOCTOBEPSIOIUX JIHYHOCTh cyObekTa II/[H), Tak M € AJIEKTPOHHBIX HOCUTEJEH
nHpOpMaIHH.

HCIIla mpeamonaraioT Kak pacmpenencHHyo (Ha APM), Tak u 1eHTpanu3oBaHHYIO (Ha
BBIJICIICHHBIX (halIOBBIX CEpBEpax ceTH) 00paboTky u Xxpanenue [1/[H.

[Tepconanbubie nanubie cyobekToB [1J[H MoryT BeiBoguThCs u3 MCII/IH cuenbio nmepenaun
MePCOHAIBHBIX JaHHBIX COTPYAHUKOB OpraHuszaiyu, Kak BIIEKTPOHHOM, TaK U B OyMa)KHOM BH/JIE.

Kontpomupyemoit 3onH0i (K3) UCII[IH sBAstoTcs 37aHUS ¥ OTACNbHBIC TOMeElIeHus. B
mpenenax  KOHTPOJUPYEMOM  30HBI  HaxoIATCs  paboume MecTa MOJb30BaTelied M MecTa
XpaHEHUs] apXUBHBIX KOMUW JaHHBIX, CEPBEPbl CHCTEMBI, CETEBOE U TEICKOMMYHHKAIMOHHOE
obopynoBanue MCII/lH. BHe KOHTponupyeMoW 30HBI HAXOIATCS JUHUHM Iepelaydl JaHHBIX U
TEJIEKOMMYHUKAIIMOHHOE 000pyI0BaHUe, UCTIONIb3yeMOoe ISl HH(POPMALIMOHHOTO 0OMEHa MO CeTsIM

CBiA3HU O6H.I€FO IIOJIb30BAaHUA U (I/IJ'II/I) CCTAM MCKAYHAPOAHOT'O I/IH(bOpMaI_II/IOHHOI‘O oOMeHa.

3. CocraB, kateropum H 00beM NEPCOHAJIBbHBLIX JaHHBIX, OIpeneIcHHe

YPOBHSA 3AIMMIICHHOCTHU MEPCOHAIBHBIX TaHHBIX

Ha ocnoBe xapaktepuctuk u ocobenHocreil ucnonab3zyembeix MCII/IH 1 oOpabaTeiBaeMbIX B
HUX MEPCOHAIBHBIX JTAHHBIX, MOYKHO KOHCTaTUPOBATh, YTO NEPCOHAIbHbIE TaHHbIE CyObekToB I1/IH,
oOpabatbiBatorcss B Opranuzaimuu  MHGOpPMAlMOHHOM  cHCTeMOHM,  oOpabaThiBarolIeit

O6H_IC,Z[OCTy1'IHBIC NEpCOHAIILHBIC JAHHBIC, a4 TAKXKC CHCTeMOﬁ, O6pa6aTBIBaIOII_[eI>'I HHBIC KaTCrOpuu



NepCOHANbHBIX JaHHBIX. CrienuanbHble KAaTeroOpuM IEPCOHAIBbHBIX JAHHBIX M OMOMETPUYECKHE
nepconanbHble nanabie B UCITAn Opranusanuu He 0OpadaThIBaOTCs.

Jiia UCIIAn Opranusanuu akTyaldbHbl YIpO3bl 2 TUIA - YIPO3bl, CBA3aHHBIE C HAJIMYHEM
HEJOKYMEHTHUPOBAaHHBIX (HEIEKIApUPOBAHHBIX) BO3MOXKHOCTEM B NPUKIAJHOM IPOrPaMMHOM
o0ecrieyeHnH, CI0JIb3yeMOM B HH(OopMaIOHHOH cucteme. CormacHo MoAnmyHKTY «O» myHkra 11
«TpeboBaHuil K 3alIMTE MEPCOHATBHBIX JaHHBIX IPU X 00paboTKe B MH(YOPMAIIMOHHBIX CHCTEMaxX
nepcoHanbHbIX JAaHHbIX» A MCII[n Opranuzanuu tpeOyetcst obOecnieduTh 3-Ui  ypOBEHb

3aIUIIEHHOCTH NEPCOHATIBHBIX TaHHBIX MPU UX 00paboTke B MH(OPMALIMOHHON CHCTEME.

4, Cnoco0bl HAPYUICHUA XaPAKTCPUCTUHK 0€30IacHOCTH MEPCOHAJIBHBIX

JAHHBIX

Hcxons u3 nepeyHs nepcoHalIbHBIX JaHHbIX, oOpadaTeiBaeMbix B CII/IH, cymiecTByOT
CIIeyIONIre CIocoObI HApYIIECHUsT XapakTeprucTuk 6e3omacHoctr [1)[H:

U XMILIEHUE  NEPCOHAIBHBIX JMaHHBIX  COTPYIHUKaMU MPeIPUATHS
JUI ACIIOJIB30BAHUS B KOPBICTHBIX LIEIIAX;

[ nepeaada GUHAHCOBOM, alpeCHOM, IOPUIUIECKON U TIPOUEH
nHpopmaruu o cyonekre [1/1H TpeTbum suiam;

0 HECaHKIIMOHUPOBAHHOE MYOJUYHOE pasrialleHHe MepCOHATbHBIXIaHHBIX,
CTaBIIMX U3BECTHBIMU COTPYIHUKAM IIPEAIPHUITHS,

0 HECaHKLIMOHUPOBAHHOE MOJIyYEHUE IIEPCOHAIIBHBIX JAaHHBIX
TPETBUMH JIMLAMH;

0 YHUYTOKEHHE (UHAHCOBOM, aJIPECHOM, FOPUINYECKON u
npoueit undopmanuu o cyonexre [1/1H;

0 MO UKL (UHAHCOBOM, aJIPECHOM, OPUINYECKON u
npoueit uapopmaiu o cyorexre [1/1H;

[ OJIOKHPOBAHHE (UHAHCOBOM, aJIPECHOM, FOPUINYECKON u
npodei nHpopmanuu o cyonrexre [1/1H;

0 BBOJ] HEKOPPEKTHOHM ()MHAHCOBOW, aJpecHOM, IOpPUIUYECKON u
npodei nHpopmanuu o cyonrexre [1/1H;

0 nepezaya HEeKOPPEKTHOM (PMHAHCOBOM, aApECHOM, I0pUINUECKON unpoyen
uHpopmanuu o cyorekre [1/1H;

0 UCKa)XKeHUE apXUBHOM nHpopmanuu no cyowbekry I1/1H.

0 YHUYTOKEHHE apXUBHON HHPOpMaLuu 1o cyobekTy [1aH.



5. Yrpo3sl 0€30MaCHOCTH MEPCOHAJbHBIX JaHHBIX, NP UX 00padoTKe

B I/IH(l)OpMaIIHOHHbIX CUCTEMAX IEPCOHAJTBHBIX TaHHBIX

[lox yrpozamu 0e€30MaCHOCTH NEPCOHAJIBHBIX JaHHBIX Npu ux obpadorke B UCIIAH
MOHUMAETCS COBOKYITHOCTH YCIOBUH M (DaKTOPOB, CO3MAIONIMX IMOTCHIUAIBHYIO WJIH PEaTbHO
CYIIECTBYIOIIYIO OMAaCHOCTh, CBSI3aHHYIO C YTEUKOH MH(POPMALUU U (UJIH) HECAHKIIMOHUPOBAHHBIMU
u (WM )HenpeIHaMepEeHHBIMU BO3/ICUCTBUSIMU Ha Hee. Takum oOpa3om, yrpo3sl 6ezonacHoctu [11H
npu ux ob6paborke B MCII[IH mMoryr ObITh CBsi3aHBl KaK C HENpeJHAMEPEHHBIMHU JEHCTBUSMU
nepconana MCII[H, Tak U co cHenUagbHO OCYHIECTBISEMBIMU HENPABOMEPHBIMHM JAECHCTBUIMU
OTJIENbHBIX OpraHU3alMii U TpaxJaH, a TaKKe HMHBIMM HCTOYHMKaMu yrpo3. HempaBomepHsbie
NeUCTBUSL MOTYT HCXOAWTh TaKKe€ U OT COTPYAHUKOB MPENNpUATHS B Cciy4yae, Korja OHHU
paccMaTpuBarOTCs B KaueCTBE NOTEHIMAIBHOTO HapymuTens 6e3onacHoctu [1/1H.

B uensx ¢popmMupoBaHus CHCTEMAaTU3UPOBAHHOTO mepedHsi yrpo3 OezomacHoctu [1/IH mpu
ux obpabotke B VMCII[IH u pa3paboTke Ha MX OCHOBE YAaCTHBIX (JI€TAIM3HPOBAHHBIX) MOjEIeH
MpuUMeHUTeNbHO K KoHKpeTHoMYy Buay WCIIJIH, yrpo3sl 6€30MacHOCTH MEepCOHATBHBIM JaHHBIM B

NCTIIH MoxHO KJ1acCu(UIIMPOBATH B COOTBETCTBUHU CO CIICIYIOIIMMH MTPU3HAKAMHU:
[ 10 BHJIaM BO3MO>KHBIX HICTOYHHKOB YTPO3;
[ no tuny MCIT/IH, Ha KOTOpBIE HANIpaBi€HA peaiu3anus yrpos;

U o BUJTY HapyIIaeMOro CBOIiCTBa uHpOpMaIIH

(BUy HECAaHKITMOHUPOBAHHBIX JICUCTBUH, ocymecTBisieMbix ¢ [1/1H);

i 0 crioco6aM peanu3aniu yrpos;
i 10 KCTIOJIb3yEMOH YS3BUMOCTH;
0 10 0OBEKTY BO3JICHCTBUSI.

Hua  UCIIH CYILLECTBYIOT cleayromue KJIaCChI yrpo3 0e30MacHOCTH
I11n:
ITo BM1aM BO3MOSKHBIX HCTOYHMKOB YIPo3 0€301aCHOCTH NEePCOHAIbHBIX
JaAHHBIX
- YIpO3bl,  CBSI3aHHBIC c NpEeIHAMEPEHHBIMU ~ WIM  HENPEIHAMEPEHHBIMU
neictBusimMu  yui, umeromuMu  jgoctyn Kk WP MCII/AH, Bkimrodass mnoJib30BaTesei,

peanuzytouiue yrpo3bl HenocpeactseHHo B UCII/IH;



- YIpo3bl, CBSI3aHHBIE C NIPEAHAMEPEHHBIMU WJIM HEIIPEIHAMEPEHHBIMU JIEHCTBUSAMU JIUL, HE

umeromux nocryna Kk MCII/n, peanusyrone yrpo3bl U3 BHEUIHMX CETEH CBs3U 0OIIero

MOJIb30BAHMS U (MJIM) CeTel MEXAYHApOJHOTO HHPOPMALIMOHHOTO 0OMEHa;

- yrpo3bl, BO3HMKHOBEHHME KOTOPBIX HAIPSIMYI0 3aBUCUT OT CBOICTB TEXHHUKH,

ucnonszyemoit B UCI1/IH;

- YTPO3bl, CBSI3aHHBIE CO CTUXUHHBIMU IPUPOTHBIMU SIBICHUSIMHU.

Kpome 31010, Yyrpo3sl MOryT BO3HHMKAaTh B PE3y/lbTaTe BHEIPEHMS allapaTHBIX 3aKJIaJ0K U
BPEOHOCHBIX IPOTPAMM.

Mo Tuny UCII/In, Ha KOTOpbIe HANIPABJIEHA YIPo3a:
[To ctpykrype UCII[IH, Ha KOTOpbIE HampaBlieHa yrpo3a, HE0OXOJWMO paccMaTpUBaTh

CIIEYIOIINE KIACChI YTPO3:

- Yrpo3bl 0€3011acHOCTH JTAaHHBIX, obpabareiBaembix B MCIIJIH Ha 0aze
ABTOMAaTHU3UPOBAHHBIX PAOOUNX MECT;

- Yrpo3bl 0€3011acHOCTH JTAaHHBIX, obpabareiBaembix B MCIIJIH Ha 0aze
JIOKAJTbHBIX HHPOPMAIIMOHHBIX CUCTEM.

IIo cmocobam peasiuzaumu yrpos:

[To ciocobam peanu3zanuu yrpo3 BRLIEISIIOT CIEAYIONINE KIACChl YyTPO3:

- YIpO3bl, CBSI3aHHBIE C HECAHKIIMOHUPOBAHHBIM 0CcTyNoM K [1J{H (B TOoMuMcCIIE yTpo3bl
BHEJIPEHUS BPEIOHOCHBIX IIPOrPaMM);

- yrpo3sl  yreuku [/l mo TexHMuUECKUM KaHalaM  yTeukd HuHpopManmu
(TKYN);

- yrpo3bl cienuainbHbIX Bo3aercTBuid Ha UCITH.

ITo Buay Hapymaemoro cBoiicTBa mHGopManum (HeCAHKIIMOHUPOBAHHBIX
AeHCTBHI, OCYIIECTBJISEMBIX € EPCOHAJIbHBIMHU
JAHHBIMH):

Ilo BUJTY HECAHKIIMOHUPOBAHHBIX NEHCTBUI, OCYIIECTBISEMBIX C
MepPCOHAIBHBIMU JAHHBIMHU, MOYKHO BBIICIUTH CICAYIOIINH KJ1acc yrpos:

- yrpo3bl, OpUBOASIINE K HapylleHHuto KoHpuaeHmansHocTH [1JH (KomupoBaHHUIO WU
HECAaHKI[MOHUPOBAHHOMY pPAaCHpOCTPAHEHUIO), MPU peaTU3alUd KOTOPbIX HE OCYHIECTBISETCS
HEMOCPEJCTBEHHOTO BO3JICHCTBHS HA co/iepkaHne HHPOPMAIUH;

- yrpo3bl, MNPUBOJALIME K HECAHKIMOHUPOBAHHOMY BO3JICHCTBUIO Ha COJEpKaHUE

I/IH(bOpMaI_[I/II/I, B pE3YJILTATC KOTOPOTO MPOUCXOAUT UBMCHCHHUC JAaHHBIX UK UX YHUUYTOKCHUC,

= YIpoO3bl, OpUBOAAININEC K HCCAHKIUOHUPOBAHHOMY BO3ACHCTBUIO Ha MNpoOrpaMMHBIC HJIN

nporpaMMHo-annapatHsle  ieMeHTel  MCII[IH, B  pe3yapraTe KOTOPOTO  OCYLIECTBISETCS



OJIOKMPOBAHHE JAHHBIX.
ITo ncnob3yeMoii ysI3BUMOCTH BBIIEJISIIOTCS CJIeIYIOIIHE KJIACCHI YIPO3:

- YIpO3bl, PEATU3yEMbIE C HCIIOJIb30BAHUEM YSA3BUMOCTH CHCTEMHOIO IPOIPaMMHOIO

obecneuenus (I10);

- Yrpo3bl, peaju3yeMble C HCIOJIb30BaHHEM YsI3BUMOCTH mpukiaaHoro I[1O; - yrpossl,
BO3HHUKAIOIINE B PE3YJIbTaT€ HKCIOJb30BAaHUS YSI3BUMOCTH, BbI3BaHHOM HasmuueM B WCII[IH

arrmapaTHOM 3aKJIaJKu;

- YIpo3bl, peaju3yeMble C HCIOJB30BAaHUEM YSI3BHMOCTEH IIPOTOKOJIOB CETEBOTO

B3aI/IMO)1€I‘/’ICTBI/I$[ M KaHAJIOB MEpCaavun JaHHBIX;

- YIpo3bl, BO3HUKAIOIIME B pe3yJlbTaTe€ MCIOJIb30BaHUS YA3BUMOCTH, BBI3BAaHHOU
HEJOCTaTKaMU OpraHU3alMi TEXHUYECKOW 3aluThl HMH(OpPMAlMKU OT HECAHKIIMOHHPOBAHHOTO
JOCTYIIa;

- YIpo3bl, peaju3yeMble C HUCIOJIb30BAaHUEM YSI3BHUMOCTEH, OOYCIOBIMBAIONINX HaTIWYHE

TEXHUYECKUX KaHAJIOB YT€YKU MH(OPMALINH;

- Yrpo3bl, peaar3yeMbIe ¢ UCTIOJIb30BAHUEM Y3BUMOCTEH CPEJICTB 3aIIUThI HH()OPMAIIHH.

ITo 00beKTy BO31€iiCTBUS BBIACJIAIOTCS CJeAYIONINE KIACChl YIPO3:

- yrpo3bl 6e3omnacHoctu [1/IH, oOpabareiBaemMbix Ha APM;

- yrpo3bl Oe3omacHocTH [IJ[H, oOpabaTrpiBaeMbIX B BBIJCIICHHBIX CpPEICTBaX OOpabOTKH
(mpuHTEpax, MiIoTTEepax, rpa@ornoCTPOUTENAX, BHIHECEHHBIX
MOHHUTOpPAaX, BUJCONPOEKTOPaX, CPEACTBAX 3BYKOBOCIPOU3BEACHUS U T.I1.); yrpo3bl Oe3omacHoctu I1/1H,
nepelaBaeMbIX O CETSM CBSA3H;

- YIpo3bl MPUKIAJHBIM IIpOrpaMMaM, C MOMOIIBI0 KOTOPBIX 00padaThiBatOTCs
BVILR

- yrpo3bl CUCTEMHOMY 110, obecrneunBaroneMy (GyHKIIMOHUPOBAHUE

WCTI/Tn.

6. XapakTepucTHKA HCTOYHHKOB yIPo3 6€30I1aCHOCTH ePCOHATbHBIX
nanubix B UCI/In

B ornomenun UCIT/IH MOTyT cyliecTBOBaTh TpU TUIIA HCTOUYHUKOB yrpo3 6e3onacHoctu [1/1H:
1. Anrtponorennble HCTOUHMKH Yrpo3 Gesonacuocty T1/1H.
2. TeXHOTEHHbIE HCTOYHHUKH Yrpo3 GesonacHocTh T1JIH.

3. CTuxuiiHble HCTOYHUKH yTpo3 Ge3onacHocTy T1]IH.

AHTPONOreHHbIe HCTOYHUKH Yrpo3 6esonacHoctu I1/{n

B kauectBe anTpomoreHHoro ucrounuka yrpos it MCIIJIH HeoOxoauMo paccMaTpHBaTh



CcyObeKTa (JINYHOCTH), UMEIOMIETO CAHKIMOHHPOBAHHBIA WM HECAHKIIMOHWPOBAHHBIA JOCTYN K
pabote co mratabiMu cpeactBamu MCII/IH, nelcTBUS KOTOPOrO MOTYT HPUBECTH K HApPYIICHHIO
0€30MacCHOCTH TMEPCOHAIBHBIX JAHHBIX. AHTPOIOTEHHBIE WCTOYHUKH YTPO3 MO OTHOIIEHUIO K
NCTI/Ix MoryT ObITh KaK BHEIIHUMH, TaK U BHYTPEHHUMU

Cpenn BHEIIHUX AaHTPOIMOTEHHBIX HMCTOYHHUKOB MOJKHO BBIICIUTH CIydyallHbIE U
MpeAHaMEPEHHBIE HCTOYHHUKHU.

Crnyuaiinble (HempeaIHaMepEeHHbIE) HCTOYHUKHA MOTYT HCIIOJB30BaTh TAKUE YSI3BUMOCTH, KaK
omuOKku, coBepiieHHble pu npoektupoBanuu UCIIJIH u ee 31eMeHTOB, ONTUOKK B MPOTPAMMHOM
obecreueHnn; pa3IuyHoOro poja cOou U OTKa3bl, moBpexaeHus, nposisiasiembie B MCIIIn. K Takum
HCTOYHMKAM MOJKHO OTHECTH MEpPCOHAl IOCTAaBIIMKOB PAa3jIM4YHOIO poAa YCIyr, IEpCOHAI
HaJ[30PHBIX OpraHU3AIMi U aBapUUHBIX CIYXO0 u T.1. JlecTBuUs (YIpoO3bl), UCXOISAIINE OT JAHHBIX
HMCTOYHUKOB, COBEPIIAIOTCS MO0 HE3HAHWIO, HEBHUMATEIPHOCTH WM XaJJATHOCTH, U3 JIOOOMBITCTBA,
HO 0€3 3JI0TO yMEBICJIA.

[IpeqnamepeHHbIE MCTOYHUKH TPOSIBJISIIOTCS B KOPBICTHBIX YCTPEMJICHUSX HAPYIIUTEIICH.
OcHOBHas MeNb TaKMX HWCTOYHWUKOB — YMBIINUJICHHAS Je30praHu3aiusi paboThl, BBIBOJI CHCTEM
Opranm3anuyd M3 CTpos, HCKaxeHue wuHbopmarmu 3a cueT npoHukHOBeHHs B WCII[IH myrem
HECAaHKI[MOHUPOBAHHOIO JIOCTYIA.

BHyTpeHHUMH HMCTOYHHMKaMH, KaK [paBWiIO, SBISIOTCA CHEHHANUCTHl B 00JacTH
MPOrPaMMHOTO 00€CIIeYeHHs] U TEXHUYECKUX CPEACTB, B TOM YHCIIE CPEICTB 3alIUThl HH(OpMaLuHy,
MMEIOIUE BO3MOXHOCTh HCHOJIb30BAaHHUS IITATHOrO OOOpPYIOBaHUS M IMPOrPAMMHO-TEXHUYECKHX
cpeactB MCII[In. K TakuM MCTOYHMKAM MOKHO OTHECTH OCHOBHOM NE€pPCOHAaN, MpEeACTaBUTENCH
ci1y’k0 6€301MacHOCTH, BCIIOMOTATEJIbHBIN 1 TEXHUYECKUHN TIEPCOHAL.

JlJis BHYTPEHHUX HCTOYHHKOB Yrpo3 0CO00€ MECTO 3aHMMAIOT YIpO3bl B BUJE OLUIMOOYHBIX
neicTBus W (WIM) HApYIICHWH TpeOOBaHWN OSKCIUTYyaTAallMOHHOM W WMHOW JIOKYMEHTalluH
corpynukamu Opranuzanuu, uMenomux goctyn k MP HUCIIJn. K nomoOubiM yrpo3am, B

HYaCTHOCTH, OTHOCATCA:

— HeNpeIyMBIIIJICHHOE HCKa)XKEHUE WM YIaJICHUE TPOrPaMMHBIX KOMIIOHEHTOB;
—  BHEJIPEHHUE U UCIIOJIB30BaHUE HEYYTEHHBIX ITPOrpaMM;
— WUTHOPHPOBaHUE OpPraHU3aI[MOHHBIX  OTpaHUYEHUIl (YCTAaHOBJICHHBIX IPABHII)
npu pabore c¢ pecypcamu MCIIJIH, BKiIrouas cpelcTBa 3amuThl HHPopManuu. B yactHoCTH:
- HapylIeHHWe NpaBWI XpaHEHHUs HHGOpPMAIMKU OTPAHUYEHHOTO JIOCTYIA, HCIOJIb3YeMOM
OpU  OKCIUTyaTalluh  CPEACTB  3alluThl  MHQopManuu  (KJIIOYEBOM,  MapojbHON U
ayTeHTU(uIUpyomei nHpopMarum);

- IpeAOCTAaBJICHUC IMOCTOPOHHUM JIMOAM BO3MOKHOCTHU HOOCTyla K CPEACTBAM  3alllUThI



uHpOpMalMY, a TaKKe K TEXHUYECKHMM M IPOTPAMMHBIM CpPEICTBAaM, CIIOCOOHBIM TOBJIHATH
Ha BBITIOJHEHUE MPEABSIBISIEMBIX K CPEICTBAM 3aIUTHl HHPOPMALUU TPeOOBAHUIA;

- HaCTpoilka ¥ KOH(GHUI'YpUpPOBAaHHME CPEACTB  3alIUTHl HMH(OpMaAIMM, a TaKKe
TEXHUYECKUX U MPOTrPaMMHBIX CPEACTB, CIIOCOOHBIX MOBJUATh HA BBIIOJIHEHHE IPEIbSABISEMBIX
K CpeICTBaM 3aIluThl WH(GOpMAIMU TPeOOBAaHWI, B HAPYIICHHE HOPMATHUBHBIX M TEXHUYECKHX
JIOKYMEHTOB;

- HecooOmeHne o0 (QakTax yrparbl, KOMIIPOMETAMMA KJIIOYECBOW, TApPOJILHOH W
ayreHTUGUIUpYyIonell uHdopManuu, a Takke I00W Jpyrod HHQOpMalMM OrpaHUYEHHOIO
J0CTyIaA.

Haubonpiyto onacHOCTh HpPENCTaBISIIOT IMPEeIHAMEPEHHbIE YTPO3bl, MCXOAAIIME KaK OT
BHEIIIHHUX, TaK U OT BHYTPEHHUX aHTPOTOTCHHBIX HICTOUHUKOB.

Heob6xonumo paccMatpuBaTh CleAyIONINE KIIACChl TAKUX YTPO3:

- yrpo3bl, CBSI3aHHBIE C MpPEIHAMEPEHHBIMHU JIEHCTBUSIMHU JIML, HMMEIOIIUMHU JOCTYH K
NCITdn, Bxmrouas nosb3oBateneil MCII/IH u MHBIX COTPYIHHUKOB MPEANPUATHS, PEATU3YIOLIUMHU
yrpo3sl HenocpeacTBeHHO B UCII/IH (BHYTpeHHUI HapylIUTeNb);

- yrpo3bl, CBSI3aHHBIE C MpEAHAMEPEHHBIMU JCHCTBUSAMU JIMI, HE MMEIOIIUMHU JOCTYyNa K
NUCTIlH n peanM3ylOmMKUMH YTPO3bl M3 BHENIHUX CETEH CBS3W OOINEro IMOJh30BAHUS WJIM CETEH
MEXTyHapOHOTO MH(GOPMAITMOHHOTO 0OMeHa (BHEITHUI HAPYIIUTENb);

- yrpo3bl, CBSI3aHHbIE C MpEeIHAMEPEHHBIMU ACHCTBHUSIMH JIML, HE UMEIOUIMMH JOCTyNa K
UCIIx u peannzyronumu yrpo3sl o TKYH.

TexHOreHHbIe HCTOYHUKH YIpo3 0e3onacHocTu I1{H
TexHoreHHble HCTOUYHUKU YIpo3 HANpPSIMYK 3aBUCSAT OT CBOMCTB TEXHUKH.

JlaHHbBIE UICTOYHHUKH TAK)K€ MOTYT OBITh KaK BHEIIIHUMU, TaK U BHYTPEHHUMHU.

K BHemHMM wucroyHMKaM OTHOcATCS uHppacTpykrypHbie snementsl MCIIH: cpencTta
cBsi3U (TenedOHHbIE JTMHUW, JTUHUH MepeAayd JaHHBIX U T.I.), CETH MHXKEHEPHBIX KOMMYHUKAIIUN
(BogocHaOXeHue, KaHAJIM3aIKs, OTOTUICHHE H TIP.).

K BHYTpeHHMM HCTOYHMKAaM OTHOCSTCSI HEKAYECTBEHHbIE TEXHMUYECKHE U IMPOTPaMMHBIE
cpeactBa 00paboTku uHGOPMALMK, BCIOMOTATENbHBIE CpeACcTBa (OXpaHbl, CHUTHAU3AIUH,
TeneoHUM), Ipyrue TexHu4yeckue cpeactsa, npumensembie B MCII/IH, a Takke BpeIOHOCHOE
IIporpaMMHOE 0OecrieueHHe 1 amnnapaTHble 3aKiIaIKu.

AnnapaTHas 3aKJIa/IKa

AHHapaTHLIe 3aKJIaJIKul MOTyT OBITH KOHCTPYKTUBHO BCTPOCHHBIMHU KW ABTOHOMHBIMHU.

AHHapaTHLIC 3aKJIaJIKU MOTYT PCaJIN30BaTh YI'PO3bI:

- coopa u Hakorenus [1/]H, oOpabareiBaeMbIx U xpanuMbix B UCIIH;



- (hopmupoBanust TKYU.

B cuity oTMe4eHHBIX CBOWCTB ammapaTHBIX 3aKiIaJoK 3(PQeKTuBHas 3aluTa OT HUX MOXKET
ObITh oOOecrieyeHa TOJNBKO 3a CYET TIIATENBHOTO y4deTa WX CHEIM(PUKH U COOTBETCTBYIOIIEH
OpraHu3aluy TEXHUIECKOH 3amuThl HH(QOpMaIK Ha BCeX CTaiusx sku3HeHHoro mukina UCITIH.

Hocurenb Bpe10HOCHOM NPOrpaMMBbI

B kauectBe HOcuTenst BpeaoHocHoi nporpammbsl B MCII/IH MokeT BbICTynaTh amnmapaTHbIi
AJIEMEHT CPEACTB BhIYMCIUTENbHON TexHMKH u3 coctaBa WCII[n wim T1O, BeImomHsIOMEE POJIb
IIPOTPaMMHOT'O KOHTEHHEpa.

Ecnu BpenoHocHast mporpaMma He acCOIMUPYETCS ¢ KaKOW-TMO0 MPUKIAIHONU POrpaMMoit
u3 cocraBa cuctemHoro wiu oomiero I10 UCII/IH, B kauecTBe €€ HOCUTENS BBICTYIAIOT:

- BHEIIHUM MAIUIMHHBIA (OTYY)KJAeMblii) HOCUTENb, T.€. JUCKETa, ONTHYECKUU JIHCK,
JIa3epHBIN JUCK, (IIAMI-TaMITh, BHEITHUHN )KECTKUHN AUCK U T.I1.;

- BCTPOEHHbIE HOCHUTENH HHGOpManuu (KECTKHE JUCKH, MHUKPOCXEMBbI OIEpaTHBHOMN
MaMsTH, MPOLECCOpP, MHUKPOCXEMBl CHCTEMHOW IIIaThl, MUKPOCXEMBI YCTPOMCTB, BCTPAMBAEMBIX
B CHCTEMHBIN OJIOK YyCTpOWCTBA — BUJICOQIANTEPa, CETEBOM IUIATHI, YCTPOWCTB BBOJA/BBIBOJIA W T .
a.)

- MUKPOCXEMbI BHEIIHUX YCTPOICTB (MOHUTOPA, KJIAaBUATYpPbI, IPUHTEPA, IJIOTTEPA, CKaHEepa
U T.IL).

B TomM cnyuae, eciu BpemoHOCHash HporpaMMa MOXET ObITh IMPOACCOLMHUPOBAHA C
cucteMHbiM win obmuM I1O, ¢ aiinamMmu pa3iIuyHOW CTPYKTYpbl WJIH C COOOIICHUSMH,
MepeAaBaeMbIMU I10 CETH, TO €€ HOCUTEJIEM SIBIIIOTCS:

- makeThl epeaaBaemMbix 1o cetu UCIIIH coobmenmii;

- (paitsibl (MCTIOTHSIEMBIE, TEKCTOBBIC, Fpad)UUECKUE U T.11.).

[Ipy BO3HMKHOBEHMH YIrpO3 U3 JAHHOW T'PYIIIbI MOSBISETCS MOTEHUUAIbHAs BO3MOXKHOCTD
HapylIeHus KOH(UICHIMAIBHOCTH, IIEIOCTHOCTH, JOCTYITHOCTH U JPYIHMX XapaKTepUCTHUK
oe3omacuoctu I1/1H.

CruxuiiHble HCTOYHUKH yIpo3 6esonacHoctu I11n

CtuxuiiHple ~ HMCTOYHUKM  yrpo3  OTIMYaercs  OOJbIIMM  pa3HooOpasueM U
HEMPEACKAa3yeMOCThIO U SIBIISIIOTCS, KaK MPaBUIIO, BHEIIHUMHU 10 OTHOIIEeHHI0 K Opranuzauuu. [lon
HUMH, TPEXIEC BCEro, paccMaTpHUBAIOTCA pa3IUYHblEe MPUPOJHBIE KAaTaKIW3MBblL: TMOXKaphl,
3eMJIETPSCEHMs,  yparaHbl, HAaBOJHEHHA. BO3HHUKHOBEHHME JSTUX  HMCTOYHHUKOB  TPYAHO
CIPOTHOZHPOBATh U UM TSDKEJIO MPOTHBOJCHCTBOBATH, HO MPH HACTYIUJICHUH MOJAOOHBIX COOBITHIT
Hapymaercs mrTatHoe (¢yHkunoHupoanue camoil MCIIJIH u ee cpeAcTB 3amMThl, dYTO

MNOTCHIHAIIBHO MOXKET MMPUBCCTH K HAPYHICHUTO KOH(I)I/I,Z[CHI_II/IB.JIBHOCTI/I, HCJIOCTHOCTH, JOCTYITHOCTHU



U IPYTUX XapakTepucTuk 6e3omacHoctu I1/1H.
3amura OT Yrpo3, HUCXOJSIIHUX OT TEXHOTEHHBIX M CTUXMMHBIX HCTOYHUKOB YIpo3
6ezonacuoctu [IJIH, permameHTUpYeTCs HHCTPYKIMSAMHU, pa3pabOTAaHHBIMH M YTBEpP)KICHHBIMHU

omnepaTropom ¢ yueroM ocobennocteit sxcrmyarauuu MCIT/In.

8. Monenb HapymHTest 6€30MACHOCTH MEPCOHATBHBIX JAHHBIX

AHanu3 BO3MOXHOCTEH, KOTOPBIMU MOKET O0JajaTh HAPYLIUTENb, IPOBOJUTCS B paMKax
MOJIENIU HApYLIUTEIS.

[Ipu pazpaboTke MoJenM HapyIUTENs 3aUKCUPOBAHbI CIIETYIONINE TOJI0KEHHUS:

1. BesomacHocts IIJlz B MUCIIJIn oOecrieunBaeTcst CpPEACTBAMU  3AIlMThI
unpopmanuu MCII/IH, a Takke HCMOIB3YEMBIMH B HUX HWH(POPMAIMOHHBIMH TEXHOJOTUSIMH,
TEeXHUYECKUMHU U TPOTPAMMHBIMU CPEJICTBAMH, YAOBJIECTBOPSIOIIMMH TPEOOBAHUAM IO 3alTUTE
nH(pOopMalKHY, YCTaHABINBAEMbIM B COOTBETCTBUH C 3aKOHOAATeIbCTBOM Poccuiickoit @eneparuuy;

2. CpencrBa 3ammtel uHdopMamun (C3M) mTaTHO (QYHKIMOHHPYKOT COBMECTHO C
TEXHUYECKUMHU W TMPOTPAMMHBIMU CPEJICTBAMH, KOTOPHIE CIIOCOOHBI TMOBJUSATH HA BBHITIOJIHCHHE
npenbsaBiasieMbix K C3U tpeboBanuii;

3. C3U He Mmoryr obecrieunth 3amuTy IIJIH OT JeHcTBMIL, BBHINONHAEMBIX B paMKax
MPEAOCTABJIICHHBIX CYOBEKTY ACUCTBUM moJHOMOYHMH (Hampumep, C3U He MokeT o0ecrneuuTh
3amuTy [1JIH OT pacKphITHS JTUIIAMH, KOTOPBIM MIPEIOCTABIIEHO MPABO HA JOCTYII K 3TUM JAHHBIM).

8.1 Onucanue napymmureneit

C ToYKku 3peHHUs HAIUYUS MpaBa MOCTOSIHHOTO WJIM Pa30BOT0 JOCTYIa B KOHTPOJIUPYEMYIO
300y (K3) oObektoB pasmemienuss MCII[In Bce Qusnueckue ymma MOryT OBITh OTHECEHBI K
CJIETYIOIIUM JIBYM KaTETOPHUSM:

- kareropus | — nmuIa, He UIMEIOIIME MpaBa IOCTyIa B KoHTpoiaupyemyro 300y MCII/1H;

- kareropus || — muia, uMerolue mpaBo AocTymna B KoHTpoaupyemyto 3ouy UCIT/IH.

Bce noTeHnmansHpie HAPYIIUTEIH MOAPA3ICISIIOTCS Ha!

- BHEIIHUX HApYyIIUTENEH, OCYIIECTBISIONINX aTakh U3-3a MPEAETIOB KOHTPOJIUPYEMOI 30HBI
NCIIH;

- BHYTPEHHHMX HapylIMTENeH, OCYHNIECTBISIIONIMX  aTakk, HaxoJsIch B IIpejaenax
KoHTposupyemoit 30861 UCIT/IH.

B  xauectBe BHEIITHETO HapyLIUTENs Kpome I kareropuu | qOmKHBI
paccMaTpuBaThes Takxke auia kateropuu 11, Haxogsmuecs 3a npegenamu K3.

B otHomennu MCII[lH B kauecTBe BHEIIHETO HAPYIIUTEISIMU M3 YHCIa JUIKaTeropuu | Mmoryr

BBICTYIIATD:

- ObIBIIME COTPYAHUKN OpraHu3aium;



- IIOCTOPOHHHE auua, IBITAIOIINECS [IOJIy4YUTh JOCTYyI k 1I/In B

HWHUIUATHUBHOM IOPAAKE;

- IPEACTABUTENMN IPECTYIHBIX OpPraHU3aLui.

BHemHuii HapylmuTenb MOKET OCYIIECTBIISTh:

- mepexsBar oOpabareiBaeMbIx Texanueckumu cpeacrBamu MCIIu I1/1H 3a cuetr ux yreuku
no TKYM c¢ wucnonb3oBaHMEM TNOPTATUBHBIX, BO3HMBIX, HOCHUMBIX, a TaKX€ AaBTOHOMHBIX
aBTOMAaTUYECKUX CPEJICTB Pa3BEIKU CEPUMHON pa3pabOTKy;

- JeCTPYKTHUBHBIE BO3JEHCTBHS  4epe3  dJIEMEHTbl  HH(OpMaIMOHHON
un¢ppactpykrypsl MCII/IH, KoTOpble B IMpolLiecCce CBOEro >KU3HEHHOTO LMKIA (MOJEpHHU3ALMS,
COINPOBOXKEHHE, PEMOHT, YTHJIN3allMsl) OKa3bIBalOTCs 3a npeaeinamu K3;

- HECaHKIMOHMPOBAHHBIA JOCTYNl K HUH(GOpPMaluM C MCHOJIb30BAHUEM CIIEIUAIBHBIX
MPOrpaMMHBIX  BO3JEUCTBUII TOCPEICTBOM TMPOTPaMMbl BHUPYCOB, BPEIOHOCHBIX IPOTPaMM,
AITOPUTMHUYECKUX HIIA TPOTPAMMHBIX 3aKIa/I0K;

- mepexBaT WH(pOpPMalUH, IMEpelIaBaeMoOl IO CETAM CBSA3M OOIIETro MOJIb30BAHUS WIIU
KaHajiaM CBSI3M, HE 3allUIIEHHBIM OT HecaHkuuoHupoBaHHoro jaoctyna (HCJ) x undopmarmu
OpraHU3alMOHHO- TEXHUYECKUMHU MEpamu;

- araku Ha UCII/IH myTeM peanu3zanuu yrpo3 yaaJIeHHOTO JIOCTYIIA.

Bayrpennuii Hapymmtens (nmuma kateropuu II) moapasmensercs Ha BoceMb TPYIIT B
3aBHCHUMOCTH OT CII0C00a U MOJTHOMOYMH gocTyna K nHpopmarmoHHsiM pecypcam (UP) UCIIH.

1. K nepBoii rpynmne OTHOCATCA COTPYIHUKUA MPEANPUSATHI, HE  SBISIOLIUECS
3aperuCTPUPOBAHHBIMU TOJIb30BaTesiMU W He ponymieHHele k WP MCII[H, HO wumeromue
caHKIMOHUpOBaHHBIM noctyn B K3. K 3ToM kareropuum HapylmIUTENIed OTHOCATCS COTPYAHUKH
Pa3IMYHBIX CTPYKTYPHBIX MOJAPA3JelIeHUN MPeNNnpUsATHIl: SHEPreTUKH, CAHTEXHUKH, YOOPIIHUIIBL,
COTPYIHHMKHU OXpPaHbI M JIpyrue Jinia, o0ecreurnBarne HopMaibHoe GyHKIIMOHUPOBaHUE O0BEKTa
uH(popMaTH3aLUK.

JIuo naHHOY IpymIbl MOXKET:

- pacronaratb MMEHaMH U BECTHU BBISBIICHUE MTAPOJIEN 3apETUCTPUPOBAHHBIX TOJIb30BATEIEH
NCI1/H;

- M3MEHATh KOH(PUTYpaIMI0 TEXHUYECKUX cpeAcTB 00paboTku [1/IH, BHOCUTH MpOTpaMMHO-
anmapatHeie 3aknaaku B IITC UCIIJJH u obecreunBaTh cheM HWHGOPMAIUU, HUCIOIB3YS
HEMOCPEJCTBEHHOE MOKII0YCHNE K TEXHUUECKUM CpelIcTBaM 00paboTKku HHGOpMAITIH.

2. Ko Bropoii rpymme oOTHOCATCS 3apeructpupoBaHHble monb3oBatenu MCIIH,
ocymiecTBistomue orpanndennsid gocryn k UP UCIIJIn ¢ pabouero mecta. K 310il kareropun

OTHOCSATCSI COTPYIHUKH IPENNPUATHI, UMEIoLIe NpaBo AocTyna K jJokanbHbiM WP UCIIH ans



BBITIOJTHEHUS] CBOUX JIOJDKHOCTHBIX O0S3aHHOCTEH.

JInno 1aHHOM IPYIIIBL:

- o0agaeT BceMH BO3MOXKHOCTSIMHU JIMIL IEPBOM KaTerOpHH;

- 3HAET, 10 MEHBIIEH Mepe, OJIHO JIEraJIbHOE UMS JAOCTYIIa;

- o0mamaeT BCeMH HEOOXOAMMBIMH aTprOyTaMu (HapuMep, maposieM), 00eCIeIHBaIOIIIM
noctyn k UP UCIT/H;

- pacnosiaraet 11/[H, K KOTOpBIM UMEET TOCTYII.

3. K tpeTneii rpyrmme oTHOCSTCS 3aperUCTPUPOBAHHBIC TToJIb3oBaresy mojacucteM MCIIJIH,
OCYIIECTBJISIFOIINE yaaleHHbIH foctyn K [IJIH mo nokanbHOM cetn OpraHu3aiium.

JIno 1aHHOM IPYIIIBL:

- 0071a/1aeT BCEMH BO3MOXHOCTSIMH JIUI BTOPOM KaTEropuu;

- pacnostaraet uHpopmarmeit o ronosoruu cetr UCIIIH 1 cocTaBe TEXHHUECKUX CPE/ICTB
NCTIH;

- UME€EeT BO3MOXHOCTh NpAMOro ((pusmueckoro) noctyna K OTAEIbHBIM
texaudeckuM cpeacteam (TC) UCIIH.

4, K derBepToi Tpymnme OTHOCATCS 3apeructpupoBaHHbie mnoib3oBarenu WMCIIIa ¢
MOJIHOMOYUSIMU aIMUHUCTpaTopa 6e3omnacHoctu cermMenTa (pparmenrta) UCII/n.

JIuo naHHOM TpyNIbL:

- oOnamaer HOJTHOM nHpopmanmen O  CHCTEMHOM U TPHUKIATHOM

MporpaMMHOM obOecrieueHnuH, ucroabp3yeMom B cermente MCII/In;

- o0mamaer [IOJIHOM uHpopmanmen 0  TEXHHUYECKHUX cpecTBax 5

koHpurypamuu cermerra UCII/IH;

= UMECT OOCTYIl K CpE€ACTBaM 3alllUThI I/IH(l)OpMaI_II/II/I M IIPOTOKOJIMPOBAHHUSA, aTAKXKE K

OT/EJIbHBIM AJIEMEHTaM, Ucnob3yeMbIM B cermente UCII/IH;

- IMEEeT JOCTYI KO BCceM TexHu4yeckuM cpencrsam cermenta UCII/IH;

- oOmajgaet npaBaMu KOHPUTYPUPOBAHUS U AIMUHUCTPATUBHONW HACTPOMKHUHEKOTOPOTO
MOJIMHOKECTBA TEXHUYECKUX cpencTB cermenta UCIIIH.

5. K msaToil rpynme OTHOCSTCS 3aperucTpUpOBaHHBIC MOJIb30BATENH C MOJTHOMOYUSIMHU
CUCTEMHOTO aIMUHUCTPATOPA, BHITIOTHSIONIET0 KOH(DUTYPUPOBAHUE U YIIPABICHHE MPOTPaMMHBIM
obecrieueHrneM W oOoOpymOBaHWEM, BKJIIOYas OO0OpyJdOBaHHE, OTBedarollee 3a Oe30MacCHOCTh
3alUIIaeMOr0 OOBEKTa: CpEeACTBA MOHHTOPHHIA, PE3EPBHOTO KOMHUPOBAHUS, AHTHBHPYCHOTO
KOHTPOJIAA, 3alIUThl OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA.

JIuuo naHHOM rpynnsL:

= o6na;[aeT MOJIHOM HH(I)OpMaHHeﬁ 0 CHUCTCMHOM, ClicnraJIbHOM n



npukiagHom [10, ucnonszyemom B UCII/IH;

- obnamaet nonHou uHpopmarueit o TC u konpurypanuu UCITx

- umeet jnoctyn ko BceM TC VUCII/Ix u nanubiM;

- oOmamaet mpaBamu KoHUTyprpoBaHus U aagMuHUCcTpaTuBHOW Hactpoiiku TC UCII/H.

6. K mecroii rpymme oTHOcATCS 3apeructpupoBaHHble monbs3oBatemn HWCIIAa ¢
MIOJIHOMOYMSIMU aJMUHHUCTpaTopa Oe3omacHOCTH OpraHuzaluy, OTBEYAIOLIEro 3a COOII0ACHUE
[paBWJl pa3sTpaHUYEHUs JOCTYyIa, 3@ T[EHEpalMI0 KIIOYEBBIX D3JIEMEHTOB, CMEHY HapoJiei,
KpUNTOrpaQuueckyro 3amuTy uHGopManuu. AAMUHUCTPATOP O€30MaCHOCTH OCYLLECTBIISIET ayauT
TE€X K€ CPEJCTB 3alUThl 00BEKTA, YTO U CUCTEMHBIM aIMUHUCTPATOP.

JIuuo naHHOM TpynmbL:

- oOsamaet nostHoM uHGopmanmeit 06 UCIH;

- UM€eT JOCTYN K CpeACTBaM 3alluThl WH(POpPMAIMM W TMPOTOKOJUPOBAHUS M K YacTH
kmroueBbix anemeaToB UCII/IH;

- HE MMeeT TMpaB JOCTyla K KOHQUIYPUPOBAHUIO TEXHMUYECKHUX CPEICTB CEeTH 3a
UCKITIOYEHHEM KOHTPOJbHBIX (MHCIEKIIMOHHBIX).

7. K cenpMmoil Tpymme OTHOCATCSA JHMIA W3 4YHUCIAa IPOrPaMMHUCTOB - pa3pabOTUYHMKOB
CTOpPOHHEH OpraHM3alvy, SBJLSIONIUXCS TocTaBmukamMu [10 u smma, oOecnedwBaromue €ro
conpoBoxacHUE Ha 00bekTe pazmemenust UCII/IH.

JIuo naHHOM TpyNIbL:

- oOmamaer mH(poOpManuei o0 alropuTMax W IporpamMmax 00paboTku WHGOpPMAIMH B
HUCIIdx;

- oOnazaeT BO3MOKHOCTSIMM BHECEHHS OLIMOOK, HEIEKIapUPOBAHHBIX BO3MOXHOCTEH,
MPOTPaMMHBIX 3aKJaJ0K, BpeAoHOCHbIX mporpamm B IO MCII/Im Ha cragum ero pa3pabOTKH,
BHEJIPEHUS U COIPOBOXKIACHMUS;

- MOXET pacroJyiarate J0ObIMU pparMenTamu uHGopmaruu o TC oOpabOTKU M 3alIUTHI
unpopmanuu B UCIT/IH.

8. K BocbMmoit rpynmne otHocsTes nepcoHan, oocnyxkupatomuii TC UCIIH, a Takxke nula,
o0ecreunBaroIre MocTaBky, conpooxaenue u peMoHt TC UCII/IH.

JIuo naHHOM rpynmsL:

- o6nmagaer Bo3MOKHOCTsIMU BHeceHHs 3akianok B TC UCII[In Ha cTtaauu ux pa3paboTkw,
BHEJIPEHUS U COIPOBOXKACHMUS;

- MOXeT pacmojaraTh  (¢parmeHtramu  uHpopmarmuu o  tomojoruu  MCII/IH,
ABTOMATU3UPOBAHHBIX pabOYMX MecTaX, CepBepax U KOMMYHUKAIIMOHHOM OOOPYIOBAaHHUH, a TAKKe

o TC 3amuts! uapopmanuu B UCIT/IH.



8.2 TlpeanonoxeHus 0 BO3MOKHOCTAX HAPYIIUTES

Jlia nomydenust ucxoausix AaHHbiXx o MCII[H napymurens (kak I xareropum, tak u II
KaTeropuu) MOXKET OCYIIECTBIATH IepexBaT 3amu(ppoBaHHOH HHPOPMALUK U WHBIX JAHHBIX,
IepelaBaeMblX 110 KaHajlaM CBSI3U CETAM OOLIEro IMoJIb30BaHUsA U (WJIM) CeTAM
MEXIYHApOAHOTO WH(POPMAIMOHHOTO OOMEHa, a Takke o JokanbHbIM ceTsim MCIT/IH.

JIro060¥ BHYTPEHHHI HApPYyIIUTEIIb MOXKET UMETh (PU3WYCCKHI JIOCTYIl K JIMHHSIM CBSI3H,
CUCTEMaM DJJIEKTPOIIMTAHUS U 3236 MIICHHUSL.

[Ipenmonaraercsi, YT0 BO3MOXKHOCTH BHYTPEHHETO HApYIIMTENS CYIIECTBEHHBIM 00pa3oM
3aBUCAT OT JEMCTBYIOIIMX B Mpefenax KOHTPOIUpyeMoM 30HbI 00bekToB pasmermieHus MCIIIx
OTPaHUUYUTENbHBIX (PAKTOPOB, M3 KOTOPHIX OCHOBHBIMH SIBJISIOTCSI PEKMMHBIE MEPOTNPHUATHS U
OpraHu3al[MOHHO-TEXHHUUECKHUE MEpbI, HAlPaBJICHHbIE Ha:

- MPEIOTBPAIIECHUE U TPECEUEHNE HECAHKITMOHUPOBAHHBIX JECHCTBUN;

- TO00P U PaCCTAaHOBKY KaJIPOB;

- JIONYCK (U3WYECKUX JIMI[ B KOHTPOJIUPYEMYIO 30HY U K CPEACTBAa BBIYUCIUTEIHHOU
TEXHUKH;

- KOHTPOJIb 32 MOPSAIKOM MPOBeACHUS padoT.

B cuiy 3TOro BHyTpeHHHI HapyIIUTENIbh HE UMEET BO3MOXKHOCTU IMOJIYYEHHS CIEHUAIbHBIX
3Hanuit o MCII[lH B oObeMe, HEOOXOOUMOM JUIsSl PEIICHHs] BOMPOCOB CO3MAHHS W TPEOJI0JCHUS
cpeacts 3amuThl [I/[H, W HCKiIO4aeTcss €ro BO3MOXHOCTh [0 CO3JAaHUI0O W IPUMEHEHUIO
CHELHUAJIbHBIX MPOrPaMMHO-TEXHUYECKUX CPEJICTB peaju3aluy LEeJCHAIPaBICHHbIX BO3ACHCTBUN
JAHHOTO HApYLIUTENs Ha MOJUIeXkalllde 3alluTe OOBEKThl U OH MOXKET OCYUIECTBIIATH MOTBITKU
HECAaHKI[MOHUPOBAHHOro jaoctyna Kk HMP ¢ wucnosp3oBaHMEM TOJIBKO IITATHBIX IPOTrPaMMHO-
texuudeckux cpencts MCII/In 6e3 HapyieHus uX eI0CTHOCTH.

Bo3MOXHOCTH CroBopa BHYTPEHHHX HapylIMTeJeH MexXIy co0oil, croBopa BHYTPEHHEIo
HapyIIUTENS C MEPCOHANIOM opranu3anuii-pazpadotunkos noacucreM MCII/IH, a Takxe croBopa
BHYTPEHHEr0 M  BHEUIHEr0  HapymuTeneil  JopkHAa  OBITh  HCKIIOYEHA  MPUMEHEHUEM
OpPraHU3aI[MOHHO-TEXHUYECKUX M  KaIpOBO-PEKUMHBIX Mep, JCHCTBYIOIIMX Ha 0O0BEKTax
pasmemenus UCI/In.

8.3 Ilpeanonoxkenus 00 HMEOMUXCS Yy HapyIIMTENs  CPEJACTBAX  aTak

[Ipennonaraercs, 4To HapyIIUTENb UMEET BCe HEOOXOAWMBIE AJs NMPOBEACHUS aTak IIo
JOCTYIIHBIM €MY KaHaJIaM aTaK CPeJCTBa.

Bremnuii HapymuTens (Jinna kateropu I, a Takxke nuua kateropuu Il npu HaxoxaeHUH 3a
npenenamu  K3) MokeT UCMonb30BaTh —CJENYIOUIME  CpPEICTBa JOCTyNa K  3allUIIaeMOi

uHpOpMaIHH:



- JOCTYIHBIE B CBOOOJHOM MpOJJake anmaparHbie CPeICTBa U IPOrpaMMHOE oOecrieueHue, B
TOM YHCJIE€ IPOrPAMMHBIE U alllapaTHblE KOMIIOHEHThI KPUIITOCPE/CTB;

- CIeIUalbHO pa3pabdoTaHHbIE TEXHUUYECKHE CPEICTBA U MPOrpaMMHOE 00ecIieyeHue;

- CpejcTBa IepexBara 1 aHajn3a HH(QOPMAITMOHHBIX IIOTOKOB B KAHAJIAX CBSI3H;

- crienuaNbHbIe TEXHMUECKUE CpecTBa nepexsata nHpopmarmu no TKYU;

- mrratabie cpeactBa MUCII/IH (TosibKO B cllydae ux pacrojiokeHus 3a npeaenamu K3).

BryTpeHHuii HapymmTens Ui AOCTyIa K 3anuimaeMoi napopmaiuu, coaepxkamei [1/1H,
MOXXET HCIOoJIb30BaTh Tosbko wmTaTHble cpenctBa WCII[H. [Ipm 3TOM €ro BO3MOXKHOCTH IO
WCIOJIb30BAHUIO IITAaTHBIX CPEACTB 3aBUCAT OT peanu3zoBaHHbIX B VCII[IH oprannzannoHHO-
TEXHUYECKUX U PEKUMHBIX MEp.

8.4. Omucanue kaHATIOB aTaK

Bo3MOXHBIMU KaHaTaMM aTak, KOTOPbIE MOKET UCIOJIb30BaTh HAPYIIUTENb AJIs JOCTYIA K
3amuiiaemont uHpopmanuu B UCIIH, apnstorcs:

- KaHaJIbl HETIOCPEJCTBEHHOIO JJOCTYIa K 00bEKTY (BU3yaJIbHO-ONTUYECKHM, aKyCTUUECKUH,

¢buznyeckuii);

- DIIEKTPOHHBIE HOCUTENHM WH(OpPMALMU, B TOM YHUCJIE ChEMHbIE, CAAHHbIE B PEMOHT U
BBIIIEIIINE U3 YIIOTPEOIeHH S,

- OyMa)KHBIE HOCUTENIN HH(OpMALIHH;

- IITaTHbIE TporpaMMHo-anmnapaTtHeie cpeactsa UCII/IH;

- KaOenbHBIE CUCTEMBbl U KOMMYTAIMOHHOE OOOpYyIOBaHUE, PACIOJIOKEHHBIE B Mpeaenax
KOHTpoJupyeMoid 30Hbl u He 3amumieHHsle ot HCJ[ k wuHpOpmanuu opraHu3allioHHO-
TEXHUYECKUMU MEpPaMHU;

- He3aluIIeHHbIe KaHalbl cBs3u; TKYU.

8.5. Tun wmapymmwmrens npu wucnoms3osanuu B WCII[H kpunrorpaguyeckux
CPEICTB 3alIUThl HH(OPMALIUU

[Tpu o6mene undopmanuent mexay UCIIJIH 1 BHEIIHUMH 1O OTHOIICHHUIO K MPEANPUATHIO
MH(OPMALIMOHHBIMUA CUCTEMaMH HEOOXOJIMMO HCIIOJIb30BAHUE CPEJCTB KpUNTOrpaduueckoit
3anuthl nHGopmarmu (CK3U).

YpoBeHb Kpunrorpaduyeckoil 3amMThl MEPCOHANBHBIX JNaHHBIX, obecneunBaemorr CK3U,
ONpeNeNsieTCss MyTeM OTHECEHUs HapYyLIUTENsl, IEHCTBHUSIM KOTOPOTO JOJKHO MPOTUBOCTOSITH
CK3U, k KOHKpeTHOMY THUNYy, U Oa3upyeTcsi Ha TMOJXOJaX, OMHCAHHBIX B «MeToau4yecKuMu
PEKOMEHJANUAMH 0 OOECIEYSHHUIO C TMOMOIINBI0 KPHUIITOCPEIACTB OE30TMACHOCTH MEPCOHAIBHBIX
JaHHBIX TpH UX 00paboTke B WH(MOPMAIMOHHBIX CHUCTEMaX IEPCOHANBHBIX JaHHBIX C

HCIIOJIb30BAHHUEM CPCACTB aBTOMATHU3ALINN).



9. AKTyaJIBHLIe YIrpo3nbl 0€e30ImacHOCTH MEPCOHAJIBHBIX JAaHHBIX BI/IH(l)OpMaIII/IOHHLIX

CUCTEMaX IEPCOHAJTBHBIX JAHHBIX

Jlia BbIABIEHMS U3 BCEro nepeuns yrpo3 6eszonacHoctu I1JIH akryanpubix ains UCITAn
OLICHUBAIOTCS JIBa MIOKA3aTeJIs:

- ypoBeHb ucxoiHo 3aumiennoctu UCI1H;

- yacToTa (BEpOSATHOCTb) peaIn3allii pacCMaTpUBAaEMOM yrpo3bl.

9.1.VpoBenb MCXOMHON 3AIMINEHHOCTH HH(MOPMALMOHHONW CHCTEMBI
IIEPCOHAJIBHBIX JIAHHBIX

[Tox ypoBHem ucxoano#t 3ammieHHoctd MCII/IH nmoHnmaeTcst 000O0IIeHHbBIN MOKa3aTeb,
3aBUCSIIMNA OT TEXHUYECKUX U JKCIulyaTauMoHHbIX XapakTepuctuk MCII/IH. [lepeueHp naHHBIX
XapaKTepUCTUK U nokazarenu 3amumieHHoctd MCII/H, 3aBucanie oT HUX, TOKa3aHbl B TaOIuIle
9.1. [Tokazatenu, oTHOCsAIIHEC K OpraHu3aiiuyl BBIICICHBI )KUPHBIM KyPCHUBBIM.

Jns ompenenenust wucxomnod 3amumieHHoctn HWCII[IH  momkHO OBITH  paccUMTaHO
MIPOLICHTHOE COOTHOILIEHNE KaXJ0I0 YPOBHS 3aIUIIEHHOCTH KO BCEM XAPAKTEPUCTHUKAM, NUMEIOIINM
mecto st UCITIH.

Ta6muma 9.1 — INokazarenu ucxoanoi 3amumenHocTd UCITIa

YpoBenb

Texnuuyeckue u IKCILIyaTaunMoHHbIe xapakTepuctuku UCIT/In

I1o TeppuTopHaIbLHOMY pa3MelIeHHIO

nokanpHas (kammycHas) MCIIJIH, pasBepHyTras B Ipeaenax

HCCKOJIbKHUX OJIH3KO

nokanvhaa HCIL/[n, pazeepuymas é npeoenax 00H020 30aHus

ITo HaIM4YMIO coOeAMHEHHUS C CETAMM 00IIero moJL30BaHus

HUCIL/[H, umerouias MHO2OMOUEUHBLIL 6bIX00 8 CENb 00ULE20

HCII/IH, nMmeromasi 0 JHOTOYEUHBIA BBIXO B CETh OOIIEr0 MOJIb30BaHMS

NCTI/H, dusnuecku oTaeneHHas OT CeTH OOIIEero MoJb30BaHUS

Ilo BCTpOEHHBIM (JIeraJbHbIM) OnepanusaM ¢ 3anucsivu 6a3 [I1n

YTCHHUC, ITIOUCK

3aIllUCh, YAAJICHUC, COPTUPOBKA

Moougpukayusn, nepedaua

IIo PArpaHN4YCHMUIO N0CTyNA K INEPCOHAJIbHBIM TaHHBIM




HUCI/n, k Komopoii umeem O0ocmyn OnpeoeeHHblil nepeueHb

COmpPyOHUKO8 0p2anu3ayuu,

NCTI/H, kK KOTOpOW UMEIOT IOCTYN BCE COTPYIHUKU OpPraHU3alMy,

SIBIIAIOLIENCS BJIAJIEIIBIIEM

NCTIIH ¢ OTKPBITHIM IOCTYIIOM

Ilo nHanuuuio coequnenuii ¢ Apyrumu 6azamu [ unsix UCIT/In

Humezpuposannaa UCIT/[n (opzanuzayus ucnoiv3yem HeCKOIbKO
oa3 II/[n HCIIL/[n, npu smom opzanu3zayusn He A61AAemCs 61a0eAbUeM 6CeX

ucnoavzyemuix 6asz I1/[n)

UCTIH, B xoTOpOi#l ucnonb3yercs onHa 6aza I1/1H,

MpUHAJUIekKaIas opraHu3aiuu — Biaaensiry nanao UCTIIx

ITo ypoBHI0 06001IeHus1 (00e3munBanusi) [1/In

HCIIH, B KOTOpON NMPEIOCTABISIEMBIE TOJIb30BATENIO JaHHBIE
SIBJISIFOTCSI 00€3TMUE€HHBIMU

HCTIIH, B k0TOpO# TaHHBIE 00€3TMUUBAIOTCS TOJILKO MPH TIepeaade B
Jpyryue OpraHu3alvu u

HUCII/[n, 6 komopoil npedocmasnaemvle nONb306amenio OaHHble He
A61A10MCA 00€31UYeHHBIMU

ITo 06bemy I1/IH, KOTOpPBbIE NMPETOCTABISIOTCS CTOPOHHUM
nouab3oBareasm UCIIIx 6e3

UCTIn, npenocTaBistomias Bcio 6a3zy qaHHbx ¢ [11H

HUCIL/In, npeoocmasnarowan wacms Il/[n

HCTIIn, HE MpeaoCcTaBIISIONME HUKAaKOW HH(DOpPMaIUu

Konuuecmeo pewienuil

Oobuwee Konuvecmeo peuieHuil




[Ipunumaercs, yto UCII[IH vMeeT BBICOKMU YpOBEHb MCXOJHOMW 3aIUIIEHHOCTH,
eciin He MeHee 70% xapakrepuctuk MCIIJIH COOTBETCTBYIOT YpOBHIO «BBICOKHI», a OCTalIbHbIE
YPOBHIO «CPEIHUIN».

B ciyuae, ecnu He menee 70% xapakrepuctuk MCIIJ{H 0OTHOCHTCS KYpOBHIO

«HE  HWXKE  CPEIHErO», a  OCTaJbHBIC K YPOBHIO  «HW3KHI», TO
ucxoanas 3anumentocts MCIIu Oyaer cpeanero ypoBHsi.

Bo Bcex ocrampHBIX ciyasx ~ WCII[lm  Oyner uMeTh HU3KMM  YpOBEHb
3aIALIIEHHOCTH.

Ucxons u3 xputepueB oueHku, aenaeM BbiBoJ, uTo MCII[IH Opranuszanuunmeer HU3KUN
YPOBEHB 3AUIIEHHOCTH.

9.2.0npenenenne akTyaabHBIX yrpo3 6€30MaCHOCTH HEPCOHAIBHBIX JaHHBIX

Hns  oneHku YPOBHSI HCXOJIHOW 3aIIMIIEHHOCTH BBOAUTCS KOADOUIIMEHT HCXOTHOM
3aIIMIIEHHOCTH Y |1, KOTOPBIA MOXKET NPUHUMATh 3HAUCHUS:
0 — 1711 BBICOKO# CTEIEHH MCXOHOM 3alUIIEHHOCTH;

5 — JUTs CpeHEN CTETICHN MCXOTHOM 3alIUIIEHHOCTH;

10 — 1 HU3KOM CTENEHN NCXOMHOM 3alUIIIEHHOCTH.

Crnenyromum mapaMeTpoM, HEOOXOAUMBIM Ui ONpPENCNICHUS aKTyaJbHOCTH YIpo3
oe3onacHoctu [1/[H, sBrIsercss 4yactoTa (MM BEPOSITHOCTH) pPEAM3AIMU YTPO3bI, MO KOTOPOM
MMOHUMAETCS OIPENICTICHHbII JKCIEePTHBIM IIyTeM IIOKa3aTellb, XapaKTEepHU3YIOIUNA BEpOSITHOCTH
peanu3anuu KOHKpeTHOW yrpo3el OezomacHoctu [1[IH mmst MCII/In B peanbHBIX YCIOBHUSIX €€
¢dbyHKIIMOHUpOBaHUs. BBOIUTCS YeThIpe 3HAaUEHUS ATOTO MOKa3aress, 0003HaYaeMoro Kaxk Y2:

MaJOBEpPOSITHO — OTCYTCTBYIOT OOBEKTHUBHBIE MPEANOCHUIKH ISl OCYIIECTBICHUS YIPO3bI
(HampuMmep, yrposa XHUIIEHUS HOCUTeNled HHPOpMaluu JUIAMH, HE HMEIOIIUMHU JIETAIbHOTO
JI0CTyIIa B IOMEIIECHUE, TJI€ MIOCIETHUE XPAHITCA);

HU3Kasi BEPOSITHOCTh — OOBEKTUBHBIE MPEANOCHUIKH AJIsl peallu3allii Yrpo3bl CYIECTBYIOT,
HO TIPUHSATBIE MEpbl CYIIECTBEHHO 3aTPyIHSIOT €€ pealu3aluio (Hampumep, HCIOJIb30BaHbI
COOTBETCTBYIOIIIME CPEJCTBA 3AIIUTH HHPOPMAITIH);

CpeIHssl BEPOSITHOCTh — OOBbEKTUBHBIC MPEANOCHIIKU IS peaTn3aliu Yrpo3bl CYIIECTBYIOT,
HO MPUHSATHIE Mepbl oOecniedenus 6e3omacHocTH [1/IH HETOCTaTOUHBI;

BbICOKass BCPOATHOCTbL — 0OBCKTHBHEIC MNPEATNIOChIIKH U  peajin3aluu



YT'PO3bI CYIIECTBYIOT U MEpHI 10 o0ecriedennto 6e3omacHocTy [1/1H He MpUHATHL.

JlaHHbI# MOKa3aTeNb MPUHUMAET Clieayronue 3HaueHust:0 — s

MaJIOBEPOSITHOU YTPO3BI;

2 — JUTSl HU3KOW BEPOSITHOCTH yIPO3bl; 5 — 1ist

CPEIHEN BEPOATHOCTHU yrpO3bl;

10 — 11t BBICOKOM BEPOSITHOCTH YTPO3HI.

Wcnonp3ys 3Ha4YeHHWs TPHUBEICHHBIX BhbIme mokazarened Y1 wm Y2, BeIUHCISETCS
K03 (UIIMEHT peanr3yeMOCTH Yrpo3bl Y, onpeaensemslil cootHomeHueM Y = (Y 1+Y2)/20.

B 3aBucuMocTH OT cBOETro 3HaUEHUSI STOT KOAP(UIIMEHT MPUHUMACT3HAYEHUS

0 <Y <0,3 — peasimzyemMocTh yrpo3sl Ipu3HaeTcst Hu3koi; 0,3 <Y <

0,6 — peanmm3yeMoCTh yrpo3sl pu3HaeTcs cpeaneii;0,6 <Y < 0,8 —

peain3yeMoCTh YTpO3bl IPU3HAETCS BBICOKOI;

Y > 0,8 — peanm3yemMocTh yrpo3sl MPU3HAETCS OUYEHb BEICOKOM.

Hanee naercs onenka onacHocty kaxaon yrpo3sl [1JIa s UCIIIH. [JaHHas onieHKa HOCUT
SKCHEPTHBIN XapakTep W TOJy4yaeTcs IyTeM OIpoca 53KCIEepTOB B 00gacTH 0e30MmacHOCTH
uHpopmanuu. J[aHHas OLIeHKa UMEET TPU 3HAYCHUS:

HU3Kas OMAacHOCTh — €CJIM peaju3alus yrpo3bl MOXKET NPHUBECTH K HE3HAYUTEIbHBIM
HEraTUBHBIM MOCEACTBUAM i cyObekToB [1/1H;

CpelHsisi OMacHOCTh — €CJIM pealu3alusi Yrpo3bl MOXET NPHUBECTH K HETraTUBHBIM
MOCIEACTBUAM It CyObekTOB I1/[H;

BBICOKAsl OMAacHOCTh — €CIM peanu3alys yrpo3bl MOXKET NPHUBECTH K 3HAYUTEIbHBIM
HEraTUBHBIM NOCTEACTBUSIM Uit cyObekToB [1/1H.

[Tocne mpocuera Bcex Mmoka3areiei MPOU3BOJIUTCS OLEHKAa aKTyaJbHOCTH KaXIOW YIpO3bl

oe3onacHoctu [IJIH mpu ux o6padorke B MCIIJIH ucxons u3 MaTpuilsl, MpUBEACHHAsS B TaOIUIIS

9.2:

Tabnuma 9.2 — MaTpuia pacueTa akTyallbHOCTH Yrpo3 6e3omnacHoctu [1/1n

Peasmzyemocrtn
yrpo3sbl IToxa3aTenb OMACHOCTH Yrpo3bl
Hu3skasn Cpennss Bricokas
Huzkas HEaKTyaJIbHas HeaKTyaJIbHas aKTyaJbHas
Cpennss HEeaKTyaJIbHas aKTyasJbHasl aKTyaJbHas
Bericokas aKTyaJbHast aKTyasJbHasl aKTyaJbHas
Ouenb aKTyajbHast aKTyajabHasl aKTyaJbHas




Ha ocHoBaHuuM MOJOXKEHUM MOJEIM Yrpo3, MOJAEIN HAPYLIUTENS, AAHHBIX 00 HCXOJHOM

samumennoctn UCIIAn (Y1), xoaddunumente peanuszyemoctu yrpossl (Y), BEpOSATHOCTH €€

peannzauuu (Y2), a TakKe SKCHEPTHON OLEHKU ONACHOCTU YIPO3bl, ONPENENSETCS aKTyalbHOCTh

KaxJ10M yrpo3sl 0e3omacuoctu [1/1H, oOpabarsiBaembix B UCIT/IH. (Tabnuna 9.3)

Tabmuna 9.3 — AxkTyanbHOCTH yrpo3 6ezomacHoctu /10

BepositHOCTB Koaddunuent Onenka Ouenka
VYrpo3za 6ezonacHoctu [I/IH | peamuzanuu | pearu3zyeMocT OMNacHOCT
aKTyaJTbHOCTH
YIPO3bI HUYTPO3BI HUYTPO3BI e
Pazrnamenue, nepenayua 5) 0,75 cpemHsst aKTyaJibHas
WM yTpaTa aTpuoyTOB
pasrpannyenus goctyna k UCI/Ix
Hapymienne mpaBuin 5) 0,75 HU3Kas aKTyaTbHas
XpaHEeHUs aTpuOyTOB
pasrpanndenus goctyna k UCI/Ix
Hecoobmenune o pakrax 10 1,0 BBICOKAs aKTyaJIbHas
yTpaThl, KOMIIPOMETALIUU
aTpuOyTOB pa3rpaHudYCHUS
noctyna k UCIT /I
Buenpenue areHToOB B 0 0,5 BBICOKAS aKTyaJIbHas
YHCIIO MIEPCOHANIA CUCTEMBbI
HecanknuonnpoBaHHbII 2 0,6 BBICOKAS aKTyaJIbHas

3aITyCK TEXHOJIOTHUECKHX
IpOrpamMM, CIIOCOOHBIX MTPH
HEKOMIIETEHTHOM HCIIOJIb30BAHUH
BBI3BIBATh MIOTEPIO
paboTOCIOCOOHOCTH CUCTEMBI WU
OCYIIECTBIISIOMINX HE0OpaTuMBbIe
U3MEHEHHs B CUCTEME
(popmatupoBaHue wiIn
PECTPYKTYpPH3AIMIO HOCUTENEH

nH(pOpMaIINH, yIaTeHUE TaHHBIX U

T.I1.)




BBOI[ OIIMOOYHBIX JaHHBIX

10

10

HU3Kas

aKkTyaJbHas

JIefcTBHS COTPYIHUKOB,
MIPUBOJAIINE K YACTUYHOMY HJIU
IIOJTHOMY OTKa3y CUCTEMBI UJIH
HapyIIEHUIO PabOTOCIIOCOOHOCTH
anIapaTHbIX WIK POTPAMMHBIX

CpencTB

0,75

BBICOKas1

aKkTyaJbHas

HrnopupoBanue
OpraHU3al[MOHHBIX OTPAHUYEHU N
(ycTaHOBIJIEHHBIX MPaBUII) IPU

paborte c I1/1

10

cpenHsis

aKTyaJbHas

DuU3NYECKOE pa3pylICHHE
HJIM BBIBO/J U3 CTPOA BCCX UIIN
OTACIBbHBIX HanboJiee BaXKHBIX

kommnoHeHToB UCIT/IxH

0,5

BBICOKast

aKTyajbHas

3aKynKu HECOBEPIIECHHBIX,
yCTapeBUINX WU
HEMEepPCIEeKTUBHBIX CPE/ICTB
nH(popMaTHU3aIuu U

HH(OPMAIIMOHHBIX TEXHOJIOTHUH;

0,5

HU3Kast

HeakTyalbHas

XHUIIEHUE HOCUTENIEN

0,6

BBICOKas

aKTyaJIbHasa




uHpopmanuu, conepxarux [1]]

To ke, BHEIIHUI

HapyLIUTEIb

0,6

BBICOKas1

aKkTyaJbHas

Hesakonnoe nonyyenue
I1apoJIEH U IPYTUX PEKBU3UTOB

pasrpanuyenus noctymna k UCIIn

0,75

cpenHsis

aKTyaJbHas

To ke, BHCIIHUI

HapyUIUTEIb

0,6

cpenHsis

aKTyaJbHas

HecankumnonupoBanHas
MOAM(PUKAIUS TPOTPAMMHOIO

o0ecrieueHus

0,75

BBICOKast

aKTyaJbHas

To ke, BHENTHHUMN

HapyUIUTEIb

0,6

BBICOKast

aKTyajbHas

[Tepexsar I1/1,

nepeaaBacMbIX 110 KaHaJIaM CBA3HU

0,5

BBICOKast

aKTyajbHas

To e, BHCIIHUH

HapYILIUTENb

0,5

BBICOKast

aKTyanbHas

HecankunonmnpoBanHoe
KOTIMPOBAHUE HOCHUTENEH

nndopmanuu ¢ I1/]

0,75

cpemHsst

aKTyanbHas

To e, BHSIIHUH

HapYILUTENb

0,6

cpemHss

aKTyaJIbHasa

Yrenne 0CTaTOYHOMI
nH(pOpMaIIUK U3 OTIEPATHBHOM
aMATH U C BHEITHUX

3aIIOMHHAOMMX YCTpOfICTB

0,5

HHU3Kas1

HCaKTyaJIbHas

To ke, BHEIIHUM

HapyLIUTENb

0,5

HH3Kas1

HCaKTyaJIbHAas

Henpennamepennoe

3apa’XCHUC KOMIIBKOTCPA BUPYCaMU

0,75

HU3Kas

AKTyaJIbHas

IIpeanamepenHoe

3apa’XCHUC KOMIIBKOTCPA BUPYCaMU

10

1,0

HU3Kas

AKTyaJIbHas




BwmemarenscTBo B porecc
¢dbyakmuonuposanust UCIT/H ,
cereil 00IIero NoIb30BAHUS C
LIEJIbI0 HECAHKIIMOHUPOBAHHOU

MOAU(HUKAIIIH TAHHBIX

0,75

BBICOKast

aKTyaJbHas

To ke, BHEITHMI

HapyUIUTEIb

0,6

BBICOKAast

aKTyaJbHas

HecankunonnpoBanHoe
BHEJPEHUE U UCMOJb30BAHUE
HEYYTEHHBIX IPOTPAMM, HE
SIBJISTFOLIIAXCST HEOOXOIUMBIMU JIST
BBITIOJTHEHUSI COTPYTHUKAMU CBOUX

CITyK€OHBIX 00513aHHOCTEH

10

1,0

CpeaHsis

aKTyaJbHas

To ke, BHCITHUHU

HapyUIUTEIb

0,75

cpenHsis

aKTyaJbHas

Heympinuiennoe
MOBPEXKICHUS BHEIITHUX

KaOEIBHBIX CUCTEM CBS3U

0,6

HU3Kast

HeakTyalbHas

Bo3HukHOBEHUE TT0KApOB B

HeHOCpeHCTBCHHOﬁ OIM30CTH K

0,6

BBICOKast

aKTyanbHas




IMOMCIUICHUAM, B KOTOPBIX
obpabateiBarorcs [1]] u apxuBam
[1J] pe3ynpTare HEUCIIPABHOMN
DJIEKTPOIIPOBOJAKH, HEUCIIPABHBIX
TEXHUYCCKUX CPCACTB, HAPYIHICHUA
COTpYOHUKAMHU IIPaBUII

MIPOTUBOIOKAPHON 0€30MaCHOCTH.

Pazpymenue 3nanmit, 0 0,5 BBICOKAs aKTyaJibHas

OTACIBHBIX HOMGHIGHI/II\/JI

BozneiictBue 5) 0,75 HU3Kast aKTyajibHas

aTMOC(EpPHOTO IEKTPUUECTBA

BosaukHoBeHME 2 0,6 HU3Kasg HeaKTyaJIbHas

CTUXHHHBIX 0YaroB IMoXXapoB

ABapuu B cucTeMax 5 0,75 HU3Kas aKTyajbHas
AIEKTPOTTUTAHHS
Hapymenue 5 0,75 cpemHsst aKTyaJbHas

TEMIEPaTypPHOTO pPEKHUMa B
MOMEIICHUSAX C KPUTHIECKUM
000pyIOBaHUEM PE3YJIHTATE
HEHUCIPABHOCTH CUCTEM

KOHIUIMUOHUPOBAHUA

ABapuu B cucTeMax 2 0,75 cpemHss aKTyaJIbHas
OTOTUICHHSI U BOJIOCHA0KEHUS B
HETOCPEICTBEHHOM OJIN30CTH K
MOMEIICHHSIM, B KOTOPBIX

obOpabatsiBarorcs 1] m apxuBam

T
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