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[Tonoxenue
0 TOPSJIKE OpraHU3aIluy 1 MIPOBECHUS pabOT Mo o0ecreueHno 6e30MacHOCTH
NEPCOHAIBHBIX JaHHBIX TPU UX 00pabOTKe B MHPOPMAIIMOHHBIX CHUCTEMax
NIEPCOHALHBIX JaHHBIX

1. OO01me 1moI0KEeHU

1.1. Tlonoxxenue o0 opraHu3anuy M MPOBEACHUM PAbOT MO OOECHEeYSHHUIO
0€30MacHOCTH MEPCOHANIBHBIX JAHHBIX MPU UX aBTOMATU3UPOBAHHOM 00pabOTKe B
MHPOPMAIIMOHHBIX CHCTEMaX IEePCOHANBHBIX NaHHBIX (manee - [lomoskeHwue)
pa3zpaboTaHo B cooTBeTCTBUU ¢ DenepanbHbiM 3akoHOM OT 27 utons 2006 roma Ne
152-®3 "O nepconanbHbix AaHHbIX", [ToctanoBnenuem IlpaBurenbcTBa Poccuiickoit
Oeneparuun ot 01.11.2012 Ne 1119 "O6 yrBepkneHuu TpeOOBaHUN K 3allUTE
NEePCOHANBHBIX JIAHHBIX TIPpH HUX 00paboTke B HWHGOPMAIIMOHHBIX CHCTEMaXx
nepcoHanbHbiX AaHHbIX", Ilpukazom ®CTIK Poccum ot 11.02.2013 Ne 17 "OO6
yTBepKIeHun TpeOoBanuid o0 3amure WHPOPMAIMH, HE COCTaBISIONICH
TOCY/IapCTBEHHYIO TalHy, COJEpKalleicsi B TOCYAApCTBEHHBIX HH(OPMAITMOHHBIX
cuctemax", Ilpukazom ®CTIK Poccum ot 18.02.2013 Ne 21 "OO yTBepkaeHUH
CocraBa U cojepKaHUsl OPTraHU3AIMOHHBIX M TEXHUYECKUX MEp MO OOECIECUYCHHIO
0e30MacHOCTH TEPCOHANBHBIX JaHHBIX TMPU UX 00paboTke B WH(OOPMAIMOHHBIX
CHUCTeMax TMepPCOHAIbHBIX AaHHBIX", MeToamdyeckumMu pekoMmeHaamusmMu GCTIK
Poccun u @CB Poccnn B niensax obecreueHust 6€3011acHOCTH EPCOHANBHBIX JIAHHBIX
(manmee - I1JIn) mpu mx oOpaboTke B WH(POPMAIMOHHBIX CHUCTEMaX MEPCOHATBHBIX
nanbIx (ganee - UCIIIH).

1.2. Tlonoxxenue onpezaensieT nopsaok padotel nepconana B UCII/In B yactu
obecnieuenus: 6ezonacHoctu [1J[H npu nx oOpaboTke, MOPSIAOK pa3duparenbCcTBa U
COCTaBJICHUS 3aKJII0YEHUH 1Mo (pakTaM HECOOIOICHUS YCIOBUI XpaHEHHS] HOCUTEEH
MEePCOHAIBHBIX TAHHBIX, UCIIOIB30BAHUS CPEJICTB 3alIUTHI HH(OPMaLIMK, pa3padOTKy
U MPUHATHE MEp MO MPEAOTBPAIICHUI0 BO3MOXXHBIX OMACHBIX MOCJEICTBUN TaKUX
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HapylUIeHUH, MOPSA0K MPUOCTaHOBKM npeaocTasienus [1/[H B ciaydae oOHapykeHus
HapyUIeHUH NOpsAIKa UX MPEIOCTABICHUS, MOPAJOK OOyUYEHHUs MEepCOHAIa MPaKTUKE
pabotel B MCIIIH, mOpsaoK MPOBEPKH 3JIEKTPOHHOTO >KypHaja OOpauleHud K
UCIIdn cornacHo mnpuioxenuto Ne7 k IlonmoxkeHuio, MOPSAOK KOHTPOJIS
COONIOJIEHUsI  YCJIIOBMM  HMCHOJIb30BaHHUS  CPEACTB  3alUThl  MHGPOPMALIMH,
MPENYCMOTPEHHBIE JKCIUIYaTAlMOHHOM M TEXHUYECKOW HOKYMEHTAlMEH, MpaBuUia
OOHOBJIEHUS] OOILECHUCTEMHOIO0 M MPUKIATHOTO MPOTrPpaMMHOr0 oOOecreueHus,
IIpaBWJIa OPraHU3alMM AHTHUBUPYCHOW 3amuThl W napoiapHoM 3amutel WCII/H,
NOPSIIOK OXpaHbl M JOMYCKAa IOCTOPOHHUX JHIl B IIOMEIICHUS OTIPAaHUYEHHOIO
JOCTYyIIA.

2. lopsanok padotsl nepconana UCII/Ix B uactu ob6ecnieuenust 6e3onacuoctu [1/{x
npu ux odpadotke B UCIIIn

Hacrosmuii nopsimoxk onpeaensier aeicteusi nepconana MCII[n B yactu
obecrnieuenus 6ezonacHoctu 111 mpu nx o6padotke B UCII/IH.

2.1. Jonyck monb3oBateneil s pabotrel Ha Kommbrotepax MCIIIn
OCYIIECTBIISICTCS. Ha OCHOBAaHWU TpPHKa3a M B COOTBETCTBUU CO CIHCKOM JIHII,
nonymeHHbix kK padore B UCII[Jn. C uenpto obecriedeHHs OTBETCTBEHHOCTH 3a
BEJICHUE, HOpPMaJIbHOE (PYHKIIMOHHUPOBAHHWE M KOHTPOJb PabOTHI CPEACTB 3allUThI
unpopmarmu B UCII/IH, Ha3HauaeTcs OTBETCTBEHHBIM 3a BBIMIOJIHEHHE PAbOT IO
obecnieuenuto 6e3omacHocTu [1/In mpu ux ob6padorke B UCII/IH (aaMuHUCTpaTOp
0€30MacHOCTH); C ILIENbI0 KOHTPOJS BBIMOJHEHHUS] HEOOXOIUMBIX MEPONPHUATHHA IO
obecrieueHnIo0 0€30MacHOCTH - OTBETCTBEHHBIN 3a opraHu3aiuio oopadotku [1/]H.

2.2. Tlonp3oBarenb HMMEET NPaBO B OTBEICHHOE €My BpeMs peliaTh
NOCTAaBJIEHHBIE 33a/1aud B COOTBETCTBUU C MOJHOMOYHMSAMH JOCTylla K pecypcam
NCIIOn. Tlpu stom nis xpaneHus: nHpopmaiuu, coaepxameit 111, pa3pemraercs
UCIIOJIb30BaTh TOJBKO MAIIIMHHBIE HOCUTENH MHpopManuu, yuyTeHHbie B JKypHane
ydeTa MalllMHHBIX HOCUTENEH cornacHo nmpuiiokernto Ne 2 k [TonoxkeHuro.

2.3. Ilonb30BaTenb HECET OTBETCTBEHHOCTh 3a MPABWIBHOCTH BKIIOUECHUS U
BBIKJIFOUEHUSI CPEJCTB BbIUMCHUTENbHON TexHuku (CBT), BXxoma B cuctemy W Bce
nevicteus npu padore B UCII/H.

2.4. Bxoa mnonp3oBaTeds B CHUCTEMY MOXKET OCYIIECTBISITECA IO
BBIJIABAEMOMY €MY OJJICKTPOHHOMY WACHTH(PUKATOPY HWIU 1O TIEPCOHATHLHOMY
MapoJIto.

2.5. 3amuce wuHpoOpMmaruu, coxaepxkamek [IJ[H, ocymecTBasercs
M0JIb30BaTENIEM Ha CbhEMHBIE MalIMHHbIE HOCUTEIN uHbopMaIm,
COOTBETCTBYIOIIUM 00pa3oM yuTeHHble B JKypHane yuyeTra MalIMHHBIX HOCUTENEH
coriacHo npunoxeHuto Ne 2 k [Tomoskenuro.

2.6. Ilpu pabore cO ChbEMHBIMM MAIIMHHBIMU HOCUTEISIMH HH(pOpMaLUU
MOJIb30BATENIb KaXKJbIA pa3 mepe] HayajaoM padoThl 00s3aH MPOBEPUTh HX Ha
OTCYTCTBHE BHPYCOB C HCIOJb30BAHUEM IUTATHBIX AHTHUBUPYCHBIX MPOTrpamMM,
ycTaHOBIeHHBbIX Ha KommbloTepax WMCII[IH. B cinydae oOHapyXeHHsS BHUPYCOB



M0JIb30BaTeNlb 003aH HEMEIJIEHHO MPEKPATUTh UX UCIOJb30BaHUE U JICHCTBOBATH B
COOTBETCTBHH C TpeOOBaHUSIMU AaHHOTO [lo0KeHus.

2.7. Kaxaplil COTPYAHMK, YYACTBYIOUIUI B paMKax CBOUX (PYHKUHMOHAIBHBIX
o0s3aHHOCTE B Mpolieccax aBTOMAaTU3UpOBaHHOW oOpaboTku IIJ[H u mmeromui
JOCTyll K almapaTHbIM CpEACTBaM, IMPOTPAMMHOMY OOECHEYEHUI0 M JaHHBIM
NCIIIH, HeceT nepcoHaIbHYI0 OTBETCTBEHHOCTD 3a CBOM JEHCTBUS U 00s13aH:

- CTpOro coOJI0/IaTh YCTAHOBJICHHBIC IMpaBWiia 0OecCTeueHus: 0e30MacHOCTH
uH(popMaIuu npu padoTe ¢ nporpaMMHbIMU U TexHuueckumu cpeactsamu UCIT/H;
- 3HaTh M CTPOTO BBIMOJHATH MMPaBuia paboThl CO CPEACTBAMU 3aLUTHI HHPOPMALIUH,
ycTaHoBiIeHHbIMU Ha komnbroTepax UCII/IH;

- XpaHUTb B TailHE CBOM Mapoiib (maposiu) (B COOTBETCTBUM C MyHKTaMu 8.5,
8.6 nannoro IlonoxeHus U ¢ yCTAaHOBJIEHHON NEPUOJUYHOCTHIO MEHSATH CBOM Napoib
(maponn);- XpaHUTh CBOE€ MHAMBUIYAIbHOE YCTPOWCTBO MACHTH(PUKAUMU (KIHOY) U
Jpyrue peKBU3UTHI B celide (MeTanyeckoM mkady);

- BBINOJNHATH TpeboBaHusi [lonoxkeHusi MO opraHu3aldd AHTUBUPYCHOM
3aIllUTHI B TIOJTHOM O0BEME.

Hemennenno u3BecTuTh OTBETCTBEHHOro 3a 3kcruryatanuio MCIIIn nu6o
OTBETCTBEHHOIO 32 BBIMIOJIHEHHE paboT 1o olecrneyeHuto 0e30MacHOCTH
NEPCOHANBHBIX JAaHHBIX B ClIydyae yTepU HWHIWBUAYAIBHOTO YCTPOIICTBA
uAeHTUPUKAIUK (KITI0Ya) WIK TP MOJ03PEHUN KOMIIPOMETALUU JIMYHBIX KITI0Yel U
naposeil, a Takke npu oOHapyKEHUU:

- HapymeHuH IeJIOCTHOCTH  IJIOMO  (HakjeeK, HapylIeHUd WM
HECOOTBETCTBMM HOMEPOB IeuaTei) Ha cocTaBisomux y3nax u omokax CBT wam
UHBIX (DAKTOB COBEPIICHHS] B €r0 OTCYTCTBHUE TOIBITOK HECAHKIIMOHMPOBAHHOTO
noctyna (nanee - HC/I) k nannbiM, 3amuiaemeiM CBT;

- HECAHKIIMOHUPOBAHHBIX (MPOU3BEAECHHBIX C HAPYLIEHUEM YCTAaHOBJIEHHOIO
NOpsAJIKa) U3MEHEHHH B KOH(PUTYpalluu MPOTPAMMHBIX WIIM allapaTHBIX CPEACTB
NCIIOH;

- OTKJIOHEHHH B HOPMaJbHOM paboTe CHCTEMHBIX U MPHUKIATHBIX
IIPOrPAMMHBIX CPEJCTB, 3aTpyAHsomuX sKciutyatanuo CBT, Beixona u3 cTpos win
HeycTOWYnBOTO (yHKIHOHUpOoBaHUs y310B CBT wimm nepudepuiiHbIX yCTpONCTB
(ckaHepa, mpUHTEpA U T.I1.), a TAKXKeE MepedOeB B CUCTEME IJIEKTPOCHAOKEHHUS;

- HEKOPPEKTHOro (PYHKIHOHUPOBAHUS YCTAHOBJIEHHBIX Ha KOMIIBIOTEPHI
TEXHUYECKUX CPEICTB 3aLIUTHI;

- HEMIPEAYCMOTPEHHBIX OTBOJOB Ka0eseil ¥ MOJKIIOUYEHHBIX YCTPOUCTB.

Ilonp30BaTeNnto0 KaTeropu4ecKy 3ampeInacTcs: - UCIOIb30BaTh KOMIIOHEHTBI
nporpaMMHoro u anmnapatHoro ooecrneuenusi CBT B HecimykeOHBIX eNAX;

- CaMOBOJIBHO BHOCHUTH Kakue-TM0O0 M3MEHEHHs B KOH(Urypaluio
anmapatHo-nporpaMmHubix cpeacts MCII/IH wnm ycTaHaBiIWBaTh JOMOJHHUTEIBHO
M00ble TPOrpaMMHBIE M alllapaTHbIE CPEJACTBA, HE IPEIYCMOTPEHHBIE apXHWBOM
JUCTPUOYTUBOB YCTAHOBIEHHOTO IPOIPAMMHOI0 00€CIIEYEHUS;

- OoCymlecTBIsATH 00pabotrky IIJ[H B NOPUCYTCTBUM MOCTOPOHHHUX (HE
JOMYIIEHHBIX K TAaHHOW MH(QOPMAIINH) JINII;



- 3aIUCBIBaTh U XPaHUTh KOHPUAECHIMAIbHYIO UHPOPMAIUIO (COAEpKAILYIO
CBEJICHHMSI OrPAaHUYECHHOTO PACIPOCTPAHEHHUs) HA HEYYTCHHBIX MAIIUHHBIX
HOCUTEJSIX HH(POpMALMK (TMOKMX MAarHUTHBIX TUCKaX U T.I1.);

- OCTaBJISITh BKJIIOYCHHBIM 0€3 MPUCMOTPAa KOMIIBIOTEP, HE aKTUBU3UPOBAB
cpencta 3amuThl oT HCJl (BpeMeHHyI0 OJ10KHMPOBKY SKpaHa U KJIaBUATYPbl);

- OCTaBJATh 0€3 JIMYHOTO MPUCMOTpa Ha pabouyeM MecTe WU rae Obl TO HU
OBUIO CBOE MEPCOHATIBLHOE YCTPONCTBO HUACHTHU(UKAIIUM, MAIIMHHBIE HOCUTEIH M
pacnevarky, coJepiKalue 3aluiiaeMyro uHpopmaluio (CBeAEHUS OrpaHUYEHHOIO
pacnpocTpaHeHus );

- YMBIIUICHHO MCTOJIb30BaTh HEJIOKYMEHTUPOBAHHBIE CBOMCTBA M OIIUOKHU B
IPOrpaMMHOM OOECIIEUeHUM WM B HACTPOUKAX CPENICTB 3aIUTHI, KOTOPhIE MOTYT
MPUBECTHU K BOSHUKHOBEHUIO KPU3UCHOM CUTYAINH;

- pasmemarb cpeactBa MCII[lH Tak, dYTOOBI ¢ HUX CYIIECTBOBaja
BO3MOKHOCTb BU3YaJbHOT'O CUUTHIBAHUS MH(POpMAIIIH.

2.8. OTBETCTBEHHBIN 3a BBHIMIOJIHEHUE PAbOT Mo 00ecTieueHUI0 0e30MacHOCTH
NEePCOHANBHBIX JAHHBIX TP HUX 00paboTke B HWHGOPMAIIMOHHBIX CHCTEMax
NEePCOHANBHBIX JJAHHBIX (J1ajiee - ATMUHUCTPATOP OE30MaCHOCTH) 00s13aH:

- 3HaTh COCTAB OCHOBHBIX U BCIIOMOTATEIBHBIX TEXHUYECKHUX CHUCTEM U
cpeactB (manee - OTCC u BTCC), yctaHoBieHHBIX U cMOoHTHpoBaHHBIX B MCIT/IH,
nepeueHb UCIOJIb3yeMoro nmporpaMMuoro obecnedenus (nanee - [10) B UCIdH;

- KOHTPOJHMPOBATH IIEJIOCTHOCTh MedaTeil (IioMO, 3alIUTHBIX HaKJIEeK) Ha
nepudepuiitHoM o6opynoBanuu, 3anuiieHHbIx CBT u npyrux ycrpoiicTBax;

- TNPOU3BOAUTH HEOOXOJUMBbIE HACTPOWKM TMOJACUCTEMBI  YIIPABICHHUS
noctynoM ycraHoBieHHbIX B ICIIIn C3U or HC/I u conpoBokaaTh UX B poLEcCe
AKCILTyaTalluy, IPU ITOM:

- peanu30BbIBaTh IMOJHOMOYHS J0CTyna (YTeHHE, 3amuCh) ISl KaxXIoro
MOJIb30BATENsl K DJIEMEHTaM 3allUIIaeMbIX WHOOPMAIMOHHBIX pecypcoB ((aiinam,
KaTajoram, IpuHTEpy U T.1.);

- BBOAUTH onucanus nonb3oBarenein CII[Iu B undopmannonnyro 6azy C3U1U
ot HC/I;

- CBOEGBPEMEHHO yNalisiTh OMHCAHUS MOJIb30BaTesne u3 0a3bl maHHbix C3U
MIPY U3MEHEHUH CITMCKA TIOMYIIEHHBIX K pa0oTe JIUIT;

- KOHTPOJMPOBATh JOCTYII JIUI] B MOMEIIEHUE B COOTBETCTBUU CO CHUCKOM
COTPYIHHUKOB, JOMYyIIEeHHBIX K padote B CII/IH;

- MPOBOJAUTH MHCTPYKTAX COTPYAHHUKOB - MOJIb30BaTENIEH KOMIIBIOTEPOB IO
npaBujiaM pabOThl C HUCIOJB3YEMbIMH TEXHUYECKHUMHU CpPEJICTBAMU M CHCTEMaMu
3amuThl HHPOPMAIINH;

- BECTH JKypHaJbl coriacHo mprmiioxeHusM Ne 1) Ne 2. Ne 3, No 4, No 5, Ne 6,
Ne 7, Ne 8, Ne 9, Ne 10 k ITomoxkenuro;

- KOHTPOJIMPOBAaTh CBOEBPEMEHHOE (HE peke ueM OJuH pa3 B TeueHue 360
JTHEW) MPOBEACHUE CMEHBI MapoJieil i JOCTYIa MOJb30BaTeNel K KOMIbIOTEpaM U
pecypcam UCII/IH;



- o0ecrneunBaTh TMOCTOSIHHBIA KOHTPOJIb BBIMOJHEHHUS COTPYJHUKAMU
YCTaHOBJICHHOTO KOMIUIEKCA MEpPONpHUIATHI 1O 00ecneueHu0 Oe30NacHOCTH
uHpopmaruu B UCI1/1H;

- OCYUIECTBJISTH KOHTPOJIb TMOpSJIKAa CO3/JaHMsI, Yy4Yera, XpaHEHUs W
WCIIOJIb30BaHUs PE3EPBHBIX U APXUBHBIX KOMUM MAaCCUBOB JIaHHBIX;

- HacTpauBaTh U CONPOBOXKJIATh IOJICUCTEMbl PErUCTpAallMM U Yyd4eTa
neicTBui nonp3oBatenei npu padore B UCII/IH;

- BBOAUTH B 0a3zy gnaHHbix C3M OT HECAaHKIIMOHMPOBAHHOTO JOCTYyIIa
ONMHUCaHMs COOBITHH, MOJJEKAIIUX PETUCTPALMU B CUCTEMHOM >KypHalleé COIJIACHO
npunoxkennto Ne 10 k [onoxenuto;

- MPOBOJUTH AaHAIM3 CHUCTEMHOTO >KypHaja [Jsi BbISBICHUS TOIBITOK
HECAaHKIMOHUPOBAHHOIO JOCTYIIA K 3alIMIIaEMBIM pecypcaM He PEXE OAHOr0 pasa B
10 nHei;

- OpraHu30BbIBaTH Tie4yaTh (aillioB moJib30BaTelled Ha MpPUHTEpPE W
OCYIIECTBJISITh KOHTPOJb COOJIIOICHUSI YCTAHOBJIEHHBIX MPAaBUJI M TapaMeTpoB
perucTpanuu M ydera OyMaxHbBIX Hocutenedl wuHpopmanuu. ConpoBOXKAATH
noJicucTeMbl odecrieueHus 1enoctHocty nHpopmanuu B UCIH;

- nepuoguyecku TectupoBath ¢yHkuuu C3U or HCJI, ocobenHo mnpwu
U3MEHEHNUH NIPOrPaMMHOM Cpelibl U TOJITHOMOYUI UCTOJHUTEIEH; - BOCCTAHABINBATh
IPOrpaMMHYIO Cpefly, IporpaMMHbIe cpencTBa u HacTpoiku C3U npu cOosix;

- BecTH JiBe konuu nporpaMMubix cpenctB C3U or HCJI u koHTpoaupoBaTh
uX paboOTOCTIOCOOHOCTB;

- KOHTpPOJMPOBAaTh OTCYTCTBUE HA MArHUTHBIX HOCHUTENIAX OCTAaTOYHOU
uH(OpMaIMK IO OKOHYAHUH paOOThI MOJIb30BaTENICH;

- TEpPUOJUYECKH OOHOBISATH AHTUBHPYCHBIE cpenacTBa (0a3pl aHHBIX),
KOHTPOJIUPOBATH COOJIIOJICHUE TOJIb30BATEISIMU TIOPSAAKA W TPABWI TMPOBEACHUS
AHTUBUPYCHOI'O TECTUPOBAHUS:

- TIPOBOJUTH PalbOTy MO BBHISBJICHUIO BO3MOKHBIX KaHAJIOB BMEIIATEIbCTBA B
nporecc ¢ynknuonupoBanus VCII/IH m ocymiecTBiIeHNsS HECAHKIIMOHHUPOBAHHOTO
noctyna K uH(opMaIuu 1 TEXHHYECKUM CPEJICTBAM BBHIYMCINTEILHON TEXHUKH,

- CONPOBOXKJATh MOACUCTEMY 3allUThl HHPOPMAIMH OT YTEYKA 3a CUET
MOOOYHBIX  JJIEKTPOMATHUTHBIX  M3JIYYEHHH W  HABOJOK, KOHTPOJIHPOBATH
coOuoieHre TpeOoBaHMM MO pa3MEeLICHUIO U UCIIOJIB30BaHUIO TEXHUUECKUX CPENICTB
NCIIdx;

- KOHTPOJMPOBATH COOTBETCTBHE JAOKYMEHTAJIBHO YTBEPXKIEHHOI'O COCTaBa
anmapataoit 1 nporpammuoi wactu VCIIH peansabiM konurypammsm UCII/H,
BECTH y4eT U3MEHEHUH anmapaTHO-TIPOrPaMMHON KOHPUTYpaITIH;

- obecrnieunBaTh CTPOTOE BBIMOJTHEHHE TpeOOBaHUN MO OOECIIEYCHHIO
0e30macHOCTH HH(pOpPMAIMU TP OpPraHU3alUd TEXHUYECKOTO OOCITYy>KHUBaHUS
NCIIIx u oTnpaBKe €ro B peMOHT (KOHTPOJIMPOBATH 3aTUPAHUE KOH(UICHIINATBHOMN
MH(pOpMAIIMM HA MAarHUTHBIX HOCUTEJISIX C COCTABIICHUEM COOTBETCTBYIOIIETO aKTa);

- IPUCYTCTBOBaTh (y4yacTBOBaThb) B padOTax IO BHECEHUIO HM3MEHEHHUI B
anmnapaTHO-niporpaMMuyto kKoHpurypanuo UCIIIH;



- Bectn JKypHan ydeTa HEIITATHBIX CHUTyaluuid, (AaKTOB BCKPBITUS H
oneuarbiBanuss CBT cornacHo mnpumnoxenuto Ne5 k ITlomoskeHuto, BBIMOJHEHUS
npopuIakKTUYEeCKUX  paboT, YCTAaHOBKM M  MOAM(DUKALMM  alMapaTHbIX H
nporpaMMHbIX cpeacTtB CBT;

- MOJAEpP>KUBATh YCTAHOBJIICHHBIA TMOPSAOK TMPOBEAEHUS AHTUBUPYCHOTO
KOHTpPOJISL COrjlacHO TpeOoBaHusIM Hacrtosmero IlonoxeHus, B cllydae OTKasza
CPEJIICTB U CUCTEM 3aIUThl HHPOPMALIUK IPUHUMATH MEPHI 110 UX BOCCTAHOBIIEHUIO;

- JIOKJIaJIbIBaTh OTBETCTBEHHOMY 3a 3aIllUTy MH(OpMAIMU, OTBETCTBEHHOMY
3a okcruyaraiuio  WCIIIH o0 HenpaBOMEpHBIX JEWCTBUAX IOJb30BATENCH,
OPUBOJSALIMX K HAPYIIEHUIO TpeOOBaHUI 1O 3a1uTe HHHOPMAIIIH;

- Bectu aokyMeHtauuio Ha HWCII[IH B cooTBeTcTBUM € TpeOOBaHUSIMU
HOPMATUBHBIX IOKYMEHTOB.

2.9. Apamunuctparop 0€30MacHOCTM, a TakXKe OTBETCTBEHHBIM 3a
OopraHu3anuo 00padoTKU MEPCOHANBHBIX JAHHBIX UMEIOT MPaBo:

- TpeboBaTh OT COTPyAHUKOB - monb3oBareneir WCIIJIH coGmroaenus
YCTAHOBJIEHHON TEXHOJIOTMH 00paOOTKM MH(POPMALUU U BBINOJTHEHUS MHCTPYKIIMMA
no obecneuenuto 6e3omnacHocTu u 3amute nHpopmaru B UCIT/IH;

- WHULMHUPOBATH MPOBEJICHHUE CIY>KEOHBIX MPOBEPOK MO (aKTaM HAPYIICHUS
YCTAaHOBJIEHHBIX TpeOOBaHWUU oOOecreyeHusl 3allMThl, HECAHKIIMOHUPOBAHHOTO
J0CTyNa, yTpaThl, MOAUGUKAIINY, TOPYH 3aIUIAeMO HHOPMAIIUU U TEXHUUECKUX
komnoHeHnToB UCII/Ix;

- TpeboBaTh TpekpamieHus o0padboTku MH(OpPMAIMK B Cllydae HapyIICHUS
YCTaHOBJIEHHOTO TMOpsAKa padoT WIM HapylieHus (YHKIHOHUPOBAHUS CPEACTB U
CUCTEM 3aluThl HH(pOpMaIUY;

- y4acTBOBaTh B aHANM3€ CHUTYallMd, KacaromMXci (QYHKIIMOHHUPOBAHUS
CPEICTB 3alIUThl MH(OpMAIMU U paccienoBaHus (PaKTOB HECAHKIIMOHHUPOBAHHOTO
JOCTYyTIA.

3. [Mopsimok pe3epBUPOBAHUS U BOCCTAHOBIICHHS pa0OTOCIIOCOOHOCTH TEXHUYECKUX
CPEACTB U IPOrpaMMHOT0 o0ecriedeH s, 0a3 JaHHBIX, 3aluIaeMoi nHpopMauu 1
CPEICTB 3aIIHUTH HHGOPMAIHH

3.1. Hacrosamuii mopsmoK ONpenesseT OpraHu3alui0 pPEe3CpPBUPOBAHUS U
BOCCTAaHOBJICHHSI PaOOTOCIIOCOOHOCTH TEXHHYECKHX CPEACTB W MPOTPaMMHOTO
oOecrieueHus1, 6a3 JAHHBIX M CPEJICTB 3alUThHI HH(POpPMAITUH.

3.2. K wucnons3oBanuto mig co3fganus pesepBHoi konuu B MCIIH
JOMYCKAIOTCS TOJIBKO 3apETUCTPUPOBAHHBIE B )KypHAJIE YYETA HOCUTENH.

3.3. AnmunuctpaTtop 0€30MAaCHOCTH  €XKEKBApPTAIbHO  OCYILIECTBISET
pe3epBHOE KOMUPOBaHUE KOHPUICHIIMATIBHON HH(DOPMALIUH.

3.4. Hocutenun wundpopmanuu (KMJ, CD, USB-nakonutenb, Apyrue),
NpeHa3HAYCHHbIC 1JI CO3J]aHUs PE3EPBHON KOMUU U XpaHEHUs KOH(UICHIINATbHOMN
uHpopMalK,  BBAAIOTCA ~ YCTAHOBIICHHBIM  TIOPSIKOM  PYKOBOJMTEIIEM,



OTBETCTBEHHBIM 3a 3allUTy UHPopMauuu, W (Wid) aamMuHUcTparopoM. Ilo
OKOHYAHUU MPOLEAYPbl PE3EPBHOIO KOMHUPOBAHMS  JJIEKTPOHHBIE HOCHUTEIN
KOH(HJICHIUATbHON MHPOpPMALMK CHAIOTCS HA XpaHEHUE aJIMUHUCTPATOPy
0€30MacHOCTU WM PYKOBOAMUTEIIO, UM OTBETCTBEHHOMY 3a 3alUTy MH(OpMAaIUK.

3.5. Ilepen pe3epBHBIM KONMUPOBAHUEM MOJIH30BATEIb WJIM aJIMUHUCTPATOP
0e3omacHOCTU 00s13aH TMPOBEpUTH dJeKTpoHHbI Hocutenb (KM, CD, USB-
HAKOIUTENb) HA OTCYTCTBUE BUPYCOB.

3.6. daiinbl, MOMENIAeMble B 3JIEKTPOHHBIA apXUB, JOJKHBI B 00s13aTE€ILHOM
NOpSAJKE MPOXOJUTh AHTUBUPYCHBIM KOHTPOJIL B COOTBETCTBUU C pasjesioM /
Hacrosimero [lonoxeHusl.

3.7. 3ampemiaercss 3amuch NOCTOPOHHEW HMH(POpPMALMM Ha 3JIEKTPOHHBIE
Hocurenu (PKMJI, CD, USB-Hakonutens u Apyrue) pe3epBHON KONUU.

3.8. Ilopsanok co3naHus pe3epBHOM KOIUM:

- BCTaBUThb B KOMIBIOTEP 3apErMCTPUPOBAHHBIN DJIEKTPOHHBIA HOCUTENH
KM/, CD, USB-nakomnurens, Apyrue) AJisi pe3epBHOTO KOMMUPOBAHUS;

- BBIOpaTh HEOOXOAMMBIN KaTasor ((aili) A1 cCo3aHus pe3epBHOTO apXHUBa;

- MpU HCTONB30BAaHUU CHUCTEM YIpaBieHUs 0a3aMH JaHHBIX HEOOXOIUMO
co3nath (aia ¢ pe3epBHOM Komuew 3amuinaeMo WHGOPMAUM C TOMOIIBIO
BCTPOEHHBIX CPEJICTB CUCTEMBI;

- BBIIIOJIHUTH MPOLEAYPY CO3/IaHUS PE3EPBHON KOIHUU;

- IPOU3BECTU KOMMPOBAHUE HA OTUYKIAEMbII HOCUTED;

- TpPOU3BECTH OTKIIOUYEHHE  OTYYKJAaeMOr0O HOCUTENs M, CO3/aB
HEO0OXOIMMBIE 3aMKCH B JKypHaJlax, yOpaTh HOCUTENIb B XPAHMIUIIE, YKA3aHHOTO B
KypHaJe ydeTa XpaHWIHIL, corjaacHo npuioxkeHuto Ne 3 k [lonoxeHwuto.

3.9. XpaHeHHe OTUYK/1aeMOT0 HOCUTENS C PE3ePBHON KOIMHEH 3allMINaeMOM
UHGOPMAIIMK  OCYIIECTBIAECTCS B CHCIUAIBHOM METAJUIMUYECKOM  XPaHHUIIUIIE
COBMECTHO C KJIFOUEBOH U ayTeHTUDHUITUpYIolel nHpopMaruei.

3.10. Ilpm  BoccTaHOBIEHHMH  PabOTOCTIOCOOHOCTH  MPOTPAMMHOTO
o0ecriedyeHus CHayajlla OCYUIECTBISETCS PE3EpPBHOE KOIMMPOBAHUE 3alUIIAEMOM
uHpoOpMaIuy, 3aTeM MPOU3BOJAUTCS TOJHAs JEUHCTAUIIIUS  HEKOPPEKTHO
paboTaroIIEro MpOrpaMMHOTO 00ECIICUeHHS.

3.11. BoccraHoBieHHE MPOTPaAaMMHOTO OOECIEeYeHUsS] MPOU3BOIUTCS MyTEM
€ro HUHCTAULILMM C UCHOJb30BAHHEM HTAJOHHBIX JUCTPUOYTHBOB, XpaHEHUE
KOTOPBIX OCYIIECTBISICTCS AAMHUHHCTPATOPOM O€30MacHOCTH B  CIELUATbHOM
XpaHUJIUIIIE.

3.12. IIpu HEOOXOAUMOCTH PEMOHTA TEXHUUYECKUX CPEICTB C HUX YJaJSIOTCS
OIleYaThIBAIOLIME TIOMOBI M IO COIIACOBAHUIO C aJIMHUHHCTPATOPOM OE€30IaCHOCTH,
OTBETCTBEHHBIM 3a 3aIllUTy WH(GOpPMalMHU, MPU YCIOBUU MPOBEIECHHON aTTECTalluU
MH()OPMAIMOHHOW  CUCTEMBI, MPEJICTABUTEIEM OpraHu3alud, IPOBOJAMBILIEH
aTTeCTallMI0, OOOpYJIOBaHHWE MEPENAeTCs B CEPBUCHBIM LEHTP MPOU3BOAMTEIIS.
PemoHnT HOcuTeneil 3amuinaemoil uHbopManuu He nomnmyckaercs. HeucnpaBHbie
HOCHUTEJN C 3alllMIaeMOoi MH(pOpMALMEN MOJIeKaT YHUUYTOKEHUIO B COOTBETCTBUU



C TMOPSAKOM YHUYTOXEHHS HOcuTened 3ammiiaeMod wuH(opmanuu. Paborta c
MCIIOJIb30BAaHUEM HEUCIPABHBIX TEXHUUECKUX CPEACTB 3aIPEIIACTCS.

3.13. Ilpu pabote Ha xommbroTepax UCII[IH pekomMeHayeTCsl UCTIOIb30BaTh
UCTOYHUKH Oecrnepe0OMHOro MUTaHUd C LENbI0 MPEJOTBPALICHUS MOBPEKICHUS
TEXHUYECKUX CPEACTB W (WJIM) 3amuiiaeMod uHGOpMalluu B pe3yibTare cOOEB B
CETH DJIEKTPOIUTAHMUS.

3.14. Ilpm BoccTaHOBIEHHH PAOOTOCIIOCOOHOCTH CPEICTB  3alUTHI
nHpOpMaIMK CIeyeT BHIMIOJIHUTh UX HACTPOUKY B COOTBETCTBUM C TPEOOBAHUSIMU
6e3onacHoCTH MHGOPMAIIMH, U3JI0)KEHHBIMU B TEXHUYECKOM 3aJJaHMU Ha CO3JaHUE
CUCTEMBbl 3allUThl MEPCOHAJIBHBIX JTaHHBIX. HacTpolKy NaHHBIX CpPEICTB AOJKEH
BBIMOJHATh COTPYAHUK OpPraHU3alMHi, UMEIOUIEH JMIIEH3UI0 Ha JEeATEIbHOCTb I10
TEXHUUYECKOMU 3aluTe KOHPUIeHInanbHON nHhOpMAaIIIH.

3.15. BoccraHoBieHHe CpEACTB 3alUThl HHPOPMALUUA TMPOU3BOAMUTCI C
UCIIOJIb30BAHUEM JTaJOHHBIX CEPTU(PHUIIMPOBAHHBIX JHUCTPUOYTHUBOB, KOTOpbIE
xpaHsatcs B xpanwnunie. [locne ycnemrHoi HACTpPOWKH  CPEACTB  3aIUThI
uHboOpMaIK HEOOXOAMMO BBIMOJHUTH PE3EPBHOE KOMUPOBAHHE HACTPOEK JAaHHBIX
CPEACTB C TOMOIIBID BCTPOSGHHBIX B HUX (YHKIUMHA Ha 3aperucTpupOBaHHBIN
HOCHUTEIIb.

3.16. OTBETCTBEHHOCTH 3a MpOBe/IeHUE pe3epBHOro konuposanus B UCII/Ix
B COOTBETCTBUM C TpeboBaHUsIMU HacTosmero IlomoxeHnuss Bo3maraercs Ha
aJIMUHUCTpATOpa 0€30MaCHOCTH.

3.17. OTBETCTBEHHOCTh 3a MPOBEJECHUE MEPOIPHUSATUNA MO BOCCTAHOBIECHUIO
paboTOCTIOCOOHOCTH TEXHUYECKHX CPEACTB U MPOrpaMMHOro obecrnedeHust 0a3
JAHHBIX BO3JIAraeTcs Ha aJIMUHHUCTpATOpa O€30MacHOCTH.

3.18. OTBETCTBEHHOCTh 3a MPOBEACHUE MEPONPUSITHN MO BOCCTAHOBJIEHUIO
cpenctB 3amuTel uHpopmarnuu (manee - C3U) Boszmaraercs Ha aaMHHHCTpATOpa
0€30MacHOCTH.

4. Tlopsimok koHTpOIst 3aruThl nHGOopMmaruu B UCII/IH 1 mpruocTaHOBKH
npenoctaieHus [1JIH B ciiydae oOHapyKeHUsT HAPYIICHUH TTOPSAIKA X
npenoctaBieHus. [lopsamok pa3dupaTenbCcTBa U COCTABICHUS 3aKITIOYSHHH 110
dakTaM HECOOIOICHHS YCIOBUI XpaHEHUSI HOCUTEIICH MePCOHABHBIX IAHHBIX,
MCTIOJIb30BaHMS CPENICTB 3aIUTH HHGOPMAIMH U IPUHATHE MEp TI0
IIPEAOTBPAILLICHUIO BO3MOXKHBIX OMACHBIX MOCIEICTBUI

4.1. Kourponp 3ammtel uHpopmaumun B HCIIAH - KomIuiekc
OpraHU3alMOHHBIX W TEXHUYECKUX MEPOINPUATHI, KOTOpPbIE OPraHu3yloTCs U
OCYHIECTBIIIIOTC B LEJISIX MNPEAYNPEKICHUS UM MPECEUYCHUs BO3MOXKHOCTHU
MOJIyYEHUS TOCTOPOHHHMH JIMIIAaMH OXPAHSIEMBbIX CBEJICHHH, BBIABICHUS U
MPEAOTBPAILICHUS] YTEUKU UHPOPMAIIMU 110 TEXHUYECKUM KaHajaM, UCKIIIOUCHUS WU
CYILIECTBEHHOI'0 3aTPyJAHEHUSI HECAaHKIIMOHUPOBAHHOTO JOCTyna K uH(opManuu,
XUIIEHUsI TEXHUYECKUX CPEACTB W HOcuUTeled HHPOpMalUU, NPeJOTBpaALICHUS



CHEIUANbHBIX MPOTrPAMMHO-TEXHUYECKUX BO3/JCHCTBUM, BBI3bIBAIOIIMX HapyIIECHUE
XapaKTepUCTUK Oe3onmacHOCTH UWHGOpMauMu WIK pabOTOCIOCOOHOCTH CHUCTEM
MH(pOpMaTU3ALUH.

4.2. OCHOBHBIMH 33/1a4aMH KOHTPOJIS ABJISIFOTCSL:

- IpoBEpKa OpraHu3alMy BBINOJHEHUS MEPONPUATHA MO  3alIUTe
uH(popMalMu B TMOJApA3JEIEHUsAX, yueTa TpeOOoBaHMI MO 3amure HHPOpMaLUU B
pa3pabaTbIBa€MbIX IMJIAHOBBIX U PACIOPAIUTENbHBIX JOKYMEHTAX;

- BBISIBJIEHUE JIeMacKUpYyIoUux npu3HakoB 00bekToB MCII/H;

- YTOYHEHHE 30H TepexBaTa oOpabaThiBaeMoll Ha OO0BEeKTax WHGOpMAaIUH,
BO3MOXKHBIX KaHAJIOB yTEUKH MH(OpPMAIMU, HECAHKIIMOHUPOBAHHOTO JIOCTYIa K HEH
U IIPOrpaMMHO-TEXHHUUECKUX BO3IEUCTBUI Ha MH(POPMALIHIO;

- MPOBEpKa BBIMOJIHEHHS] YCTAHOBJIEHHBIX HOPM M TpeOOBaHUM MO 3alIUTe
uHbOpMAIMK OT YTEUYKHM IO TEXHHUYECKHMM KaHallaM, OLEHKa JOCTaTOYHOCTH U
3G ()EKTUBHOCTH MEPONPUATUH 1O 3alIUTEe UHPOPMALIUK;

- mpoBepka BeIMOJAHEHUs: TpeOoBanuit mno 3amure MWCIIJH ot
HECAaHKIIMOHUPOBAHHOIO JIOCTYTA;

- [pOBEpKa BBHINOJHEHUS TPeOOBAaHUN TIO AHTUBUPYCHOM  3alIUTe
aBTOMAaTU3WPOBAHHBIX CUCTEM U aBTOMATU3UPOBAHHBIX PaOOUYMX MECT;

- MpoBepKa 3HAHWU PaOOTHUKOB IO BOMPOCAM 3aIIUTHI MHPOPMALUU U UX
COOTBETCTBHUSI TPEOOBAHUSM YPOBHSA MOATOTOBKHU ISl KOHKPETHOTO pabovyero MecTa;

- ONEpPaTUBHOE MPHUHATHE MEp MO MPECEYCHHIO HApYIICHHH TpeOOoBaHMIA
(HopMm) 3ammThl uHGopmaruu B UCTI/IH;

- pa3paboTKa  MpeUIONKEHUH MO  yCTpaHeHHIO  (OCIAOJICHHIO)
JEMACKUPYIOIINX MPU3HAKOB M TEXHUYECKUX KaHAJIOB YTEUKH UHPOPMAIIUH.

4.3. Konrtponb 3ammuThl HHGOPMAIMU MPOBOJUTCA C YUYETOM pEaTbHBIX
yCIOBUW 1O BCeM (U3MYECKUM TIONSAM, IO KOTOPHIM BO3MOXKEH IMepexBaT
uadopmanmu, mupkymmpyomet B MCIIJIH, u ocymecTBisercss mo 0ObEKTOBOMY
NPUHIIMITY, TIPU KOTOPOM Ha OOBEKTE OJHOBPEMEHHO IPOBEPSIIOTCS BCE BOIPOCHI
3amuThl HHGopManuu. [lepeyeHb KaHANIOB yTEUKHU YCTaHABINBAETCS B COOTBETCTBUU
C MOZIEJIBIO YTPO3.

4.4. B xo1e KOHTPOJISI IPOBEPSIOTCA:

- COOTBETCTBHE MPHUHATBIX Mep Mo o0ecnedyeHno 0e30MacHOCTH
nepcoHanbHbIX NaHHbIX (Hanee - Ob [1/1n);

- CBOEBPEMEHHOCTh M TIOJHOTA BBIMOJIHEHHUS] TPEeOOBaHWM HACTOSILIETO
[Tonoxenust u Apyrux pykopoasimux n1okymeHnto Ob I1/]H;

- TIOJIHOTA BBISIBJICHUS JIEMACKUPYIOIIMX MPU3HAKOB OXPAHSIEMBIX CBEJACHUIA
00 00BEeKTax 3alIUThl U BO3MOXKHBIX TEXHHYECKMX KaHAJOB yTeUKH HWH(OpMaluH,
HECAHKI[MOHMPOBAHHOIO JOCTyNa K HEM U MPOrpaMMHO-TEXHHUYECKUX BO3ACHCTBUU
Ha UHPOPMAIIHIO;

- 3(QQeKTUBHOCTh TNPUMEHEHHS OPraHU3aLMOHHBIX U TEXHUYECKUX
MEpPOIPUATUI N0 3aIUTE HHPOPMALINK;

- YCTpaHEHHE paHee BbISIBJICHHBIX HEJOCTATKOB.



Kpome TOro, Moryr npoBOAMUTHCS HEOOXOAUMBIE HM3MEPEHUS U PacyeThl
MPUTJIAIICHHBIMA JUIA 3THX LEJIed CHEUAIUMCTAMH OpraHu3alud, HUMEIIIEen
cootBercTBYromMeE auien3nu @CTIK Poccun.

4.5. OCHOBHBIMU BHUJAaMH TEXHHUYECKOTO KOHTPOJS SIBISIOTCS BHU3YaJIbHO-
ONTUYECKUN KOHTPOJIb, KOHTPOJIb 3()PEKTUBHOCTU 3aIUTHl HHOOPMALIUU OT YTEUKU
[0 TEXHUYECKMM KaHaJIaM, KOHTPOJIb HECAaHKIMOHUPOBAHHOIO JOCTyNa K
uH(pOpMaIU U MPOTPAMMHO-TEXHUYECKUX BO3AEMCTBUI HA HHPOPMALIUIO.

4.6. IlonyyeHHbIe B X0/1€ BEACHHUS KOHTPOJISL pe3yiabTaThl 00padaThIBalOTCs U
aHANIM3UPYIOTCST B LEJISAX ONpENeNeHUsT JOCTaTOYHOCTH U 3(P(PEeKTUBHOCTH
OpEeANUCAHHBIX MEp 3aluThl HMHGOPMAIlMU U BBIABICHUS HapymieHui. [Ipu
OoOHapy’>XeHHH HapylleHud HopM U TpeOoBaHMU 1O 3amuTe HHPOpMaALUU
aAMUHUCTPATOp OE30MACHOCTU JOKJIAJBIBAET PYKOBOJIUTENIO [JISi MPUHATUS UMHU
pemieHuss O  MpekpauleHud  oOpaboTkuM  MHPOpMAMK W MPOBEIEHUs
COOTBETCTBYIOIIMX OpPraHM3alMOHHBIX W TEXHHUYECKUX MEp IO YCTPAHEHUIO
HapylieHusi. Pe3ynbTaThl KOHTPOJS 3allUThl WUH(DOpManuu oQOopMISIOTCS aKTaMu
100 B COOTBETCTBYIOIIMX KYypHAJIax ydeTa pe3yabTaTOB KOHTPOJIS.

4.7. HeBbloaHEHNE MPEANUCAHHBIX MeponpusaTuid 1o 3amure [1/1x
CUMTAETCA MPEANOCHUIKON K yTeuke nHpopManuu (fajee - NpeArnochuIKa).

[lo xaxmoW MPEeANOoChUIKE JMJis BBIACHEHHS OOCTOSITENILCTB M MPUYUH
HEBBITMIOJHEHUSI YCTAHOBJICHHBIX TPeOOBaHMI MO YKa3aHUIO TJABHOIO Bpayda HIIH
OTBETCTBEHHOT'O 3a OpPraHMU3aIui0 00pabOTKU MEPCOHAIBHBIX AAHHBIX MPOBOIUTCS
paccieoBaHue.

JIns mpoBeNeHUsI paccieoBaHUsl Ha3HAYAETCs KOMHUCCHS C MPUBICUYEHUEM
aaAMUHUCTpaTopa Oe3zonacHocTH. KoMuccusi 00si3aHa yCTaHOBUThH, MMENA JIU MECTO
yTeuKa CBEJEHUM, OOCTOSATENbCTBA, €W COMYTCTBYIOIINE, YCTAaHOBUTH JIWII,
BUHOBHBIX B HApYIIEHUU TMPEAMUCAHHBIX MEPOMPHUATHI MO 3amuTe UH(POpMaIuy,
YCTAaHOBHUTH NMPUYUHBI U YCIOBUS, CIIOCOOCTBOBABIINE HAPYIICHUIO, M BHIPAOOTATH
pEeKOMeHAaMu 1o UuX ycTpaHeHuto. Ilocine oOkoHYaHUs  pacclieIOBaHMS
PYKOBOJIUTEh MPUHUMAET PEUICHUWE O HaKa3aHWM BUHOBHBIX JHUI] U HEOOXOIUMBIX
MEpPONPUATHUSAX MO YCTPAHEHUIO HEIOCTATKOB.

4.8. Benenue KOHTpOINA 3alIUThl HWH(OpPMAIMU OCYIIECTBISETCA IyTEM
MPOBEAECHUS NMEPUOINYECKUX, NIAHOBBIX M BHE3AIHBIX MMPOBEPOK OOBEKTOB 3AIUTHI.
[lepronuyeckue, TUTAHOBBIE ¥ BHE3AMHBIE MPOBEPKU OOBEKTOB OpraHU3alluu
MPOBOMSITCS, Kak MpPaBWIO, CHJIAMH aJMUHHUCTpaTtopa Oe30macHocTH U (WJIM)
OTBETCTBEHHOTO 3a 3alIUTy UH(OPMALIMK, B COOTBETCTBUH C YTBEPK/ICHHBIM ILJIAHOM
WJIY 10 COTJIACOBAHUIO C PYKOBOAUTEIIEM.

4.9. Opnoit u3 GopM KOHTPONS 3amuUThl  WHGOPMAIMH  SBISETCS
oocnenoBanre o0bekToB MCII/IH. OHO mMpOBOAWTCS HE PEXKE OJHOTO pa3a B TOJ
paboueil rpymnmnoil B cocTaBe aJIMHHHCTpAaToOpa O€30MacHOCTH, OTBETCTBEHHOTO 3a
3amMTy HUHGOpPMAlMK, OTBETCTBEHHOIO0 3a OKCIUTyartanuioo oObekrta. s
oocnenoBanus MCII[IH MOXeT NMPHUBIEKAThCA OpraHU3aIlvs, WUMEIOMIas JIMIEH3UIO
OCTIK Poccuu Ha AeATeNbHOCTD 110 TEXHUYECKOM 3a1uTe nH(popMaiuu.



4.10. Oo6cnenoBanue MWCII[lH mnpoBoAUTCS C LEIbIO  ONPEAEIICHUS
COOTBETCTBHUSI TOMEIIEHUM, TEXHUYECKUX U TTPOTPAMMHBIX CPEACTB TPEOOBAHUSIM IO
3amuTe WHGOpPMAlUM, YCTAHOBJIEHHBIM B ATTecTaTe COOTBETCTBHUS (eciu
MPOBOJIMIIACH aTTecTalus), U (Wiau) TpeOOBAHUSM IO 0€30MacHOCTH MEePCOHATBHBIX
JTAHHBIX.

4.11. B xone o0cneoBaHus MPOBEPSETCS:

- COOTBETCTBUE TEKYUIUMX YCIOBUH (YHKIHMOHUPOBAHUSA O0OCIEIyeMOro
o0wvekta UCII/IH ycaoBusAM, CIOKUBIIMMCS HA MOMEHT IPOBEPKU;

- COOJIIOJIEHHE OpPraHU3AIMOHHO-TEXHUYECKUX TpeOOBaHMM MOMEUIeHUH, B
koTopeix pacnonaraerca UCITH;

- COXpPaHHOCTbH IeyaTeld, MIOMO Ha TEXHUYECKHX CpEACTBaxX Mepenadd u
o0paboTku uHGpOpMAIMKM, a TakKKe Ha YCTPOMCTBAX WX 3allUThl, OTCYTCTBUE
HOBPEXKIECHUIN HKPAaHOB KOPITYCOB ammapaTypbl, 000y04eKk kabenel u ux coeJuHEHU N
C IIMHAMH 3a3€MJICHUS;

- COOTBETCTBUE BbINOJIHAEMBbIX HAa 00bekTe MCII/IH Mepornpusituii mo 3ammure
uH(OpMaIUK TaHHBIM, U3JI0’KCHHBIM B HacTosmeM [lonoxeHuu;

- BBIMOJIHEHUE TPEOOBaHUM MO 3alUTe HMHPOPMALMOHHBIX CHCTEM OT
HECAaHKIIMOHUPOBAHHOI'O JIOCTYTA;

- BBITIOJIHEHHE TPEOOBAHMI MO0 AaHTUBUPYCHOM 3allIUTE.

4.12. JIns BBISBICHUS PAJHO3IEKTPOHHBIX YCTPOMCTB U IMPOBOJOB
HEU3BECTHOI'O HA3HAYEHUs, NPEAHAMEPEHHOI'O0 HApYIIEHUS 3alllUTHBIX CBOICTB
0o00OpyAOBaHMs, a TAKXKE HE MPEIYCMOTPEHHBIX MPaBWIAMH IKCIUTyaTallud OTBOJOB
OoT 00OpYIOBaHUSI U COCIUHUTENbHBIX JIMHUN, MPOJOKEHHBIX B BBIICIECHHBIX U
3allMIIAEMbIX TIOMEIICHUSX, a TaKkKe JPYyrux HapylleHuH ¢  CrocoOoB
BO3HMKHOBEHUS KaHAJIOB yTEUKH WH(DOpMAIIU HEOOXO0UMO:

- TIIATETbHO OCMOTpPETh MebOellb, CYBEHUpPHI (OCOOEHHO HHOCTPAHHOTO

NPOU3BOJICTBA),  OOOpYAOBaHWE, YCTAHOBJICHHOE B  3TOM  IIOMEIICHUH,
OCBETHTEIIbHYIO amnmaparypy, HHIIA OTOMUTEIbHBIX Oarapeil, MITOpPHhI, OKOHHBIC
IIPOEMBI;

- BCKPBITh U OCMOTPETH PO3ETKH, BBIKIIFOUATEIN OCBETUTEIBHOU CETH, JIIOKU
BEHTHWJISALIUU U KaHAJbl CKPBITON MTPOBOKY;

- IPOBEPUTH KAYECTBO YCTAHOBKHU CTEKIIOIIAKETOB OKOHHBIX ITPOEMOB;

- IIPOBECTH aIMapaTypHyrO IIPOBEPKY NOMEIIEHUS HA OTCYTCTBUE BO3MOYKHO
BHEJIPEHHBIX JJICKTPOHHBIX YCTPOWCTB TMepexBaTa HHpopManuu (MpU HAUTHYUU
COOTBETCTBYIOIIIEH ammapaTypbl), TpH HEOOXOIWMOCTH [JIsl TPOBEACHUS JAaHHBIX
BHUJIOB PabOT MOTYT MPHUBIEKATHCS OPraHU3alMHN, HWMEIOUIME COOTBETCTBYIOIIUE
muuen3nn PCh Poccun.

4.13. TocynmapcTBeHHBIi KOHTPOJIb COCTOSIHHSI 3alluThl HWH(pOpMaAUU
ocyuiectBisieTcs: DenepanbHOl CIIyk00W MO TEXHUYECKOMY M SKCIIOPTHOMY
koHTposto Poccun u @enepanbHoil cimyx0o0it 6e3omacHocT Poccum B pamkax ux
MOJJHOMOYMW B COOTBETCTBHMHM C JEHCTBYIOIIMM 3aKOHOJATENLCTBOM Poccuiickon
Oenepanuu.  Jloctyn  mpeacTtaBuTened  yKa3aHHBIX — (elepalbHbIX  OpPraHoB
WCIIOJTHUTEILHOM BJIACTH HAa OOBEKTHI [UJII MPOBEACHUS MPOBEPKH, a TaKXKe K



paboTtaM U JOKyMEHTaM B 0ObeMe, HEOOXOIMMOM [JIsl OCYIIECTBIIEHUS KOHTPOJIA,
o0ecrieunBaeTcsi B YCTAaHOBJICHHOM TMOPSAAKE MO TMPEIBbSBICHUM CIIyKeOHOTO
YIIOCTOBEPEHHS COTPYAHHKA, a TAaK)Ke TOKyMEHTa yCTAaHOBJICHHON (OPMBI Ha MPaABO
MIPOBECHHSI POBEPKH.

5. IMopsimok 0O6yueHust nepconana npaktuke padotel B UCII/IH B yacTu obecnieueHust
0€30MaCHOCTH MEePCOHATBHBIX TAHHBIX

5.1. Tlepen wnHauamom pabotei B MUCII[IH mnonab30BaTenn JOJHKHBI
O03HAKOMHTBLCA C MHCTPYKUUSIMU IO UCIOJIb30BAHUIO TPOTPAMMHBIX U TEXHUYECKUX
CPEJACTB, IO UCIOJIb30BAHUIO CPEJICTB 3aIUThl UHPOPMAITUHU TIO/I POCIIUCH.

5.2. Tlonb3oBaTenu JOKHBI MOPOJEMOHCTPUPOBATH  AJIMUHUCTPATOPY
O0e3zomacHoCcTH ® (WJIM) OTBETCTBEHHOMY 3a 3alllUTy WH(POPMAIUU HAIUYWC
HEOOXOAUMBIX 3HAHUW W YMEHUW IS BBINIOJTHEHUS TPEOOBAaHUN HACTOSIIETO
[Tonoxxennsi. AamuHHCTpaTOop O€30MACHOCTH JOJDKEH BECTH IKypHAll ydeTa
IIPOBEPOK 3HAHWUW W HABBIKOB IIOJIB30BATEIEH COTJIACHO mpwiIokeHuo Ne 8 k
[Tonmoxenuto.

5.3. Tlonb3oBarenu, JEMOHCTPUPYIOUIME HEIOCTATOUYHbIC 3HAHUS W YMEHUS
st obecrieueHuss 0€30MacHOCTH TMEPCOHAJIBHBIX JIAHHBIX B COOTBETCTBHHM C
TpeboBanusiMu HacTosiiero [lonoxenus, k padote B UCII[IH He qomyckaroTcs.

5.4. OTBETCTBEHHBIM 32 OpPraHU3alMI0 O0yUEHHUS U OKa3aHHE METOIUYECKON
MIOMOIIY SIBJISIETCS aIMUHUCTPATOP 0€30MacCHOCTH.

5.5. JInd nUpoBEeNCHUS 3aHATUHA, CEMUHApPOB M COBCIIAHUM MOTYT
NPUBJIEKATHCS CHEIMAIUCTHI 10 MPOrPaMMHOMY M TEXHUYECKOMY OOeCleueHuto, a
TaK)Ke CICIUAINCTBI OpraHoB Mo arrtectanuu o0bekToB WMCIIIH, opranumsammii-
mmnen3natoB ®CTOK Poccun nu ®CH Poccun.

5.6. K pabore B UCII/In momyckaroTcsi TOJBKO COTPYIHUKH, MPOIIEIIIHNE
nepBuuHbll MHCTpyKTa)k Ob B UCII[IH M moka3aBiive TBEpAblE TEOPETHUECKHUE
3HAHUSI W TPAKTUYECKHE HABBIKM, O YE€M JENAeTCs COOTBETCTBYIOLIAs 3allUCh B
Kypnane yuera gomycka k pabore B HCIIJIH cormacHo mnpuioxkeHuto Ne 6
Ilonoxenuro.

5.7.  Anmunuctpatop 0€30MAaCHOCTH  JIOJDKEH UMETh  MNpOQUIBHOE
oOpa3oBanue (MO0 TUIIIIOMBI O TOBBIIMICHUHM KBadU(UKAIIMK) B 00JIACTU 3aIIUTHI
uHbOpMAITIH. Pexomennyercs IIPOXOKICHUE aIMHUHUCTPATOPOM
CIICIMATIM3UPOBAHHBIX KypCOB 1O  AJAMHUHUCTPUPOBAHUIO CPEACTB  3ALUTHI
uHdopmaru, ucrnoiabzyembeix B UCITIH.

6. [Topsmok mpoBepKu IIEKTPOHHOTO KypHana oopamenunii kK UCITIa

6.1. Hacrosmuii pasmen I[lonoxeHuss omnpeaensier MNOPSAIOK IPOBEPKHU
ANIEKTPOHHBIX KypHaIoB oOpanieHuii k pecypcam UCII/IH.



6.2. IlpoBepka 5JEKTPOHHOrO >KypHaja OOpalleHUl MNPOBOJUTCA C IEIBIO
BBISIBJIEHUSI HECAaHKIIMOHMPOBAHHOIO JIOCTYNa K 3alllMIIaeMod HH(pOpMaluu B
NCIIAn.

6.3. [IpaBo IpOBEPKHU AIEKTPOHHOTO KypHaIa oOpalleHUii UMEIOT:

- OTBETCTBEHHBIN 32 OpraHu3alnio 00pabOTKHU MEPCOHANbHBIX JTAHHbIX;

- OTBETCTBEHHBI! 3a BBINIOJIHEHHE paboT 1o obOecneueHuto Oe3onacuoctu 1/
npu ux oobpadorke B UCII/IH;

- [JIaBHBIN Bpad.

6.4. Ha rtexunueckux cpeacreax MWCII[IH, Ha KOTOpPBIX YCTAHOBJICHBI
CrelUaAIM3UPOBaHHbIE CpeacTBa 3amuThl nHPopmarnuu (nanee - C3U), mpoepka
ANEKTPOHHOTO JKypHaja IPOU3BOJUTCS B COOTBETCTBUHM C MPUIAraéMbIM K
ykazaHHbIM C3U PykoBOaCTBOM.

6.5. Ecniu B X0JA€ NEpUOAMYECKHX, IUIAHOBBIX WJIM BHE3AMHBIX IMPOBEPOK
NCIIOn BeisBnens! ciaydait HCJ| x nHpopmarmu koHGUISHIIMATBHOTO XapakTepa,
TO MPOBOJUTCS pacclieIOBaHUE COTJacHO MyHKTY 4.7 nanHoro IlonoxeHus.

6.6. [IpoBepke nmoasexat Bce aneKTpoHHbIe KypHanbl UCITIH.

6.7. 1lpoBepka AOJKHA MPOBOJMTBHCSA HE PEXKE UYEM OJUH Pa3 B HENEIIO C
LEJIbI0 CBOEBPEMEHHOTO BBISIBICHUS (DAKTOB HapylieHUs TpeOOBaHUI HACTOSIIETO
[Tonoxenus.

6.8. ®akThl TPOBEPOK 3JIEKTPOHHBIX KYPHAIOB OTPAKAKOTCA B CHEIUATBHOM
KypHaie mnpoBepok. [locie kaxmod mpoBepkr AAMUHUCTpATOp O€30MacHOCTU
JIeJ1aeT COOTBETCTBYIOLIYIO OTMETKY B )KYPHAJIe U CTABUT CBOIO POCIIUCH.

7. llpaBuia aHTUBUPYCHOM 3alIATHI

7.1. Hacrtosmue mpaBuia ONpeAeNsaioT TpeOOBaHUS K OpPraHU3allii 3alluThl
oowekra HMCII[H OT pa3pymiaromero BO3JCUCTBHUS BPEIOHOCHOTO MPOTPaAMMHOTO
obecrnieuenust (I10), KOMIBIOTEPHBIX BUPYCOB M YCTAHABIMBAIOT OTBETCTBEHHOCTH
PYKOBOIOUTENS U  COTPYAHUKOB, OJKCIUIyaTUPYIOIIUX U  COMNPOBOXKAAIOLIUX
komnbioTepbl B coctaBe WMCII[H, 3a wux BbeimoiaHeHwe. Hacrtosiue mnpaBuia
pacrpocTpanstorcs Ha Bce 00bekThl UCITIH.

7.2. K ucCnonb30BaHHMI0O HAa  KOMIIBIOTEpAaX  JOMYCKAIOTCS  TOJBKO
JUILEH3UOHHBIE AHTUBUPYCHBIE CPEICTBA, IEHTPAIM30BAHHO 3aKYIUIEHHBIE Y
pa3pabOTYMKOB (ITOCTABIIMKOB) YKa3aHHBIX CPE/ICTB.

7.3. YCcTaHOBKA M HayajJbHAsl HACTPOWKA CPEJICTB AHTUBUPYCHOTO KOHTPOJISI Ha
KOMIIBIOTEPAX OCYIIECTBIISIETCS aIMUHUCTPATOPOM O€30MMaCHOCTH.

7.4. AnmuHuctpatop  0€30MaCHOCTH  OCYIIECTBISIET  MEPUOJUYECKOE
OOHOBJICHHE aHTHBUPYCHBIX IMMAKETOB M KOHTPOJIh UX PAOOTOCTIOCOOHOCTH.

7.5. SApnbik (cchUika) AJisl 3allyCKa aHTUBUPYCHOUM MPOrpaMMbl JOJKEH OBITh
JIOCTYTIEH BCEM IOJIb30BaTENSIM HH(POPMAILITMOHHOU CUCTEMBI.

7.6. ExenenenbHo B Havale palbOThl TMOCJHE 3arpy3Kd KOMIIbIOTEpa B
ABTOMAaTUUYECKOM PEXHUME JOJDKEH MNPOBOJUTHCS AHTUBUPYCHBIA KOHTPOJb BCEX
JIMCKOB U (paiiJIOB KOMITBIOTEPOB.



O06s13aTeIbHOMY AHTUBUPYCHOMY KOHTPOJIIO TMOJICKUT Jiro0ass uHbOpMaIus
(TexcToBble (haiinbl MOOBIX (hopMaToB, (pailsibl aHHBIX, UCHOJHSAEMbIE (abl),
uH(pOopMaIMs] Ha ChEMHBIX HOCUTENSAX (MarHUTHBIX JHUCKaX, JeHtax, CD). Kontposub
ucxonsmet wuHopManuu HEOOXOJUMO TMPOBOJUTH HEMOCPEICTBEHHO TMepe]]
apXUBHUPOBAHUEM U OTIPABKOM (3aMHUCHIO Ha ChEMHBII HOCUTEND).

HacTpoliku cpencTB aHTUBUPYCHOW 3alllUThl JOJDKHBI OBITH BBIMOJTHEHBI B
COOTBETCTBMM C  TpeOOBaHUSMHU  O€30MACHOCTH  MEPCOHAJIBHBIX  JAHHBIX
onpenenenHoro s nanHon MCIIJIH knacca. HacTpoliky cpencTB aHTMBHPYCHOU
3aIUTHI BHITOIHIET aIMUHUCTPATOP O€30MaCHOCTH.

7.”7. ®ainbl, MOMEWIAEMBIE B DJIEKTPOHHBIM apXUB HAa MarHUTHBIX HOCUTEIIAX,
JOJKHBI B 00S3aTEIbHOM TMOPSAJIKE TMPOXOJUTh AHTUBUPYCHBIA  KOHTPOJIb.
[lepronuyeckrue MPOBEPKH SJIEKTPOHHBIX apXUBOB JOJKHBI MPOBOJUTHCS HE PEXKeE
OJIHOTO pa3a B MecHIl.

7.8. YcranaBnuBaeMoe (M3MEHSIEMOE) MPOTrpaMMHOE OOECIeUYeHUe JIOKHO
OBITH IIPEIBAPUTETHLHO MPOBEPEHO HA OTCYTCTBUE BUPYCOB. HemocpencTBeHHo nocie

YCTaHOBKH (u3MeHeHus ) IPOrpaMMHOTO oOecrieueHus KOMITbIOTEpA
aIMUHUCTPATOPOM OE€30MaCHOCTH JOJKHA OBITh  BBINIOJIHEHA AHTHUBHUpYCHAs
nposepka UCII/IH.

7.9. Ha xoMnploTepHl 3ampeniaeTcsi YCTaHOBKa MPOTPaMMHOTO OOEeCIeUeHHs,
HE CBS3aHHOTO C BBITIOJIHEHUEM (YHKIMH, MPETyCMOTPEHHBIX TEXHOJIOTHYECKUM
mpoiieccoM o0paboTKX HH(pOpMAITHH.

7.10. IIpy BOBHMKHOBEHUU MOJO3PEHUS HA HAJIMYME KOMIBIOTEPHOTO BHpYyCa
(HeTunuyHas paboTa mMporpamM, MOSBICHUE TpapUUYecKuX U 3BYKOBBIX 3((PEKTOB,
UCKOKCHUN JaHHBIX, MpomnagaHue (aiyioB, YacTtoe IOSBIECHHUE COOOIIEHUN O
CUCTEMHBIX OIIMOKaX W T.Nl.) TMOJb30BATEIh CAMOCTOSITENIbHO (MM BMECTE C
aIMUHUCTPATOPOM O€30MaCHOCTH) OJDKEH MPOBECTH BHEOUEPETHONW aHTHBUPYCHBIN
KOHTPOJIb KOMIIBIOTEPA.

B cnydae oOHapyxeHHsST TIpH TPOBCJICHHH AaHTHUBUPYCHOM IPOBEPKHU
3apaK€HHBIX KOMITBIOTEPHBIMU BUpYycamMu (aiijIoB MOIb30BaTENh O0S3aH:

- IPUOCTAHOBUTH 00paboTKy nanubx B UCII/IH;

- HEMEJIJICHHO MOCTaBUTh B U3BECTHOCTH O (pakTe OOHApYKEHHUS 3apa>KeHHBIX
BUpycOM  (ailoB  aAMUHHUCTparopa 0Oe€30mMacHOCTH, a TakKe CMEXHbBIC
MO/Ipa3/ieNICHus], UCTIONIb3YIOMKe 3TH Gaiisl B padbore;

- COBMECTHO C BIAJICNBIIEM 3apa)KEHHBIX BHUPYCOM (HaiiJIoB MPOBECTH aHATU3
BO3MOKHOCTH, TAJIbHEUIIIETO UX UCTIOJIb30BaHMUS;

- POBECTH JICUCHUE WIIH YHUUITOKEHNE 3apaKEHHBIX (DAIITOB.

7.11. OTBETCTBEHHOCTb 332 OpraHU3alUi0 aHTUBUpYCcHOro KoHTpois B MCII/x
B COOTBETCTBUM C TpeOoBaHMsIMU Hacrtosimero IlomoskeHuss Boznaraercss Ha
OTBETCTBEHHOTO 32 3alUTy UHGOPMAIUU.

7.12. OTBETCTBEHHOCTH 34 MPOBEJICHUE MEPOIPUATUI AHTUBUPYCHOW 3aLUATHI
B koHkpetHoi MCII[lH u coOmonenue tpeboBanuii Hacrosmero Ilonoxxenus
BO3JIaraeTcsi Ha aJMHUHUCTpaTopa OE€30MacHOCTH M BCEX IOJIb30BaTeNe HTaHHOU
NCII .



8. IIpaBuia nmapoabHON 3aIUTHI

8.1. JlaHHple TmpaBWJa pETIAMEHTUPYIOT OPraHU3alMOHHO-TEXHUYECKUE
MEpOMPUATUS MO OOECHEYEHHUIO MPOLECCOB TE€HEepaluu, CMEHbl U IpEeKpalieHUs
nevcteus naponed B MCIIH, a Takke KOHTPOJb AEHCTBHUM IOJb30BATEIEH NPH
pabote ¢ maposMHU.

8.2. OpraHu3allMOHHOE U TEXHMYECKOe 00eCleueHHe IMPOLIECCOB I'€HEPALNH,
WCIIOJb30BaHUsA, CMEHBI U NPEKpALIEeHUsl JEUCTBHS Mapojeld BO BCEX MOJCHCTEMAX
NCIIIH u KOHTPOJIb AEHCTBUI TOJIH30BATEICH TTPU pabOTE C MapOJISIMU BO3JIaraeTcst
Ha aJIMUHUCTpATOpa 6€30MaCHOCTH.

8.3. JIuuHble TApPONM JIOJKHBI TE€HEPUPOBATBCA M PaCHPENENATHCS
LEHTPAJTM30BaHHO JIMOO BBIOMpaThes mnoib3oBatensiMu OBT camocrosiTesHO €
YUETOM CJIEIYIOUIUX TPEOOBAHMIA:

- IapoJib JOJIKEH OBITh HE MEHEee 6 CUMBOJIOB;

- B YMCJIE CUMBOJIOB MapoJisi 00A3aTENIbHO JOJDKHBI MPUCYTCTBOBAaThH OYKBHI B
BEPXHEM WJIM HIDKHEM PETUCTpax, MUQPHI W/WIH crienuaibHble CUMBONH (@, #, $,
&, *, % u 1.11.);

- CHMBOJIBI mMapoyie s pabouyuxX CTaHUWNA, HAa KOTOPBIX YCTaHOBJICHO
CPEICTBO 3alUThl MHGOPMAIMH OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA, JOJKHBI
BBOJUTHCS B PEKUME JATUHCKOW pacKIaJKU KIaBUATYPBL;

- Mapojib HE JOJDKEH BKIIOYAaTh B CeOsl JIETKO BBIUUCISIEMbIE COYETAHUS
CUMBOJIOB (MMeHa, ¢paMuiIn, HauMmeHoBanuss APM u T.1.), a Takke oOUIEIPUHSITHIE
cokpamenus (3BM, JIBC, USER u T.11.);

- [P CMEHE NapoJisi HOBOE 3HAYEHUE JOJKHO OTJIMYATHCS OT MPEIbIAYIINX;

- TIOJIH30BATENIh HE MMEET MpaBa COOOIIATh JIMYHBIN Mapoib IPYTUM JIUIAM.

Bnagenbupl  maponeil  JOMKHBI  OBITh  O3HAKOMJIEHBI TI0J] POCIHCH C
NEPEUNCICHHBIMU BBIIIE TPEOOBAHUSMHU U MPEAYNPEKIACHBI 00 OTBETCTBEHHOCTH 32
UCIIOJIb30BaHKUE MapOJIei, HE COOTBETCTBYIOIIUX JIAHHBIM TPEOOBaHUSAM, a TAKXKE 32
pasriamieHue napojbHON HHPOPMAIIHH.

8.4. B cmydae BO3HUKHOBEHHS HEINTATHBIX CHUTyallui, (opc-MaKOpHBIX
00CTOATEIBCTB, TEXHOJOTUYECKOW HEOOXOIUMOCTH HCIIONIb30BAHUS UMEH U MapoJeit
COTPYAHUKOB (HCIIOJHUTENENH) B UX OTCYTCTBHE, COTPYAHUKHU OOS3aHBI Cpa3y Ke
MOCJ€ CMEHbl CBOMX TNApojied WX HOBBIE 3HA4YeHUs (BMeCTe€ C UMEHAMH
COOTBETCTBYIOIIUX YUETHBIX 3aIMCEH) B 3alle4aTAHHOM KOHBEPTE WJIM ONE€YaTaHHOM
IICHAJIE TIepefaBaTh Ha XPAHEHUE PYKOBOAMTENIO CTPYKTYPHOTO HOIPAa3ICIICHMUS.
3anevyaTaHHble KOHBEPTHI (II€HANbI) C MAPOJISMHU UCHOJHUTENEH JOJKHBI XPAaHUTHCS
B HEJIOCTYITHOM MECTE€ Y PYKOBOAUTEINS CTPYKTYPHOI'O MOIPa3/IeIICHHUS.

8.5. IlonHas naHoOBasi CMEHaA IMaposed MOJIb30BAaTENEH TOJDKHA MPOBOAUTHCS
PETYIISIPHO, HE PEKE OJTHOTO pa3a B TeueHue 360 nHeil.

8.6. BHemnaHOBas CMEHa JIMYHOTO MAapojsd WIH YIAAJECHHE YYETHOM 3amucu
none3oBarens MCII[IH B ciydae mnOpekpameHuss €ro IOJHOMOYMH JOJKHA
MPOU3BOAUTHCS AIMHHUCTPATOPOM 0€30MacHOCTH (JIMOO0 HOBBIM TOCTOSHHBIM



MOJIb30BAaTENIEM) HEMEJICHHO TMOCJIE OKOHYaHHUS TMOCJIEJIHEro ceaHca paldoThl
JAHHOTO MOJIb30BATENS C CUCTEMOM Ha OCHOBAaHUM yKa3aHMs HauyaJbHUKA OT/AENA.

8.7. BHemnaHOBass MOJIHAS CMEHA MapoJiel BCEX MOJIb30BATEIEH JOJDKHA
MPOU3BOJIUTHCS B cCllydyae MpEeKpauleHus MOTHOMOYMI (YBOJBHEHHUE, MEpPEeXo] Ha
IpYryto pabOTy BHYTPHU MPEINPUATHS U APYTHe OOCTOSTEIHCTBA) aMUHUCTPATOPA
0€30MacHOCTH.

8.8. B cmywyae xoMmpomeTauuu JUYHOrO mapois mnons3oBartens MCIIAx
JOJKHBI OBITh HEMEJJIEHHO MPEINPHUHATHI MEPbl 10 BOCCTAHOBJIEHUIO MApPOJIBHOU
3aILUTHI.

8.9. Konrtposnp pneiicTBHil ToNB30BaTeNied NpU  paboTe C MaApOISIMH,
cOOJII0/IeHNEe TOpsAJIKa MX CMEHbI, XpaHEHUsS U HCIOJIb30BAaHUS BO3JIaraeTcsi Ha
aIMUHUCTpaTOpa 0€30MaCHOCTH.

9. IIpaBuna 06GHOBIEHUS OOLIECUCTEMHOTO U IIPUKIAIHOTO MPOTrPAMMHOI0
oOecrnieuenusi, Texuuueckoro oociyxuBanus UCIIn

9.1. Hacrosmue mnpaBuwia periiaMeHTUPYIOT olecreueHne O0e30macHOCTH
uHGOpMAIIMKM TIPU TPOBEJCHUU OOHOBJICHUS, MOIU(MUKAIIMN OOIIECUCTEMHOTO U
NPUKJIAJHOTO MPOTrPAaMMHOTO OOECIeYeHUsl, TEXHUYECKOr0 OOCIYXUBAaHUA WU TIPHU
BO3HMKHOBEHUH HEIITATHBIX cuTyarui B padote UCIIJIH.

9.2. Bce uzMmeHeHHs] KOHPUTYpalui TEXHUYECKUX W MPOrPAMMHBIX CPENICTB
NCIIH n0JKHBI TPOU3BOIUTHCS TOJIBKO HA OCHOBAaHUHU 3asBOK OTBETCTBEHHOTO 3a
sKcIuTyaTanuio koukpernoro MCITIH.

9.3. [IpaBo BHEceHHUs U3MEHEHUM B KOH(PHUTYpAILIHIO anmapaTHO-TPOrPaMMHBIX
cpencts, 3amuiieHubix UCII/In npegocTaBisercs:

- B OTHOLICHHMH CHUCTEMHBIX W TMPUKIAJAHBIX IPOTPAMMHBIX CPEACTB -
aIMUHUCTPATOpy O€30MAaCHOCTU IO COIVIACOBAHMIO (B CiIy4ae, €CJM IMPOBOJUIIACH
aTTecTalus) C OpraHoM IO aTTeCTallMy, MPOBOAMBIIMM aTTECTALMIO JaHHOU
NCIIdn;

- B OTHOUIEHHWM AalIApaTHBIX CPEACTB, a TAKKE B OTHOLICHUU MPOIPAMMHO-
anmapaTHBIX CPEJICTB 3aIUTHI - aIMUHUCTPATOPY OE30MaCHOCTH MO COTJIACOBAHHIO
(B ciywae, eciau NOpOBOJAWJIACH AaTTECTalMs) C OPraHoM [0 AaTTEeCTalluu,
MpoBOAMBIIUM atTtecTanuto nanHoit UCIIJIH.

9.4. N3menenne koH(purypauuu annapaTHo-mporpaMMmubix cpenacts UCIIn
KeM-TH00, KpOME TEPEUUCICHHBIX B 1. 9.3 yIMOJTHOMOYEHHBIX COTPYIHHKOB U
MOJpPa3ACIICHUN, 3aMPEIICHO.

9.5. Ilpoumemypa BHeceHUS H3MEHEHWH B KOH(MUTYpalUIO CHUCTEMHBIX W
NpUKIagHbIX  nporpammubix  cpenctB  MWCIIJJlH  uHMmuupyeTcss — 3asiBKOM
OTBETCTBEHHOTO 3a 3Kkcruryatanuto MCIT/H.

9.6. B 3asBKke MOTyT YyKa3bIBaTbCsS CIEAYIONIME BHUABI HEOOXOAUMBIX
W3MEHEHUU B COCTABE aIapaTHbIX U nporpamMHubix cpeacts UCII/IH:



- yCTaHOBKa (pa3BepThIBaHHE) Ha KOMIMbIOTEP(bI) MPOTrPaAaMMHBIX CPEJCTB,
HEOOXOJUMBIX JJi pEeUIeHUs OIpejeieHHON 3aauu (100aBiIeHHE BO3MOXHOCTH
penieHus nanHoi 3agauu B qannou UCIIIn);

- OoOHOBIEHHME (3aM€Ha) Ha KoMIbloTepe (aX) MNPOrPaMMHBIX CpEJCTB,
HEOOXOJUMBIX JUIsl pelIeHUs] OmpeAesieHHOW 3amaun  (OOHOBIIGHHE BEpCHIA,
WCIIOIb3YEMBIX JIJISI PEIICHUsI OTIPE/IeICHHON 3aa4M IPOorpamMm);

- yIaJeHUuEe ¢ KOMIIbIOTEpA MPOTrPaMMHBIX CPEJCTB, MCIOJb30BABIIUXCS JJIS
pelieHrs ONpEeNeICHHOW 3a1aud (MCKIIOYEHHE BO3MOXXHOCTH pEIIECHUs JaHHON
3a/1a4M Ha TAHHOM KOMIIBIOTEPE).

9.7. Taxxe B 3adBKe yKa3blBaeTca YycioBHOe HauMeHoBaHue HWCII/IH.
HaumeHoBaHus 3aau yKas3bIBalOTCS B COOTBETCTBHM C IEPEUHEM 3ajlady apXuBa
JTUCTPUOYTUBOB YCTAaHOBJIEHHOI'O MPOTPAMMHOIO OOECIEUeHUs, KOTOPhIE MOMKHO
pelaTh ¢ UCMOJIb30BaHUEM YKa3aHHOT'O KOMITbIOTEpA.

9.8. 3asBky oTBeTcTBeHHOTrO 3a 3KcmryaTanuio MCIIIH, B koTopoii TpedyeTtcs
MPOU3BECTH W3MEHEHUS KOH(UTYpallMd, pPacCMaTpUBAaeT OTBETCTBEHHBIM 3a
opraHuzaiui 00pabOTKH MEPCOHANTBHBIX JaHHBIX B MHUHHCTEPCTBE, BUBHPYET €€,
yTBEpXKAasi TEM CaMbIM [POU3BOJCTBEHHYIO HEOOXOAUMOCTh IPOBEJCHUS
yYKa3aHHBIX B 3asBKE M3MCHECHHUH, MOCIE Yero 3asBKa MepeaaeTcs aIMUHUCTPATOPY
0e30MacHOCTH ISl  HEMOCPEACTBEHHOTO MCIOJMHEHUsT paboT 1O BHECEHHIO
U3MEHEHUN B KOH(UTYPAITHIO KOMITbIOTEPa, YKazaHHoro B 3asiBke UCII/IH.

9.9. TIlogroroBka OOHOBIEHUS, MOAUPUKAIUKA  OOIIECUCTEMHOTO H
npukiagHoro nporpammHoro obecneuenus WCIIH, TecTupoBaHue, CTEHAOBBIE
UCHIBITaHUA (TP HEOOXOAMMOCTH) U Tepeada UCXOAHBIX TEKCTOB, TOKYMEHTAIIUU U
TUCTPpUOYTUBHBIX HOCHTENICH MPOrpaMM B apXUB JUCTPUOYTUBOB YCTAHOBIEHHOTO
IPOrpaMMHOT0 OOeCleYeHusl, BHECEHHUE HEOOXOAMMBIX W3MEHEHUW B HACTPOUKHU
cpeactB 3amutbl ot HCJ| u cpeacTB KOHTPOJS IEIOCTHOCTH (hailJloB Ha
KOMIIbIOTepax (OOHOBIIEHUE) U yAAJIEHUE CUCTEMHBIX U MPUKIIATHBIX TPOTrPAMMHBIX
CPEIICTB TPOU3BOJUTCA aJIMHHHCTPATOPOM O€30MacHOCTH IO COTJIACOBAHUIO C
OpraHoM IO aTTecTanuu (B ciydae, €clid MPOBOAMIIACH aTTeCTalus), MPOBOAUBIIUM
arrectaniuio  ganHod  MCII[In. PabGoTel  mpom3BomaTcss B NPUCYTCTBHHU
OTBETCTBEHHOTO 3a 3KcIuryaranuto nanHo UCII/IH.

9.10. YcranoBka unu ooHoBieHue nojacucrem MCIIH 10KHBI TPOBOIUTHCS
B CTPOTOM COOTBETCTBHH C TEXHOJOTHEH MPOBEICHUS MOAU(PUKAINUNA TPOTrPAMMHBIX
KOMILJIEKCOB JJAHHBIX MOJICUCTEM.

9.11. VYcranoBka u oOHoBieHue IIO (cucremMHOro, TECTOBOrO W T.N.) Ha
KOMIIBIOTEpAX  MPOU3BOAMUTCS  TOJABKO C  OPUTHMHAIBHBIX  JIMIEH3MOHHBIX
TUCTpUOYTUBHBIX  HOcUTeNe; mpukiagHoro IIO - ¢ 2TaJlOHHBIX KOMHUU
MPOTPAMMHBIX CPEACTB, MOJYYCHHBIX M3 apXWBa JUCTPUOYTHBOB YCTAHOBICHHOTO
MIPOrpaMMHOTr0 00ecTieUeHUsI.

9.12. Bce nobaBnsiemple MPOTpaMMHBIE M allapaTHBIE KOMITOHEHTHI JODKHBI
OBITh TPEABAPUTEIHLHO MPOBEPEHBI HAa PabOTOCIOCOOHOCTH, a TaKKe OTCYTCTBUE
OMacHBIX (PYHKIUH.



9.13. Ilocne ycranoBku (oOHOBIeHUsA) [0 anmuHHMCTpaTOp 0€30MacHOCTH
JOJDKEH MPOMU3BECTU TpeOyemble HACTPOMKH CPEACTB YIPABICHHS JOCTYIOM K
KOMIIOHEHTaM KOMIIbIOTEpa U MPOBEpPUTH padoTocnocodHocTh 110 U nmpaBMIIBHOCTH
UX HACTPOMKM M TPOU3BECTH COOTBETCTBYIOIIYH0 3anuchk B JKypHanme ydera
HemtaTHbix cutyannii B WCIIIH, BbIMoMHEHHUs NpOUIAKTHUYECKUX padoT,
YCTAHOBKM W MOAM(UKALMK NPOrpaMMHBIX cpeacTB Ha komnbrorepax HWCIIIn
cornacHo npuiiokeHuto Ne 5 k [lomoxkeHuto, AenaeT OTMETKY O BBINOJHEHUM (HA
oOpaTHOM CTOpOHE 3asiBKH) U B TEXHUYECKOM MacHopTe.

9.14. ®opmar 3anmuceit XKypnana ydera HewmtatHbix curyaunii WCII/H,
BBITIOJIHEHUS TPOPMIIAKTUYECKUX PabOT, YCTAHOBKH U MOJU(PUKAIIUU MMPOTPAMMHBIX
cpenctB Ha komnbroTepax MCII/IH ycTaHaBIMBAETCS TJIABHBIM BPA4OM.

9.15. Ilpu BO3HUKHOBEHHMH CHUTyallui, TPEOYIOIMMX Mepeayud TEeXHUYECKUX
CPEACTB B CEPBHUCHBIA LEHTP C LIEJNBIO PEMOHTA, OTBETCTBEHHBIN 3a AKCIUTYyaTallHI0
UCTIIn noxmnanpiBaeT 00 3TOM OTBETCTBEHHOMY 3a 3aIIUTy MH(OpMAIUU, KOTOPBINA
B CBOIO OuY€pe/ib CBS3BIBACTCA C COTPYJHHMKAMHU OpraHa Mo aTTecTaluu (B ciyuae,
€CIM MpOBOAWIACh aTTeCTalus) W B JalbHEHIIEM JAEHCTBYET COIJIACHO HX
UHCTpYKIMsIM. B nmaHHOM ciydae aaMuHHCTpaTop 0€30macHOCTH — 00s3aH
OPEANPUHAT, HEOOXOAMMBIE MEpbl MJIsg 3aTHpPaHMs 3aluiaeMol uHOpMaIuu,
KOTOpasi XpaHWJIACch Ha AUCKaX KOMIbloTepa. OpUruHAIbI 3asiBOK (JOKYMEHTOB), Ha
OCHOBaHUU KOTOPBIX MPOU3BOAUINCH U3MEHEHHUS B COCTABE MPOTPAMMHBIX CPEJCTB
KOMIIBIOTEPOB C OTMETKAMHU O BHECEHHMM HW3MEHEHUW B COCTAaB IMPOrPAMMHBIX
CPEACTB, NOJDKHBI XpPaHUTbCA BMecTe ¢ TexHuueckuM macnoproM Ha HCII[H un
Kypnanom ydeta Hemrratabpix cutyaruii UCIIIH, BeImogHeHUS TPOPUITAKTHUSCKUX
paboT, YCTaHOBKM M MOJU(DHUKAIMK MPOTPAMMHBIX CpPEJICTB Ha KOMIIBIOTEpaXx
NCITIIH y OTBETCTBEHHOT'O 32 3aIUTy HH(POPMAITUH.

9.16. Kornuu 3asBOK MOTYT XpaHUThCS Y aMUHHUCTpATOpa OE30MaCHOCTH

- st BocctaHoBiieHus koHdurypanuu MCII/IH mocne aBapwuit;

- JUIs1 KOHTPOJig TpaBoMepHOCTH ycTaHOBKU Ha MCIIJIH cpeacTs muisi peiieHus
COOTBETCTBYIOIIUX 3aja4 MPHU pazdope KOH(PIUKTHBIX CUTYaINN;

- 1 NPOBEPKU MPABWIBHOCTH YCTAHOBKH M HACTPONKHU CPENICTB 3aIIUTHI
NCIIH.

9.17. ®akT yHMUYTOXKEHUS JAHHBIX, HAXOJUBIIUXCA Ha JUCKE KOMIIBIOTEPA,
oopMIIsieTCs aKTOM 3a TOJIHUCHI0 aJMUHUCTpATOpa 0E30MaCHOCTH M COTPYIHHKA,
OTBETCTBEHHOTO 3a 3KcrutyaTanuto nanHou UCITH.

9.18. C uenbio coOtOf€HUSI MPUHIMIA MEPCOHAIBHON OTBETCTBEHHOCTH 32
CBOM JIEUCTBUSl KaXJOMY COTPYAHHUKY, JONMYIIEHHOMY K pa0oTe Ha KOMIBIOTEpaX
koHkpeTHOM VCII/IH, 1OMKHO OBITH COMOCTABICHO MEPCOHATIBHOE YHUKAIBHOE UMS
(yueTHasi 3amuch MOJIb30BATENA), IMOJ KOTOPBIM OH OYyIET pPEerucTpupoBaThbCi H
paboTaTh Ha JAHHOM KOMIIbIOTEPE.

9.19. Hcnonb3oBaHue HECKOJBKUMHU coTpyAaHuKamu npu pabore B MCIIH
OJIHOTO M TOTO K€ UMEHH M0JIb30BaTels ("TpynmnoBoro MMeHu'") 3anpeiieHo.

9.20. Ilponeaypa peructpaiuu (CO3IaHUsI YYETHON 3alKCH) TMOJb30BATENS U
NpeaocTaBieHuss eMy (WM U3MEHEHHUs ero) mpaB jgocTtyna k pecypcam MCIIIn



VHUIMUAPYETCS 3aBKOM OTBETCTBEHHOTO 3a JKcruryatauuto aanHou HCII/IH, B
KOTOpPOH yKa3bIBaeTCs:

- coJepKaHUE  3alpallMBaeMbIX HM3MEHEHUM (perucrpauusi HOBOTO
nonb3oBaresas UCII/IH, ynaneHne y4eTHOM 3aluCcH MOJIb30BATENs, PACIIMPEHNE UIU
Cy)KEHHE TMOJHOMOYMM u mnpaB jgoctyna K pecypcam HCII[In  panee
3apEeTUCTPUPOBAHHOIO MOJIB30BATENS);

- JTOJDKHOCTH (C TIOJIHBIM HaWMMEHOBaHUEM OTjieNa), (aMUivs, UM U OTYECTBO
COTPYIHUKA;

- UM TIOJIh30BaTeNs (YUETHOM 3aMKCH) IaHHOTO COTPYIHUKA,

- TIOJIHOMOYHS, KOTOPhIX HEOOXOIUMO JHUIIUTH MOJb30BATENSl WU KOTOPHIC
HE00X0AUMO 100aBUTh MOJIB30BATENIO (IyTEM YKa3aHUs pellaeMbIX MOJIb30BaTeIeM
3agad B UCII/IH).

9.21. 3asBKy paccMaTpuBaeT OTBETCTBEHHBIM 3a OpraHu3anuio o0pabOTKH
NEPCOHANBHBIX JaHHBIX, BU3UPYS €€, YTBEpKJas TeM CaMbIM IPOU3BOJICTBEHHYIO
HEOOXOAMMOCTh JIOMyCKa (M3MEHEHUs TpaB JOCTyMHa) JaHHOTO COTPYAHHKA K
HEOOXOAUMBIM ISl PEIICHHS MM YyKa3aHHBIX B 3asBke 3amad pecypcam MCII/IH.
3aTeM TMOJMHUCHIBACT 3aJaHUE aJMHUHUCTpATOpy O€30MacHOCTH Ha BHECEHHUE
HEOOXOAUMBIX U3MEHEHUW B CIUCKH TOJIb30BATENICH COOTBETCTBYIOIIUX IMOJACUCTEM
NCIIHx.

9.22. Ha ocHOBaHMHU 3a/1aHMs], B COOTBETCTBUU C JOKYMEHTAILIMEl HAa CPEACTBa
3allUTl OT HECAaHKIMOHWPOBAHHOTO JIOCTYIa, aJMUHUCTpATop O€30MacHOCTU
POU3BOJIUT HEOOXOAMMBIEC OIEpaIlMy IO CO3/aHUI0 (YAAJICHHUIO) YYETHOM 3amucu
N0JIb30BATENsA, IPUCBOCHHUIO €EMY HAYAJIBHOTO 3HAYEHHUs Mapois (BO3MOMXKHO TaKKe
PETHCTPAIMIO TEPCOHAILHOTO UACHTH(PUKATOPA), 3asBICHHBIX IMpPaB JOCTyINa K
pecypcam UCII[In u apyrue HeoOXonuMble NEUCTBHs, yKa3aHHbIC B 3ajaHuu. J{is
BCEX MOJIb30BATENICH JAOKEH OBITh YCTAHOBJIIEH PEXUM MPUHYAUTEIHLHOTO 3ampoca
CMEHBI MapoJisi HE PEXKEe OJHOTO pa3a B TeueHue 360 gHel.

9.23. Ilocne BHECEHHUS M3BMEHEHMI B CIKMCKH IOJb30BATENICH aJIMUHUCTPATOP
0€30MacHOCTH TODKEH 00€CTIeUYnTh HACTPONKU CPENICTB 3aIlIUThI, COOTBETCTBYIOIINE
TpeboBanusiM Oe3omacHocTr ykazaHHod MCIIIn. Ilo okoHYaHWMM BHECEHUS
M3MEHEHUM B CHHUCKM TOJIb30BaTeJed B 3asBKE JE€JA€TCA OTMETKAa O BBINOJHEHHUU
3aJIaHuA 32 TIOJIMKCHI0 UCTIOTHUTENS - AIMUHUCTPATOP O€30MacHOCTH.

9.24. CotpyaHuKy, 3apEerUCTPUPOBAHHOMY B Ka4e€CTBE HOBOT'O MOJIb30BaTEIIsS
UCIIdH, coobmiaeTcsi WMsi COOTBETCTBYIOLIETO €My IOJb30BATENsl U MOXKET
BBIIABATHCS MEPCOHAIBHBIN WACHTHPUKATOP (I pabOThI B peKUME YCHICHHOU
ayTeHTH(HUKaMK) 1 HaYalbHOE(-bIe) 3HAUCHUE(-1s1) Mapostsi(-eif), KoTopoe(-bie) OH
00s13aH CMEHUTH TIPH TIEPBOM K€ BXOJIE B CUCTEMY.

9.25. HcnonHeHHble 3asiBKa M 3aJaHhe (32 MOJNUCHIO aJIMHHUCTPATOpA
0€30MacHOCTH) TMEpPelaloTCsl PYKOBOJIUTENI0 HAa XpPaHEHUE, KOTOpPhle MOTYT
BIIOCJIEJICTBUH UCIIOJIb30BATHCS:

- VIS BOCCTAHOBJICHUS MMOJITHOMOYHM TToJib3oBaTesen nocie aBapuit UCII/H;

- JIJIsl KOHTPOJI MPABOMEPHOCTH HAJIMYUS Y KOHKPETHOTO T0JIb30BATENs MPaB
JOCTyMa K TeM uiu uHbIM pecypcam UCITIH npu pazdope KOHPIUKTHBIX CUTYyaIUi;



- I MPOBEPKH COTPYAHUKAMH KOHTPOJIMPYIOIIMX OPraHOB IPABUIIBHOCTH
HAaCTPOMKHM CPENICTB pasrpaHndeHus gocryna K pecypcam UCII/IH.

10. IopsiioK KOHTPOJISE COOJIIOIEHUS YCIOBHUI UCIOIB30BAHUS CPEJCTB 3aALUTHI
uH(OpMaIIMH, B TOM YHUCII€ KPUMITOTpahruuecKux

10.1. [Jauwslii pasgen IlomoxkeHuss ompenenseT MOpPSAAO0K KOHTPOJIA
COOJIFO/ICHUST YCJIOBUM MCTOJBb30BAaHUSI CPEACTB 3alluThl uWHOpManuu (nanee -
C31).

10.2. Texuuueckue cpeacTBa 3allUThl HHGOPMAIUU SIBISIOTCS BaKHBIM
komnoHenToMm OB I1/H.

10.3. Iopsiaok padotsl ¢ Texuuueckumu C3U onpenenieH B COOTBETCTBYIOUINX
PYKOBOJICTBaX II0 HacTpodike U wucnoib3oBaHuro C3U o0s3aTenbHBIX IS
UCIIOJTHEHUS, KaK COTPYJHHUKaMU, OOpalaThIBAOIIMMU  KOH(MUICHIIMATBHYIO
uHoOpMaIHIo, Tak U aAMUHUCTpaTopoM O6e3zonacuoctu MUCII/IH.

10.4. IIpaBo mnpoBepku COOMIOJEHUS YCJIOBHH HCIOIb30BAHUS CPEICTB
3aIUTHl HHPOPMAITUU UMEIOT:

- TJIABHBIN Bpady;

- OTBETCTBEHHBIN 32 OpraHu3alnio 00pabOTKH MePCOHANBHBIX JTAHHBIX;

- OTBETCTBEHHBIN 3a BBIMIOJIHEHHE pabOT MO oOecrneyeHuto 0e30MacCHOCTH
NEPCOHAIBHBIX JAHHBIX.

10.5. TTonszoBarento UCIT/IH kaTeropr4ecku 3anpeniaeTcs:

- 00pabaTeiBaTh KOH(PUACHIIMATBHYIO HHGOPMAIIHIO ¢ oTKiIFoueHHbIMU C3U;

- MeHATh HacTpoliku C3U.

10.6. AnvuHHCTpaTOpy O€30MaCHOCTH 3allpeliaeTcs MEHATh HaCTPONKH
nporpaMmMHo-anmapateix C3U, npeaycTaHOBIEHHBIE CIIENUAINCTOM OpraHHU3alUH,
UMEIOIIEH JTUIEH3UIO Ha JEATEIbHOCTh M0 TEXHUYECKOH 3amuTte uHpopmaiuu, 6e3
COIJIaCOBAHMUS C 3TOW OpraHU3alUEN.

10.7. Ecou B Xone MEpUOJUYECKHX, IUIAHOBBIX WJIM BHE3AMHBIX MPOBEPOK
NCTI/In BeisiBneHo Hapymienue TpeboBanus 1. 10.5, To mpoBoaUTCS paccienoBaHue
coryiacHO TyHKTY 4.7 nanHoro IlonoxeHus.

10.8. Kpunrorpaduueckue C3W MOMKHBI UCIIOIB30BATHCS B COOTBETCTBUU C
TEXHHUYECKOW U OKCIUIyaTallMOHHOM JIOKYMEHTAllM€l Ha HHX, a TaKke B
COOTBETCTBUH C MPABUIIAMU MOJIB30BAHUS UMH.

11. Ilopsimok oxpaHbl U JOMYCKA MOCTOPOHHUX JIMIL B 3AIUIIIAEMbIE TTOMEIIICHUS

11.1. Hacrosmee [lonoxkenue ycTaHaBIMBAET HOPSIAOK OXPaHbI 3AIIUIIAEMbBIX
nomemienuid UCII/IH.

11.2. BckpbiTHE M 3aKpBITHE IMOMEIICHUN OCYLIECTBISIETCS COTPYAHUKAMH,
paboTaroUMMU B TaHHBIX TOMEILICHUSIX.



CoMcok  COTpYAHMKOB, HMEIOIIMX NPaBO  BCKPBIBATh  ITOMEIIEHHS,
YTBEPKIAETCS TIIaBHBIM BpPauyoOM.

11.3. Ilpm OTCYyTCTBMM COTPYOHHUKOB, OTBETCTBEHHBIX 34 BCKPBITHE
MOMEIICHHUM, TaHHbIE MOMEIIEHUsI MOTYT ObITh BCKPBITHI KOMUCCUEN, CO3/IaHHON Ha
OCHOBAHUU PACIIOPSKEHHUSA, O YEM COCTABIISIECTCS aKT.

11.4. Ilpu 3akpbITUM TIOMELIEHUA COTPYIHHMKH, OTBETCTBEHHBIE 32
MOMEIICHUSI, TPOBEPSIOT 3aKPHITHE OKOH, BBIKJIIOYAIOT OCBEIIEHHUE, OBITOBBIE
npUOOPBI, OPITEXHUKY U MPOBEPSIIOT MPOTUBOIMOKAPHOE COCTOSIHUE MOMELIEHUs, a
JOKYMEHTBI U HOCUTENIM MH(OPMAIK, HAa KOTOPBIX COAECPKUTCS KOH(DUIEHIIUATbHAs
uHopmalus, youparorcs Al XpaHeHHUs B olleyaThIBaeMblil ceid (MeTaminuecKui
mkadg).

11.5. PykoBoauTenb, OTBETCTBEHHBIH 3a 3aUUTy HMHPOPMALMHU, U
aAMUHUCTpaTtop Oe3omacHocTH opraHusytor npoBepky WCIIJIlH Ha mnpenmer
HECAaHKIIMOHUPOBAHHOTO J0CTyna K KOH(HIEHIHaTbHON HMH(OpMAIUu U HaIU4Yue
JOKYMEHTOB M MAIlIMHHBIX HOCUTEJIeH HH(pOpMaLUU.

Ecnu oOHapyXeHO BTOp>KEHHE B 3allMIIAEMOE MOMELIEHUE, TO HEOOXOIUMO
NENCTBOBATh B MOPSAAKE, YKa3aHHOM B IyHKTe 4.7 Hacroswero [lonoxenus.

11.6. B coorBeTcTBUU ¢ TpeOoBaHusiMU JaHHOTO [lonoxkeHus mpu o6padoTke
zamuiaeMoil nHpopmaruu B UCII/IH HCKIIIOUNTh HEKOHTPOIMPYEMOE NpeObIBaHNE
MOCTOPOHHUX JIMI[ B TMpenaesax rpaHul] KoHTpoiaupyemon 3o0Hbl MCII/H,
OIIPEIEIIEHHBIX COOTBETCTBYIOIIMM IIPUKA3OM.

12. Tlopsitok cTrpaHus 3aniuinaeMoi HHGpopMaIuy U YHUITOXKCHHSI HOCUTEIEH
3alMIaeMoi nHpopMaIuu

12.1. B o0s3aTenbHOM TIOPSJIKE YHHUYTOKEHHUIO TOJICKAT TOBPEKICHHBIC,
BBIBOJIUMBIE U3 DKCIUTyaTallMd HOCUTENH, COJEPKAIME 3allUIaeMyto HH()OpMaIHIo,
UCIIOJIb30BAHUE KOTOPBIX HE MpeAmnoiaraercs B ganbHenmeM. CTUpaHUIO MOIeKaT
HOCHUTEIIM, COJAEpKallUe 3allUuIaeMyl0 HWH()OpPMAIUIO, KOTOPHIC BBIBOIATCA U3
skcrutyatauu B coctaBe MCIIJIn. He nomyckaroTcss cTUpaHUE HEHCHPABHBIX
HOCHUTEIIEM M Tepefaya UX B CEPBUCHBIM LEHTP ISI PEMOHTA. Takue HOCUTEIU
JOJKHBI YHUYTOKAThCSI B COOTBETCTBUU ¢ HacTosmuM [lopsiakom.

12.2. CtupaHue JOIKHO MPOU3BOJUTHCA MO TEXHOJIOTHH, MPETyCMOTPEHHOM
JUIsl JTAHHOTO THUIA HOCHUTEINsS, C TNPUMEHEHUEM CEePTU(PUIHUPOBAHHBIX CPEJICTB
rapaHTUPOBAHHOTO YHHYTOXEHHS WH(OpManuu (JOMycKaeTcsl 3a/IeliCTBOBATH
MEXaHW3Mbl 3aTUPaHUs BCTPOCHHBIE B CEPTUMUIMPOBAHHBIE CPEACTBA 3aAIUTHI
uHbOpMaIn).

12.3. YHUYTOXEHME HOCHUTENEH MPOU3BOAUTCSA IIyTEM HAHECEHUS UM
HEYCTPAaHUMOI'0 (PU3MUECKOTO TMOBPEKICHUS, HCKIIOYAIOMIETO BO3MOXXHOCTh HX
WCIIOJb30BaHUs, a TaKXE€ BOCCTAHOBIICHHS HHGOpMalUU (Mepes YHUUYTOKECHHEM,
€CJIM HOCHUTEIb UCIPABEH, JOKHO ObITh MPOU3BEACHO TAPAaHTUPOBAHHE CTUPAHUS
uHpopmanmn Ha Hocutene). HemocpeAacTBeHHblE IEUCTBHS 1O YHUUYTOXXEHUIO



KOHKPETHOTO THUIIA HOCHUTENS JOJDKHBI MCKIIOYAaTh BO3MOKHOCTH BOCCTAaHOBJICHUS
uH(pOpMaIIH.

12.4. bymaxkHble M MpoYHMe CropaeMmble HOCHUTENU (KOHBEPTHI C
HEUCTIONB3yeMbIMU 0O0Jie€ MapoJIsIMU) YHUYTOXKAIOT TYTEM CXKUTAHUS WU C
MOMOIIBIO JIIOOBIX OymMarope3aTeabHbIX MaIIUH.

12.5. Ilo dhakTy yHUUTOXKEHUS WM CTUPAHUS HOCUTEJICH COCTaBIseTCA aKT, B
KypHajIax ydera JAeNarTcsl COOTBETCTBYIOIINUE 3aMUCH.

12.6. Ilpouenypbl cTUpaHUS U YHUUTOKEHUS OCYILIECTBISIOTCSI KOMUCCHUEH, B
KOTOPYIO BXOJAT: OTBETCTBEHHBIN 3a skcruryatauuto MCIIJH, OTBETCTBEHHBIN 3a
3amuTy UHPOpMAITH, AAMUHUCTPATOP 0€30MaCHOCTH.

13. 3aKIIOYUTEILHBIE TTOJIOKECHUS

13.1. TpebGoBanmsi Hacrosimero IlomokeHuss oOs3aTenbHbl IS BCEX
COTPYAHUKOB, 00pabaTbIBaIOIINX KOH(UICHIIUATBHYIO UH(pOpPMALIIIO
(mepcoHanbHbIE JAHHBIE).

13.2. Hapymenue tpeGoBanuii Hactosiero [lonoxkeHus BiedeT 3a coOoi
OTBETCTBEHHOCTh B COOTBETCTBUH € 3aKOHOJATENbCTBOM Poccuiickoit denepanum.



Kypuan
NMO3K3EeMILIAPHOI0 y4eTa KPUNTOCPEACTB, IKCINIYATAIMOHHON U TEXHUYECKOH JOKYMEHTALMH K HUM, KJII0YeBbIX JOKYMEHTOB

IIpuioxenue 1 k [lonoxenuro

HanmenoBanue | Perucrpanmonssie Howmepa OTMmeTKa 0 MoJIy4eHU N OTMmeTKa 0 BbIAaue
KpHIITOCPEACTBA Homepa CK3U, JK3EMILISIPOB Ot xoro [ara u HOMep ®.1.0. Hara n
9KCIUTyaTallMOH | AKCIUTyaTallMOHHOW | (Kpunrorpadude |moyrydeHbI | CONMPOBOIUTENb | MMOJIB30BATEN | paciucKa B
HOU 1 U TEXHUYECKOUN CKHME HOMepa) HOTO TTHChMa Py MOJIYYEHUH
TEXHUYECKON JOKYMEHTAIUHU K KITFOUEBBIX KPHUIITOCPEAC
JOKYMEHTAllMM | HUM, HOMEpPA Cepui JIOKYMEHTOB TB
K HUM, KJIFOUEBBIX
KITFOUEBBIX JOKYMEHTOB
JOKYMEHTOB
2 3 4 5 6 7 8

OtmMmetka o moakrodeHuu (yctanoske) CK3U OtMmetka 00 uzbsatun CK3U u3 anmapatHbIx [Ipumeuanue
CPEJCTB, YHUUTOKEHHH KIIFOUEBBIX JOKYMEHTOB
®.1N.0. ara Howmepa anmapaTHbix Hara ®.1N.0. Howmep akta
M0JIb30BaTENs MOAKITIOUEHUS CPEICTB, B KOTOpbIE U3BATUS M0JIb30BATENS WM paciucKa
KPHUIITOCPECTB, (ycTaHOBKH) H YCTaHOBJICHBI UJTU K (yHMUTOXE CK3U, 00
IIPOU3BOIUBIIETO MOATNMKCH JIUL, | KOTOPBIM IHOJIKIIOYECHbI HUS) MPOU3BOJUBIIETO | YHHUUYTOXEHHUU
MOAKIIIOUEHUE MIPOU3BEAIINX KpUIITOCPEACTBA U3bATHE
(ycTaHOBKY) MO IKJTIOUEHUE (yHUYTOXKEHHE)
(ycTaHOBKY)
9 10 11 12 13 14 15




IIpuioxenue 2 k [lonoxenuro

Kypuan
yuyeTa MAlIMHHBIX HOCUTeJIell HHGopManuu

N Perucrpanmonn Bun Tun Hara Pacnucka B Pacniucka B Mecto Hara n [Ipumeuanue
n/m bl (y4eTHBIN) HOCUTENS | HOCUTENS | MOCTYIUIE MOJTY4CHUHN obpaTHOM XpaHEHUS HOMEp aKTa
HOMED U ero HUs (®.1.0, npueme (O.1.0., 00
HOCHUTENA €MKOCTb HOJIHUCH, AaTa) | MOJIHUCH, 1aTa) YHUYTOKEHH
u
1 2 3 4 5 6 7 8 9 10




Kypunan
yuyeTra XpaHUWJIHII

IIpuioxenue 3 k [onoxenunro

N Peruncrpanmonnslii Bun Hara damMunus 1 NOANKCH Mecto [arta u Homep akra |lIpumeuanue
n/m (y4eTHbIil) HOMEp XpaHWINILA | MOCTAHOBKU Ha IPUHSIBILIETO PacmoJIoKEeHus 0 BBIBOJIE U3
XpaHUIUIIa y4der (OTBETCTBEHHOTO0), AaTa (HOMep MoMelIeHus) JKCILTyaTaluu
2 3 4 5 6 7 8




MNEPUOAUYECCKOT0 TECTUPOBAHUS CPEACTB 3alIUTHI mul)opMamm

Kypuan

IIpuioxenue 4 k [onoxenunro

N HaumenoBanue Peructpanuonneie Hara daMuus 1 MOANUCH HaumenoBanue PesynbTar Hara
/i cpencta 3amutel | Homepa C3U ot HCJI | Tectupora OTBETCTBEHHOT'O TecTa, TECTUPOBAHHUS 0YEepPETHOTrO
nHpopmanuu ot WM KPUIITOCPECTBA HUs M0JIb30BAaTES, UCIIOJIb3yeMbIE (ycnemHbIii/HEeyCl | TECTUPOBAHMS
HCJI nunu IIPOBOIUBILIETO cpencTBa s CIIHbIN),
KpUINITOCPEACTBA TECTUPOBAHUE MIPOBEJICHUS TeCTa KOMMEHTapui
2 3 4 5 6 7 8




IIpunoxenue S k Ios10:keHn1I0

Kypuan
yuera HemrraTHbIX cutyannii UCII/{H, BbinoiHeHNs NpodguIakTHYecCKNX padoT, yCTAHOBKH M MOANGUKAIIUM IPOTPAMMHBIX CPeICTB Ha
komnbloTepax UCIIn

[Hara Kparkoe onucanue D.N.0. ®.1.0O. 0TBETCTBEHHOTO 3a [Tonnmuce cnennanucra | I[lpumedanue
BBITIOJTHEHHOM pabOThI WCIOJIHUTEIEH U UX skcrutyataruio [19BM, 0 3aIIuTe (cchuTka Ha
(HewTaTHON CUTYaI[1H) HOATHMCH MOJIHUCH uH(popManuu 3asIBKY)




Kypuan

IIpuioxenue 6 k Ionoxkennro

yuera l'lO.TIb30BaTe.]'IeI7[, AONYIIEHHBIX K I/IH(l)OpMaIII/IOHHbIM CUCTEMaM NMEPCOHAIBHBIX JAaHHBIX

N Hara damunms, nMms, HanmenoBanu Iloamucek mosb3oBartens 00 [Tonnuces agMUHHCTpATOpa [Ipumeuanue
n/m OTYECTBO e UCTIIn o3HaKoMJIeHHH ¢ [losoxxeHnem 0€301acCHOCTH O TOTOBHOCTH
I10JI30BaTEIIS U TpeOOBAHUSIMH TIO MoJIb30BaTeNs K pabore B
0€30MacHOCTH NCTIIu
1 3 4 5 6 7




IIpunoxenue 7 k Ios10:keHn10

Kypuan
NPOBEPOK IIEKTPOHHBIX )KYPHAJIOB

JlaTa mpoBepku HanmenoBanue HanmenoBanue BrIsiBieHHBIE HapyIIEHUS ITonnuce [Ipumeuanue
NCTIH, IPOBEPSIEMOTO TpeOoBaHui O€30M1aCHOCTH, aJMMHHCTpaTOpa
KOMIIBIOTEPA, KypHaia HEIITaTHbIE CUTYyallun 0e301acHOCTH
TEXHUYECKOTO
CpeacTBa




IIpuioxenue 8 k Ionoxkennro

Kypuan
NPOBEPOK 3HAHUI M HABBIKOB I0JIb30BaTeJ/Iel
®.1.0. nomxHocTs, | [aTa npoBeaeHus [Tonnuce OtmeTKa 0 pe3yabTaTax ITonnuce [Ipumeuanue
M0JIb30BaTeNs MIPOBEPKHU 0JIb30BaTeNs IPOBEJICHUS TIPOBEPOK aJMHHHCTpaTOpa
0e30macHOCTH




Kypuan

perucrpanu NMCbMEHHBIX 3aIIPpoCoOB

IIpuiaoxenue 9 k [onoxennro

Ne Bx. N Hara ®.1.0. CBeneHust 0 TOKyMEHTE, OtmeTKa 0 Hcx. Homep ®.1.0., [Tpumeuanue
n/n IMCbMa | MOJYYEHUS |TpakIaHU YIOCTOBEPSIOLIEM JINYHOCTh IPEIOCTABIICHU U Jara JIOJIKHOCTb,
3ampoca Ha U JI0CTyma K McbMa ¢ pocCnuCh
[1/Ix (oTKa3e B | OTBETOM Ha COTPYIHHUKA,
Howmep, Hara Kem JOCTYTIE) 3arpoc BbIIABILIETO
cepus BBIIAYM | BBIJIAH OTBET
1 2 3 4 5 6 8 9 10 11




IIpuaoxenue 10 k IoJsioxenuro

Kypuan
perucrpauuu I11n

N Hex. N Hata ®.1.0. Ceenenus o nepenaBaeMbix [/ HaumenoBan | Bx. N ®.1.0., [Ipumeuanue

n/m MaKera | OTIpPaBKU | OTBETCTBEHHO ue IaKeTa JIOJKHOCTB,
To KomunuectBo | Kareropu Iens OpraHu3auu pocnuck
COTpYIHHUKA YHUKAJIBHBIX g [T1n nepenayu [0JIy4aTess COTPY/IHHUKA,
3anucen MIPUHSBILETO
MakeT
1 3 4 5 6 7 8 10 11
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