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00 onpeaesieHUH Yrpo3 0€30MaCHOCTH MEePCOHATIBHbIX
JAHHBIX, AKTYAJbHbBIX IPH 00Pa00TKE MEPCOHATIBHBbIX
TAHHBIX

B I/IH(l)OpMaHI/IOHHbIX CUCTEMaAX IICPCOHAJIBHBIX TaHHBIX



Hacrosimee monoxkeHue o0 ONpenesieHuu yrpo3 0e30MacHOCTU
MEPCOHANBHBIX JTAaHHBIX, aKTyaJbHBIX MPH 00pabOTKe MEepPCOHANBHBIX JAHHBIX B
WH(POPMAITMOHHBIX CHCTEMax IEepPCOHAJbHBIX TaHHBIX MIKOJIBI pa3pabOTaHO B
cootBercTBUM ¢ KoHcTuTynueit PO, ®enepanbHbiM 3aKkoHOM OT 29 nexabdbpst 2012
r. N 273-®3 "O6 o6pazoBanuu B Poccuiickoit ®denepanun’, yactbto 5 cratbu 19
®enepanbHoro 3akoHa oT 27.07.2006 No 152-®3 «O nepcoHaNbHBIX JAHHBIXY,
Y CTaBOM IIKOJIBI.

1. O0ume moJI0KeHus.

1.1. ero3BI 0e30I1acHOCTH NCPCOHAJIBHBIX HAaHHBIX, AKTYAJIBbHBIX IIPpH
O6pa6OTK€ MNEPCOHAJIBHBIX JAHHBIX B I/IH(i)OpMaI_[I/IOHHBIX CUCTCMAX TICPCOHAIIBHBIX

JAHHBIX B IIKoJie (manmee - AKTyalbHble yrpo3el OesomacHoctu WCIIIH),
OIpeJieNieHbl B COOTBETCTBUM C YacTbl S ctatbu 19 denepanbHOro 3akoHa OT
27.07.2006 N 152-®3 "O mnepcoHaNbHBIX JaHHBIX", TNOCTAHOBJIEHUEM

[IpaButenbctBa  Poccmiickoit  ®epepaumum ot 01.11.2012 N 1119 "O06
YTBEPKJCHUN TPEOOBAaHUH K 3alUTE IMEPCOHAIBHBIX JaHHBIX MPH UX 00paboTKe B
MH(POPMAIIMOHHBIX CHCTEMaxX NEPCOHAIBHBIX JAaHHBIX', MpHKa3zoM dDenepallbHON
CITY>KOBI TIO TEXHUYECKOMY U IKCIOPTHOMY KOHTpoJito (nanee - ®CTIK Poccun)
or 11.02.2013 N 17 "O6 ytBepxaenun TpeboBaHuii o 3amure UHPOPMAIUHU, HE
COCTaBIIAIONICH TOCYJapCTBEHHYIO TaifHy, coJep)Kalleics B TOCYJapCTBEHHBIX
uHopMannoHHbIX cucremax', mpukazom O®CTOK Poccum ot 18.02.2013 N 21
"O6 yrBepxkaenun CocTtaBa U COAepKaHUs OPTAHU3AIMOHHBIX U TEXHUYECKUX MEP
no oOecreyeHNI0 O€30MaCHOCTH TMEPCOHAIBHBIX JAHHBIX NpHU UX 00paboTke B
MH(POPMAIIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX AaHHBIX", MpUKazom dDenepabHON
ciyx0b1  6e3omacHocTu Poccuiickori ®enepanuu (ganee - O®CBh Poccum) or
10.07.2014 N 378 "O06 yrBepxkaenuu CocraBa U coJiepKaHUsl OpraHU3allMOHHBIX U
TEXHUUYECKUX MEp MO 00ecredeHnto 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX MIPU UX
o0paboTke B  HMH(POPMAIIMOHHBIX  CHUCTEMax TEPCOHAJIBHBIX  JIAHHBIX C
MCIIOJIb30BAaHUEM  CPEICTB  Kpunrorpaduyeckoi  3amuThl  “HpOpMAImH,
HEOOXOJIUMBIX IS BBIMOJHEHHS yCcTaHOBJICHHBIX [IpaBuTenscTBOM Poccmiickoi
denepanuy TpeOOBaHWI K 3alllUTE MEPCOHANBHBIX JaHHBIX [JIS KaXIOro W3
ypoBHEHl 3ammiieHHOCTH", MeToauKOoil omnpeneiaeHusT AakTyaJbHbIX YIPO3
0€30MacHOCTH TEPCOHANBHBIX JAaHHBIX NPH UX 00paboTke B MH(OPMAIMOHHBIX
CHUCTeMaX TMEePCOHAIBHBIX JIaHHBIX, YTBEPKICHHOW 3aMECTHTENIEM JTUPEKTOpa
OCTIK Poccun 14.02.2008, MeToauyecKUMH peKOMEHIAMUSIMH T10 pa3pabOTKe
HOPMATHUBHBIX MPABOBBIX aAKTOB, OMNPEACIAIONIMX YIPo3bl  0€30MacHOCTH
MEPCOHANBHBIX JaHHBIX, AKTYaJbHBIX TIPH 00paOOTKE MEPCOHATBHBIX JAHHBIX B
WH()OPMAITMOHHBIX CHCTEMaX NEPCOHATBHBIX JaHHBIX, JKCIUTYaTUPYEeMbBIX TpHU
OCYIICCTBIICHHH COOTBETCTBYIOIIMX BHJOB JICITEIBHOCTH, YTBEPKIEHHBIMU
pykoBoactBoM 8-ro llentpa @®CB Poccum ot 31.03.2015 N 149/7/2/6-432,
ba3oBoii Moaenbr0 yrpo3 0€30MaCHOCTH MEPCOHAIBHBIX JIAHHBIX TMPU UX
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00paboTke B MH()OPMAIIMOHHBIX CUCTEMAX MEPCOHANBHBIX JAHHBIX, YTBEPKICHHOU
3amectureneM aupekropa @CTOK Poccunm 15.02.2008, n baHkOM JaHHBIX yrpo3
0e3omacHOCTU HHQOpMAIUKU, pa3MElIeHHbIM Ha oduiuansHoM caiite OCTIOK
Poccuu (http://bdu.fstec.ru).

1.2. Axktyanbhbie yrpo3el Oe3omacHoctu WCII[IH copepxkar mnepedyeHb
aKTyaJIbHBIX yIpo3 O€30MaCHOCTH IMEPCOHANbHBIX JAHHBIX MpU X 00paboTKe B
MHQOPMAIIMOHHBIX CHUCTEMaxX TNepCcOHaNbHBIX JAaHHbIX (mamee - UCIIdH)
IIKOJIBI.

1.3. Axtyanbnble yrpo3bsl O0ezomacHoctu WCII/IH momnexar amantaiuu B
X0JZle pa3pabOTKKM oOpraHaMu BJIACTH YAaCTHBIX Mojened yrpo3 0e30MacHOCTH
NEePCOHATIBHBIX JAHHBIX JJIA Kaxa0M uH(popMalMoHHON cucteMsl (naiee - MC).

1.4. IIpu pa3paboTke YaCTHBIX MOENEH Yyrpo3 0€30MaCHOCTH NEPCOHATBHBIX
JAHHBIX MPOBOAMUTCS aHAIU3 CTPYKTYpHO-(QYHKIMOHAIBHBIX XxapakTepuctuk MC,
AKCILTYaTUPYEMOM MPH OCYIIECTBICHUU IIKOJIONW (YHKIUH M MOJHOMOYMM, a
TaK)Ke MPUMEHSEMbIX B HEeW MH(OPMAIIMOHHBIX TEXHOJOTMH M OCOOCHHOCTEN ee
(GYHKIIMOHUPOBAaHMS, B TOM 4YHCJE C HCIOJb30oBaHMEM baHka HaHHBIX yrpo3
6e3omnacHocTU HH(OpMAIUK.

1.5. B uyactHOM Mozenu yrpo3 0€30MaCHOCTH TEPCOHAIBHBIX JAHHBIX
YKa3bIBAIOTCA:

omucanne WCII[IlH u ee CTpyKTypHO-(OYHKIIMOHAIBHBIX XapaKTEPUCTHK;

ONMHCaHWE yrpo3 OE30MaCHOCTH TMEPCOHANBHBIX JAHHBIX C Yy4ETOM
COBOKYITHOCTH TMPEANOJIOKEHUH O crmocobax, MOATOTOBKE W IMPOBEICHHM aTak;

omucaHue BO3MOXHBIX ysa3BuMocTeil MC, cnocoboB peanuzanuu yrpos
O0e3zomacHOCTH HMH(pOPMAllUM ¥ TOCIEJICTBUNA  HapyHIeHHH 0e30macHOCTU
uHdOpMaIuu.

1.6. O6bexkramu uHbOpMaTHU3aMKM B IKoje BbicTynaror MC, umerornue
CXOAHYIO CTPYKTYPY H OJHOTOYEYHOE TMOAKIIOYEHHEe K CEeTSIM OOIIero
nojib30BaHuss W (Wwid)  MHPOPMAIMOHHO-TEJICKOMMYHUKAIIMOHHON  CeTH
"Untepuer" (manee - cethb "MHTepHer") uepes BbIACICHHYIO MHPPACTPYKTYPY -
MEKBEIOMCTBEHHYIO CETh Mepeaaun NaHHbIX [lepMckoro kpas.

1.7. ba3pl pmaHHbIX UWH(pOPMaLMUH, C HCIOJB30BAHHUEM  KOTOPBIX
OCYILECTBIISIIOTCS  cOOp, 3aluch, CUCTEMaTHU3allusi, HAKOIUIEHHE, XpaHEHHeE,
yTouHeHHe (OOHOBJIIEHHE, UW3MEHEHHUE) [EePCOHAJbHBIX JIaHHBIX Tpa)aaH
Poccuiickoit @enepannu, HaxoaaTcst Ha Teppuropun Poccuniickoit @enepannu.

1.8. Boag mnepconanbHbix gaHHbIXx B MC u BeBOA nmanHbix u3 HC
OCYILIECTBJISIIOTCS C HCIHOJB30BaHUEM OYyMaXXHBIX U D3JEKTPOHHBIX HOCHTeNeH
uHpopMaluu. B kauecTBe AIEKTPOHHBIX HOCUTENEH MH(OPMALMU HUCHOIB3YIOTCS
yUTEHHBbIE ChEMHBIE HOCHTETM WH(POpMalMd U ONTHYecKue aucku. JlocTym K
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NCII[IH orpaHu4eH MEpEeYHEM COTPYAHUKOB WIKOJBI, SIBJISIOLIUXCS BIIAJEIbLEM
nucC.

1.9. Ilepenaua mnepcoHaNbHBIX JAHHBIX B JAPYrHe OpraHU3allud W B
TeppUTOpUATIBHBIE OpTaHbl (PeAepalibHbIX OPraHOB MCHOJHUTEIBHOW BIACTH TIO
ceTsiM oOmiero mnons3oBanus u (wim) cetu "MHTepHET" OCyIIecTBIseTCS ¢
UCIIOJIb30BAaHUEM CEPTUPUUUPOBAHHBIX MHU(PPOBAIBHBIX (KPUOTOrPAPUUECKUX )
cpeacTB 3amuThl nHGopManuu (nanee - CK3UN).

1.10. Kourponupyemoii 3ou0ii UC sBAst0TCS aAMUHUCTPATUBHBIEC 3aHUS
Kojulemka. B mpemenax KOHTpPOJUPYEMOW 30HBI HaxoAsTCs paboune Mecrta
NOJIb30BaTeNe, CepBEPhI, CETEBOE U TEIIEKOMMYHHKAIMOHHOE obopyaoBanue MC.
Bue koHTponupyemMoW 30HBI HAxXOISTCS JIMHUM TEpeladyd JaHHBIX W
TEJIEKOMMYHHKAIIMOHHOE 000pYyJ0BaHUE, MCTOJb3yeMoe sl MH(GOPMAIMOHHOTO
oOMeHa 1o CeTsIM O0IIEero Mmoab30Banus u (uimn) cetu "MHaTepHeT".

1.11. B aqxMHUHUCTPATUBHBIX 3JJaHUSIX IITKOJIBI:

JTOJDKEH OBITh OPTaHU30BaH MPONYCKHON PEXKHM;

JIOJDKHO OBITh HMCKJIIOUEHO HEKOHTPOJUpYyeMOe MpeObIBaHUE MOCTOPOHHHUX
JUIL W HEKOHTPOJUPYEMOE IMepeMelleHre (BBIHOC 3a TIpPeAeibl  3JIaHus)
KOMITHIOTEPOB 1 OPTTEXHUKH;

MOMEIIEHUS CO CPEJICTBAMHU BBIUYMCIUTEILHON TEXHUKHU JOJDKHBI OBITh
000pyAOBaHbI 3aMUPAIOIIMMHUCS ABEPSIMU U ONEUYATHIBAIOIIUMHU YCTPOINCTBAMU;

JOTIOTHUTENIBHO MOXeET ObITh  OpraHM30BaHO  BUJIEOHAOIIO/IEHUE B
KOpHIOpaX, BECTUOIONSAX U XOJIJIaX.

1.12. 3ammura nepcoHaNbHBIX MaHHBIX B MC mKOIBI M ceTsax o0IIero
MOJIb30BaHMs, MOAKIIOYaeMbIX K ceTu "MHTepHet", obecrneunBaeTcs: cpeacTBaMu
3amuThl nHPopManuu (anee - C3N):

C3U oT HEeCaHKIIMOHUPOBAHHOTO NOCTyMa, cepTudunupoBaHubiMu OCTIK
Poccun, He HmKe 4 YypOBHS KOHTPOJIS OTCYTCTBHUSI HEIEKIapUPOBAHHBIX
BO3MOXKHOCTEH (nanee - HIB);

CpeICTBaMH aHTUBHUPYCHOM 3amuthl, cepTudunmpoBanHsiMu DCTOK
Poccun, He HIDKE 4 Knacca;

MEXCEeTeBbIMH dKpaHamu, ceptudunupoBanubiMu OCTIK Poccum, He
HMKe 3 Kitacca;

CK3U, dopmupyromumu  BuUpTyanbHble  4acTHeie cetu  (VPN),
ceprudurmpoanapiMu OCh Poccun no kiaccy KC 1 u Boite;

cUcTeMaMu OOHApYKEHUSI BTOPIKEHUS HE HUXKeE 4 Kiacca,

CPEIICTBOM TOCYAAPCTBEHHOW CHUCTEMBI OOHAPYKEHUs, MPEAYNPEKIACHUS |
JUKBHUJIAIIUKA TIOCTEACTBUN KOMITBIOTEPHBIX aTaK Ha WH(POPMAIMOHHBIE PECYPCHI
Poccuiickoit @enepanum.



2. XapakTepuUCTHKH 0€30MaACHOCTH HH(OPMAIMOHHBIX CUCTEM MEPCOHATBLHBIX
JAHHBIX.

2.1. OcHOBHBIMHU CBOMCTBaMHU 0€30MaCHOCTH UH(OPMAIIUU SBIISIIOTCS

KOH(UAEHIHATBHOCTb - 00s13aTeNIbHOE JIJIs1 COOJIIOZICHUS ONepaTOpOM WIIU
WHBIM TOJYYUBIIUM JOCTYI K TMEPCOHAIBHBIM JaHHBIM JIMIIOM TpeOOBaHUE HE
JIOTyCKaTh UX pacrpocTpaHeHus 6e3 corjacus CyObeKTa MEPCOHATBHBIX JTAHHBIX
WJIU HAJUYUsl HHOTO 3aKOHHOTO OCHOBAHUS,

LEeJOCTHOCTD - COCTOSIHUE 3allIUIIEHHOCTH UH(POPMAIUH, XapaKTepUu3yemMoe
criocobHocTthio MIC obGecnieunBaTh COXpPaAaHHOCTh M HEU3MEHHOCTh WH(OpManuu
Opy  TIOTMBITKAX HECAHKIMOHWPOBAHHBIX BO3JICMCTBUH Ha HEEe B TIpoliecce
00pabOTKH UM XPAHEHUS;

AOCTYIMHOCTb - COCTOSHME WH(MOpPMALUM, TPU KOTOPOM CYOBEKTHI,
UMEIOIIIHME TIpaBa JOCTYIa, MOTYT PeaJIn30BaTh UX OCCIPENATCTBEHHO.

2.2. Tlon akTyaldbHBIMH YIpo3aMu O€30MAaCHOCTH TEPCOHAIBHBIX JIaHHBIX
MOHUMAETCSI COBOKYMHOCTh YCIOBUM U (PAKTOPOB, CO3MAIONIUX aAKTYyaIbHYIO
OTMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM 4YHCJE CJIy4alHOro, J0CTyla K
NEePCOHANBHBIM JJaHHBIM Tpu uX oOpaboTke B MC, pe3yabTaTroM KOTOPOTO MOTYT
CTaTh YHUYTOXKCHHE, U3MEHEHHE, OJIOKUPOBaHUE, KOMMPOBAHUE, MPEOCTaBICHUE,
paclpoCTpaHEHUE TEPCOHAJIBHBIX [JaHHBIX, & TAaKX€ WHBbIE HENPaBOMEPHbIC
JIEHUCTBUSL.

2.3. B 3aBUCHMOCTH OT cocTaBa 00padaThIBAEMbIX MEPCOHATBHBIX JAHHBIX U
TUIIA aKTyaJbHBIX YIrpO3 HEOOXOIUMBIM YPOBEHBb 3aUTUIIEHHOCTH MEPCOHAIBHBIX
nanHbIxX 115 kaxaon MCIIJIH onpenensiercs MHANBUYaIbHO.

24. Jlna WCII[IH opraHoB BJIACTH aKTyaJIbHBI yIrpo3bl 0€30MacHOCTH
MIEPCOHAJIBHBIX JIAHHBIX TPETHErO0 THUIIA, HE CBsA3aHHbIE ¢ HamuuneM HJIB B
CUCTEMHOM M TPUKIAJHOM TMporpaMmMHOM oOecneueHun (mamee - I10),
ucnonszyemoM B MC.

3. [IpuMeHeHne cpeacTB KpunTorpaguueckoi 3aMThl ”HPOPMAUH B
UHG(OPMALMOHHBIX CHCTEMAX NMEPCOHAIbHBIX JaHHBIX

3.1. AxtyanenHocth mpumeHeHuss B HWCII[n opranmoB Bractm CK3U
onpenenseTcs: HeOOXOIUMOCTBIO 3alUThl MEPCOHANBHBIX JAHHBIX, B TOM YHUCIIE
npu WHPOPMAITMOHHOM OOMEHE IO CETSAM CBS3U OOIIEro IOJIB30BaHUSA W (WJIH)
cetu "UnTepHet".

3.2. CK3U mnpennHa3HadeHbl I 3alIUTHl WH(DOpMAIMU OT JEHCTBUH CO
CTOPOHBI JIII, HE UMEIOIINX MPABO JIOCTYIA K 3TOH WH(MOPMAITIH.

3.3. TIpuHATBIMU OPraHU3alMOHHO-TEXHUYECKUMH MEpaMU B KOJUICIKE
JOJDKHA OBITh  MCKJIIOYEHA BO3MOXKHOCTh HECAHKIIMOHMPOBAHHOTO JIOCTYyMa
MOTEHIIMAIBHOT0 HApyHIuTENs K KitoueBoid nHpopmanuu CK3U.

3.4. Ilpum oskcmuryataruu CK3W  gomkHBl  coOmomaThesi  TpeOoBaHUS
AKCIUTyaTallUOHHO-TeXHU4Yecko nokymeHTauuu Ha CK3U u TtpeboBanus



JEUCTBYIOIIMX HOPMATUBHBIX TMPABOBBIX AaKTOB B 00JacTH peanu3alud U
skcruryatanuu CK3U.

3.5. Jlna oOecneueHuss 0€30MaCHOCTH IEPCOHAIBHBIX JAHHBIX MPU HUX
o0pabotrke B MCII[IH ucnone3ytorcs CK3U, npomenmme B yCTaHOBIEHHOM
MOPSIAKE MPONEAYPY OIIEHKH COOTBETCTBUS.

3.6. O6bexramu 3amnutel B UCIIIH sBastoTcs:

NEePCOHAIbHBIC TAHHBIE;

cpeacTBa KpunTorpaduueckom 3auuThl UHGOPMaIUK;

cpena dynkunonuposanusi CK3U (nanee - CD);

uH(OpMaIKsi, OTHOCAIIASICS K KPUNITOTPaPUISCKON 3aIUTE EPCOHATBHBIX
JaHHBIX, BKJIOYas  KJIIOYEBYIO, TMAapOJbHYI0O M  ayTeHTU(UIIUPYIOIIYIO
unpopmanuio CK3U;

JOKYMEHTBI, JieJla, OKypHaJbl, KapTOTEKW, W3JaHUs, TEXHUYECKUE
JIOKYMEHTBI, paboune MaTepuayibl U T. M., B KOTOPBIX OTpakeHa 3allluilacMas
undopmanusi, otHocsamascs k HCIIa w wux xpunrtorpadudeckoin 3aimure,
BKiIrodass jgokymeHtanuio Ha CK3WM w Ha TexHMueckue W TpPOrpaMMHBIC
KOMITOHEHTHI cpefibl pyHkunonupoBanus CK3U;

HOCHUTENHW 3amuiiaeMoil uHdpopmanuu, ucnoibdyembie B UC B mporecce
KpUNTOrpauuecKo 3alluThl TMEPCOHANBHBIX JaHHBIX, HOCUTEIU KIIFOYEBOH,
napojibHol u ayteHTHuuupyrome uHbpopmanuun CK3U u mopsgok gocTymna K
HUM;

UCIIONB3yEMbIe HMH(POPMAIMOHHON CHUCTEMOW KaHaibl (JIMHUU) CBS3H,
BKJItOUast KabeJbHbIE CUCTEMBI;

NOMENIEHUs, B KOTOPBIX HaxoasATcs pecypcbl UC, nMmeroire OTHOIEHUE K
KpunTorpaduyecKoil 3anuTe NepCcoHaATbHBIX JaHHBIX.

3.7. Peaymzamus  yrpo3  6€30MacHOCTH  IMEPCOHANBHBIX  JaHHBIX,
obpabareiBaembix B MCIIJ/IH, onpenenseTcs BO3MOKHOCTIMU HMCTOYHHKOB aTak.
Ha ocHoBaHMM MCXOIHBIX JaHHBIX 00 OOBEKTAaX 3alIUThl U UCTOYHHKAX aTaK B
tabmuie 1 It MKOJBI onpeaeieHbl 0000IeHHBIE BO3MOKHOCTH HCTOYHHUKOB
aTak.

Taoauna 1
00600111eHHBIC BO3MOYKHOCTH HCTOYHUKOB aTaK Jla/Het
1 2
1. BO3M0XHOCTh CaMOCTOSITEILHO OCYIIECTBIISTh CO3aHKHE CIIOCOOOB
aTak, IOArOTOBKY M TPOBEJACHHE aTaK TOJBKO 3a MpeaciamMu Jla

KOHTPOJUPYEMOH 30HBI

2. BO3MOXHOCTh CaMOCTOSITEIIBHO OCYIICCTBIISATH CO3JaHUE CIIOCOOOB
aTak, MOJATOTOBKY M MPOBEJICHHE aTaK B MpeAeiaxX KOHTPOJIUPYEMOH
30HBI, HO 0€3 (PU3NUEeCKOro JOCTyMa K anmnapaTHbIM cpe/icTBaM (aanee -
AC), Ha kotopbix peanuzoBanbl CK3U u cpena ux GpyHKIHMOHUPOBAHUS

Jla

3. Bo3MOXHOCTB CaMOCTOSTEIIBHO OCYIIECTBIISTh CO3JJaHUE CIIOCOO0B
aTak, MOJIrOTOBKY U MPOBEJICHUE aTaK B MpejiesiaX KOHTPOJIUPYEMO Her
30HHI ¢ pm3udeckuM goctynom K AC, Ha koTophiX peanu3zoBanbl CK3U u




cpena ux QyHKIIMOHUPOBAHUS

4. BO3MOXHOCTh TIPUBJIEKATH CIEIUATMCTOB, HMEIONIUX OTIBIT
pa3zpabotku u ananuza CK3U (Bkirovas crieliMaiicToB B 00J1aCTH

aHajKM3a CUTHAJIOB JIMHEMHOW Mepelayd U CUTHAJIOB MOOOYHOIO Her
AIEKTPOMArHUTHOTO u3aydeHus: u HaBojok CK3N)

5. BO3MOXXHOCTh MpUBIEKATh CHEIUATUCTOB, HMEIOLIUX OIbBIT

pa3pabotku u ananuza CK3U (Bkirovas crieliMaiicToB B 00J1aCTH Her

WCIIOJIb30BaHUsL JUIsl peaju3allid aTak HEeJOKYMEHTHUPOBAHHBIX
BO3MOXHOCTEH MPUKIAJHOTIO MPOrPaMMHOT0 00ECTIeUeHHUS)

6. Bo3MOXHOCTh TMpUBIEKaTh CHEIHAIUCTOB, HMEIOIIUX OIbIT
pa3pabotku u a”anuza CK3U (Bkirouas crenuanucToB B 0o0JacTH
UCIIOJIb30BaHUS ISl pealu3aldyd aTak HeJIOKyMEHTHPOBAHHBIX Her
BO3MOXKHOCTEH anmapaTHOro M MpOrpaMMHOr0 KOMIIOHEHTOB CPE/IbI
dynkumonuposanus CK3M)

3.8. B coorBercTBUM C OOOOIICHHBIMA BO3MOXXHOCTSMH HWCTOYHHUKOB aTak
(radmuma 1) ompejeleHbl JBEe aKTyalbHbIC YTOYHEHHBIE BO3MOYKHOCTH
HapYIIUTEJICH W HampaBleHUs aTak (COOTBETCTBYIOUIUE aKTyaJIbHBIC YIPO3bI IS
NC) (tabnumna 2).

Tabauna 2
, AKTYyaJabHOCTh
YTOo4yHEHHBIE
UCIIOJIb30BaHUS
BO3MOXHOCTH
. (mpUMeHeHUS)
HapylHIuTeNnen u
JUIS O60cHOBaHKE OTCYTCTBUS
HAIPABJICHUS aTaK
MOCTPOCHUS U
(COOTBETCTBYIOIINE
aKTyaJIbHBIE YTPO3bI) pealsatn
4 TP aTaKk
1 2 3
1. IlpoBeneHue ataku Heakryansno | [IpoBoasitcss  pabotel 1o mombopy
MIPU HAXOKJICHUU B MEpPCOHANIA; MpPEACTABUTENH
npezaenax TEXHUYECKUX, OOCIYyXHUBAIOIIUX U
KOHTPOJIMPYEMOM 30HbI JIPYTHX BCIIOMOTATENbHBIX CIYK0 TpH

paboTe B MOMEIIEHUAX (CTOMKax), Te
pacnionoxkensl CK3U, u coTpynHHKH,
HE  SBJISIOMIMECS  TOJb30BaTEIAMHU
CK3U, HaxoasaTcd B OTHX MOMEIIEHUIX
TOJIBKO B TPUCYTCTBHU COTPYIHUKOB
0 AKCIUTyaTalluH;

COTPYJHUKH, SIBJISTFOIITECS
none3oBatenamu  MCII/ln, HO He
sBisironuecs: moan3oBatensimu CK3U,
NpouH(MOPMUPOBAHEl O  TMpaBUIAX




pa6otsl B UCIITJIH 1 OTBETCTBEHHOCTH

3a HecoOIIoieHHE paBuII
oOecrneueHus 0e30I1acHOCTH
uH(pOpMaLny;

M0JIb30BaTEIU CK3H1

npouHOPMUPOBAHEI O  MpaBHIIAX
pa6otel B UCII/IH, npaBuiax paboTsI ¢
CK3U u  OTBETCTBEHHOCTH 3a
HECOOJIIOZIeHHEe TMpaBWI O0ECIeUeHUs
Oe3omacHOCTH UH(DOpMAIIK;
MOMeINICHUS, B KOTOPBIX
pacnonaratorca  CK3U, ocHauieHsl
BXOJHBIMH JIBEPHMHU C HAJCKHBIMU
3aMKaMH, O0OECIeYeHO TMOCTOSHHOE
3aKpBITUE JIBEpEW ITIOMEUICHUM Ha
3aMOK, u ux OTKPBITHE
OCYIIECTBIISIETCS TOJIBKO TUTSI
CaHKIIMOHUPOBAHHOTO MTPOXO/Ia;
YTBEP)KJICHBI TpaBUjia JIOCTyNa B
NOMEUICHUs, TA€  paclojararTcs
CK3HU, B pabouee u Hepabouee BpeMs,
a TaK)K€ BHEIITATHBIX CUTYalHsIX;
YTBEPKIEH MEPEUCHb JIUL, UMEIOIINX
npaBoO JOCTyna B TIOMEIICHUS, THAe
pacnonaratorcst CK3U;
OCYUIECTBJISIETCS ~ pa3rpaHUYCHUE U
KOHTPOJIb JOCTYIa TOJIb30BaTelIen K
3alIUIIAEMbIM PECYpCaM;
OCYUIECTBIIAETCS PETUCTPALIUS U YUET
JieucTBUM mosib3oBareneu ¢ I1J1H;
OCYUIECTBIISIETCS KOHTPOJIb
LEJOCTHOCTU CPEICTB 3alIUThl, Ha
APM u cepBepax, Ha KOTOPBIX
yctanoBiensl CK3U, wucnonb3yrorcs
cepTu(UIMPOBAHHbIC C3U oT
HECAaHKIIMOHUPOBAHHOTO J0cTyna
(manee - HCII);

UCTIONB3YIOTCSA  CepPTUDHUIIMPOBAHHBIE
CpeICTBa aHTUBUPYCHOM 3aIlIUTHI

2. IIpoBenenue arak Ha
JTame  OKCIUTyaTallhH
CK3H1 na cuenyromnime
OOBEKTHI:

JOKYMEHTAITHIO Ha
CK3M u KOMIOHEHTBI

HeaxryansHo

[IpoBonsTcst paboThl MO  MOAOOPY

MepcoHana;
nokymentauuss Ha CK3U xpanutcsa y
OTBETCTBEHHOI'O 3a CK3U1 B
METAJUNIMYECKOM ceilde;

MTOMEILICHMUS, B KOTOPBIX
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C®d; mnomemieHus, B
KOTOPBIX  HaXOAUTCS
COBOKYITHOCTh
MIPOTPaMMHBIX u
TEXHUYECKUX
AJIEMEHTOB
00paboTku
CITOCOOHBIX
(G yHKIIMOHUPOBATh
CaMOCTOSITEJIbHO WJIU B
COCTaBe CpelCTB
BBIYHMCIIUTEILHON
TexHukH (nanee - CBT)
uCo

CHUCTEM
JIAHHBIX,

pacroiiararoTcss  JOKyMEHTalusi  Ha
CK3U, CK3M u xommnoHeHTHl CO,

OCHAIllCHbl BXOAHBIMHU JBEPbMHU C
HAJECKHBIMH 3aMKaMH, OO€ECIIEYCHO
IIOCTOSTHHOE 3aKpBITHE IBEpen

MOMEILIEHUN HA 3aMOK, U UX OTKPBITHE
OCYILIECTBIISIETCA TOJILKO IS
CAaHKIIMOHHPOBAHHOTO MTPOXO/1a;
YTBEPKJECH MNEPEUYEHDb JIUL, UMEIOLINX
MPaBO JIOCTYIAa B TIOMEIICHUS

3. [lonydenue B pamkax
IPEIOCTABIEHHBIX
MOJIHOMOYHUH, a TaKXKe
B pe3yJbTare
HaOJIIOICHUI
CIIEIYIONIEN
uHdOpMaITUK:
CBEJICHUU 0
buznIecKux Mepax
3aIUTHl  OOBEKTOB, B
KOTOPBIX  pa3MEIlCHBI
pecypchl
UHOOPMAITMOHHOM
CHUCTEMBI,

CBEJCHUN O Mepax Io
obecreueHuno
KOHTPOJUPYEMOMN 30HBI
O00BEKTOB, B KOTOPBIX
pa3MEIlEHbl  PECYPCHI
UH(OPMAITMOHHOM
CUCTEMBI;

CBEJICHUU O MeEpax Mo
pasrpaHu4eHHIO
JOCTYTIa B TIOMEUICHUS,
B KOTOPBIX HaXOHSITCS
CBT, Ha  KOTOpBIX
peanuzoBanbl CK3U u
Co

AKTyaJIbHO

4, HUcnonw30Banue
IITAaTHBIX CpencCTB
NCIIx,

AKTyaJIbHO




OIrpaHUYCHHOC MCpaMu,

peann30BaHHBIMU B
MH()OPMALIMOHHOM
CUCTEME, B KOTOPOWU
ucnosb3yercss CK3U, u
HaIlpaBJICHHBIMHU Ha
MIPENOTBPAILICHUE 17}
IIPECEYCHUE

HECAHKIIMOHUPOBAHHBIX
JIEVUCTBUM

5. @usnueckuit goctyn | HeaktyanbHo [IpoBonsiTcst  paboOThl MO  MOAOOPY
k CBT, na xoTophIxX MEepPCOHAJIA; MOMEIIEHUS, B KOTOPBIX
peanuzoBanbl CK3U u pacnosaratorcs  CBT, Ha KOTOpBIX
Co pacnonaratorcs CK3M u  CO,
OCHAIIICHBl BXOJIHBIMU JBEPbMHU C
3aMKaMH, 00eCIIeUrnBaCTCs TOCTOSTHHOE
3aKpBITHE JBEpPEH IOMEIICHUM Ha
3a4MOK U HMX OTKPBITHUE TOJIBKO JJIs
CAaHKIIMOHUPOBAHHOI'O TTPOX0J1a
6. Bosmoxknocts | Heakryanmsno | [IpoBozmstcss  pabotel mo  mondoopy
BO3JICICTBOBATH Ha MIEPCOHANIA;
anmapaTHbIe OMENICHUS, B KOTOPBIX
komnoHeHTsl CK3U wu pacnonaratorcss CK3M u  CO,
Co, OrpaHUYEeHHAas OCHAILIEHBl BXOJHBIMU JBEPbMHU C
Mepamy, 3aMKaMHi, 00ecTeunBaeTCs MOCTOSTHHOE
peATN30BaHHBIMU B 3aKpBITUE JBEPEHd IIOMEIICHUM Ha
UHGOPMAIIMOHHON 3aMOK U HMX OTKPBITUE TOJBKO JJIsi
CUCTEME, B KOTOPOWM CaHKIIMOHHUPOBAHHOTO MTPOXOAa;
ucnonb3yerca CK3U, u IIPEIACTABUTEIIN TEXHUYECKUX,
HaIlpaBJIECHHBIMU Ha 0OCITYKMBAIOIIUX U OPYrux
MpeA0TBpALICHUE u BCIIOMOTATEIBHBIX CIIYk0 mpu padbore
[IPECEUCHUE B  IOMENIEHUAX  (CTOWKax), Tae
HECAHKIIMOHUPOBAHHBIX pacnonoxensl komnoHeHTel CK3U u
NEUCTBUUI C®D, u COTpyAHUKH, HE SIBISIOIINECS
nons3oBareiasmMu CK3U, Haxonmstca B
ATUX  TOMENIEHUSIX  TOJIBKO B
MPUCYTCTBUU COTPYJHHKOB o
AKCIUTyaTalluu
7. Bosmoxnocts | Heakryansno | He OCYILIECTBISAETCA o0paboTka
pacrosarath CBEJICHUH, COCTaBJIIFOLINX
CBEJICHUSIMH, roCyJapCcTBEHHYI0 TaliHy, a Takxe
COZIEPKALMMHUCS B UHBIX CBEJCHUN, KOTOpPHIE MOTYT
KOHCTPYKTOPCKOH MIPEACTABIATh UHTEpEC VTSt
JIOKyMEHTallU! Ha peanu3anny BO3MOKHOCTH
anmnapaTHbie u
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MPOrpPaAMMHBIE
KoM1toHEHTBI CD

8. Bosmoxnocts | Heaktyansno | He OCYIIECTBISETCS o0OpaboTka
BO3JIECTBOBATh Ha CBECHMIA, COCTaBJISIOLLIUX
MoOble  KOMIIOHEHTBI rocyJapCTBEHHYI0 TAalHy, a TaKxke
CK3U u CD UHBIX  CBEJIEHUH, KOTOpPHIE MOTYT

NPEICTaBIATh UHTEpEC UL

pcain3ani BOSMOKXHOCTH

4. OnpenesieHne aKTYaJbHbIX YIPO3 0€30M1aCHOCTH MEPCOHAIBHBIX JAHHBIX B
UHGOPMALMOHHBIX CHCTEMAX MEPCOHATbHBIX TAHHBIX

4.1. Ha ocHOBe MpoBEJEHHOr0 aHanu3a 0aHKa JaHHBIX YIpo3 0€30MacHOCTH
uadopmanuu  (Www.bdu.fstec.ru) c¢ yuérom CTPyKTYpHO-(PYHKIMOHATBHBIX
xapakTepucTuk TUNOBBIX MC, a Takke NMPUMEHSEMBIX B HUX WH()OPMAIIMOHHBIX
TEXHOJIOTUH U ocobeHHOCTel PyHKunonupoBanus, B MIC opraHoB BIacTH MOTYT
OBITh aKTyaJIbHBI ciaeaytomue yrpo3sl 0e3onacHoctu UCIIH:

YBU.3 VYrpo3a aHanuza KpUNTOrpaUUYECKUX aJrOpuTMOB MU UX peau3alliu;
YBU.4 Yrposa anmapataoro copoca napoiist BIOS;

YBU.6 Yrpo3a BHEApPEHUS KOJA WU JAHHBIX;

YBH.7 Yrpo3a BO3aeUCTBUA HA MPOTPAMMBI C BBICOKUMU IPUBUIIETUAMU;

YBU.8 VYrpo3a BocCTaHOBJICHUS ayTeHTHU(PUKAITMOHHON HHOOpMaINH;

YBN.9 Yrpo3a BoccTaHOBIEHUA NpeAblayIei ys3BuMon Bepcun BIOS;

VYBU.12 VYrpo3a AeCTpyKTHBHOTO W3MEHEHHUs KOH(PUTYpaIMu/Cpesbl OKPYKEHUs
IpOrpamm;

VYBU.13  VYrpoza  AeCTpyKTHUBHOTO  HCIOJB30BaHUS  JACKIAPUPOBAHHOIO
dbynknuonana BIOS;

VYBU.14 Vrpo3za MIHTENBHOTO  YAEPKAHHUS  BBIYUCIUTEIBHBIX  PECYPCOB
M0JIb30BATEISIMU;

YBU.15 Yrpo3a goctymna K 3amuiiaeMbeiM (aitsiaM ¢ UCTIOIb30BaHUEM 00XOIHOTO
MyTH;

YBU.16 VYrpo3a moctyma K JoKalbHbIM (aitnam cepepa mpu momomu URL;
YBU.17 Yrposa nocryna/mepexsara/mamenennst HT TP cookies;

VYBU.18 VYrpo3a 3arpy3ku HEHMITATHON OINEpPAllMOHHOW CUCTEMBI;

YBU.19 Yrpo3za 3apaxenuss DNS-kema;

YBU.22 Yrpo3a u306ITOYHOTO BBIICTICHUSI OTIEPATUBHOMN MaMSTH;

YBH.23 Yrpo3a uaMeHeHUs] KOMIIOHEHTOB CUCTEMBI;

YBN.26 Yrpo3a uckaxenuss XML-cxemsr;

VYBU.27 VYrpo3za wuckaxeHuss BBOAUMON M BBIBOJAUMON Ha mnepudepuitHbie
yCTpoOiicTBa HH(POpMALINH;

YBbU.28 VYrpos3a ucnosib30BaHUA AJIbTEPHATHUBHBIX MyTEW TOCTyNa K pecypcam;
YBN.30 VYrposa VCIIOJIb30BaHUSA uHpopmanuu uaeHTuuKanum/
ayTeHTU(UKALUH, 3aJJaHHON 10 YMOJIYaHUIO;
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YBU.31 VYrpo3a uCHOJB30BaHHWS MEXAHU3MOB AaBTOPHU3ALMM  JUIS  ITOBBIIIECHUS
IIPUBUWIECT UM,

VYBU.32 Vrpo3a wucnosib3oBaHUs TOAAENIbHBIX IUppoBbix mnoanuceir BIOS;
VYBM.33 VYrpo3a ucnosb3oBaHUs cl1adOCTe KOAUPOBAHMS BXOJHBIX JIAHHBIX;
YBN.34 VYrpo3a ucnosib30BaHusl Cl1abOCTEl MPOTOKOJIOB CETEBOr0/ JOKAIBHOIO
oOMeHa TaHHBIMU;

YBM.36 VYrpo3a wuccieqoBaHUsT MEXaHU3MOB pabOThl MPOrPaMMBbL;

YBU.37 Yrpo3sa uccienoBaHus NPUIOKEHHS Yepe3 OTUETHI 00 ommnoKax;

YBU.39 VYrpos3a ucuepmanusi 3amaca Kiroueid, HEOOXOAUMBIX HJisi OOHOBJICHUS
BIOS;

YbU.41 VYrpo3za MeXCaUTOBOTO  CKPUIITHHIA;

YBU.42 Yrpo3a MeKcauToOBOM MOAJEIKH 3aIIPOCa;

YBW.45 VYrposza HapymieHus u3oisuuud cpeasl ucnoigHeHuss BIOS;

YBU.49 VYrpo3a HapylIeHHs HEIOCTHOCTH JaHHBIX KEIlla;

YBU.51 VYrpo3a HEBO3MOXHOCTH BOCCTaHOBJIEHHS ceccuu paboTel Ha [IOBM mnpu
BBIBOJIE U3 MPOMEKYTOUHBIX COCTOSIHUN MTUTaHHUS;

VYBU.53 VYrpo3a HEBO3MOXKHOCTH YIIpaBJIEHHS NpaBamMu mnoJb3oBateneir BIOS;
YBN.59 Vrpo3za HEKOHTPOJUPYEMOTO pPOCTa 4YHWCIA 3ape3epBUPOBAHHBIX
BBIYMCIIMTENBHBIX PECYPCOB;

YBU.62 Yrpo3a HEKOPPEKTHOTO UCIOIb30BAHUS MPO3PAYHOrO MPOKCH-CEPBEPA 3a

cu€T IJIarMHOB Opay3epa;

VYBU.63 VYrpo3a HEKOPPEKTHOTO HCIONb30BaHUSA (PYHKIMOHANIA MPOrPAMMHOIO
oOecreueHus;

YBU.67 Yrpo3a HempaBOMEPHOTO O3HAKOMIJICHHS C 3allylaeMol MHGOpMaIUeH;
YBU.68 VYrpo3a HempaBOMEpHOTO/HEKOPPEKTHOTO WCIIONb30BaHUsI HHTepdeiica
B3aUMOJECHCTBHS C IPUIOKEHHUEM;

VYBU.69 Yrpo3a HenpaBOMEPHBIX JEUCTBUI B KaHAJIAX CBS3U;

YBU.71  VYrpoza  HECaHKUMOHUPOBAHHOIO  BOCCTAHOBJIEHUS  YIOAJIEHHOMU
3aIuIaeMoi nHpopMaIny;

YBU.72 VYrpo3a HECaHKIIMOHUPOBAHHOT'O BBIKIIOYCHUS WM 00XoJa MeXaHH3Ma
3amuThl oT 3armmcu B BIOS;

YBN.74 VYrpo3a HECAaHKIIMOHUPOBAHHOTO JIOCTyNa K ayTeHTH(PUKAIMOHHON

uHpopMaIny;

YBM.86 VYrpo3a HECAaHKIIMOHHPOBAHHOTO W3MEHEHUS ayTCHTH(PUKAIMOHHON
nH(popMaIny;

YBbU.87 VYrpo3za HECaHKIMOHUPOBAHHOTO  MCIIOJB30BaHMUS  NPHUBUIIETHUPOBAHHBIX
dbynkiuii BIOS;

YBbU.88  VYrpoza  HECaHKUMOHUPOBAHHOIO  KOMHWPOBAHUS  3al[UIIAEMOU
nH(popManmm;

YBU.89 Yrpo3a HECAaHKIMOHUPOBAHHOTO PENAKTUPOBAHUSI PEECTPA;

YBU.90  VYrpo3a  HECaHKIIMOHUPOBAHHOI'O  CO3JAAHUS  YYETHOM  3aIKCH
MOJIb30BATES;

YBU.91 Yrpo3a HeCaHKIMOHMPOBAHHOTO YAAJICHUS 3alllMiaeMoil mHpopManuu;
YBIN.93 Yrpo3a HecaHKIIMOHUPOBAHHOIO YIpaBiieHUs Oydepom;
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YBb1.94 VYrpo3a HECaHKIMOHWPOBAHHOIO YIPAaBJICHUS CHHXPOHM3ALUEd W
COCTOSTHUEM;

YBU.95 Yrpo3a HECAaHKIMOHUPOBAHHOTO YIIPABICHUS YKA3aTEISIMU;

VYBMN.98 VYrpoza oOHapyXeHUs OTKPBITBIX MOPTOB M  WIACHTU(PUKALUU
MPUBSI3aHHBIX K HEMY CETEBBIX CIYKO;

YBU.99 Yrpoza o6HapyKEHHS XOCTOB,;

YBU.100  VYrpoza  o0xoJa  HEKOPPEKTHO  HACTPOCHHBIX  MEXaHU3MOB
ayTeHTU(UKALINH;

YBU.102 VYrpo3a OINOCPENOBAHHOIO YHPABIECHUS TPYIIOW MPOrpaMM dYepes
COBMECTHO HCIIOJIb3YEMBIE JIaHHBIE;

YBU.103 Vrpo3a omnpeaeneHuss THUIOB OOBEKTOB 3allUTHI;

YBU.104 Yrpo3sa onpenesneHus: TONOJOTMH BEIYUCIUTEIBHON CETH;

YBU.107 Yrpo3a oTKIH0YEHN KOHTPOJIBHBIX JaTYHKOB;

YBU.109 Yrposa nepebopa Bcex HACTPOCK U MApaMETPOB MPHUIIOKEHUS;

YBU.111 Yrpoza nepenaun 1aHHBIX IO CKPBITHIM KaHAJIaM;

YBU.113 Vrpos3a mnepe3arpy3ku amnmapatHblX W MPOrPaMMHO-AIIapaTHBIX CPEACTB
BBIYHCIUTEIILHON TEXHUKU;

YBU.114 Yrpo3a nepenoyHeHUs UEIOUNUCICHHBIX IEPEMEHHBIX;

VYBU.115 VYrpo3a mnepexBata BBOAMMOW U BBIBOAMMOW Ha mnepudepuiinbie
yCcTpoiicTBa nH(MOpMAIINH;

YBU.116 VYrposza mnepexBaTa HJaHHBIX, NEPEIABAEMbIX I10 BBIYHUCIUTEIHLHON CETH;
YBU.117 Yrpo3za nepexsaTa NpUBUIECTUPOBAHHOTO MOTOKA;

YBU.118 Yrpo3a nepexBaTta NpUBUIECTHPOBAHHOTO TIpoOIECCa;

YBU.121 Vrpoza mNOBpeXIECHHS CHUCTEMHOIO peecTpa;

YBU.122 Yrpo3a noBbILIEHUS TPUBUIIETUN;

YBU.123 Yrpo3a nondopa naposis BIOS;

YBU.124 VYrposa moanenku 3amucedl >KypHalla perucTpaldud COOBITHIA,

YBU.127 ¥Yrpos3a moaMeHbl NIEUCTBUS MOJb30BaTels IMyTéM oOMaHa;

YBN.128 Yrposa nogMeHsl JOBEPEHHOTO MOIb30BATEIS;

YBU.129 VYrpo3a mnoameHbl pe3epBHOM Komuu mporpammHoro obecneuenus BIOS;
YBU.130 Yrpo3a noMeHbl COAEPKUMOTO CETEBBIX PECYPCOB;

YBU.131 Yrpo3a noaMeHsl CyOBEKTa CETEBOTO JOCTYTIA,

YBU.132 VYrpo3a mnomyueHuss mnpeaBaputenbHOr uHGOpManmuu 00 O0O0BEeKTe
3aIlUTHL;

YBU.139 Yrposa npeogoneHus: GU3NUECKON 3aIIUTHI;

YBUN.140 VYrposa npuBeaeHUs] CUCTEMBI B COCTOSSHHE "OTKa3 B OOCIyXKHWBaHUM';
YBbU.143 VYrpo3a mnporpaMMHOIO BBIBEJACHHS W3 CTPOSI CPEICTB XPAHEHUS,
00paboTku 1 (MJIK) BBOJIa/BRIBOJIA/TIepeaaun nH(pOpMaIuy;

YBU.144 Yrpo3a nmporpammHuoro copoca mapois BIOS;

YBU.145 VYrpo3a mnpomycka MNPOBEPKU IIETOCTHOCTH IPOTPAMMHOT0O OOECTICUCHUS;
YBU.149 Vrpo3a cboss 00pabOTKH cHenuadbHbBIM 00pa3oM U3MEHEHHBIX (Dailios;
VYBU.152 Yrpo3za ynanenust ayTeHTU(PUKAIUOHHON HH(pOpMaLny;

YBU.153 VYrpo3za ycuiieHUsT BO3ACHCTBHS HAa BBIUYHUCIHUTEIBHBIE PECYPCHI
10JIb30BaTEJIEN MTPU TOMOLIY CTOPOHHUX CEPBEPOB;
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VYBM.154 VYrpo3za yCTaHOBKM YSA3BHUMBIX BEpCUH OOHOBJIEHHS MPOrPaMMHOIO
obecneuenns BIOS;

YBU.155 VYrpo3za yrpaThl BBIYMCIUTEIBHBIX PECYPCOB;

YBU.156 Yrpo3za yTpatsl HocuTenel nuHpopManuu;

VYBU.157 VYrpo3za ¢usuyeckoro BBIBEACHUS U3 CTPOsS CPEACTB XpaHEHUs,
00paboTku U (WiIK) BBOJIa/BhIBOJIA/Iepeaaun HH(pOpMaLuy;

YBU.158 Vrpo3a dopmatupoBanus HocuTesned uHHGOpMAIUU;

YBU.159 Yrpo3za "popcupoBanHoro Be6-6pay3unra';

YBU.160 VYrposza xumieHuss CpeACTB XpaHEHUs, o0OpaboTku u  (WiK)
BBOJIa/BbIBO/Ia/TIEpeIaul HH(POPMALIHH;

YBU.162 VYrpo3a »skcrutyatauud UUM(POBOM MOANUCH MNPOrPaMMHOTO KOJa;
YBU.163 VYrpo3za mnepexBara UCKIIOYEHUs/CUTHAJIA W3 MPUBUIETUPOBAHHOTO
0J10Ka PyHKIIMIA;

YBU.167 VYrposa 3apaxeHus KOMIIbIOTEpa MPHU TMOCEHICHUU HeOJaroHaaéXHbIX
CalTOB;

YBU.168 VYrposza "kpaxu" ydy€THOM 3amucu A0OCTyNa K CETEBBIM CEpBHUCAM;
YBU.170 Yrpo3a HenpaBoMepHOro mudpoBanus uHPoOpMaInu;

YBU.171 Yrpo3a CKpbITHOTO BKJIIOUEHHS BBIUUCIUTEIBHOIO YCTPOMCTBA B COCTAaB
00T-ceTH;

YBU.172 Vrpo3za pacnpocTpaHeHusi 'TIOYTOBBIX 4YepBeil";

YBU.173 Yrpo3za "cmama" BeO-cepBepa;

YBU.174 Yrposa "bapmunra";

YBU.175 Yrpo3za "dummnra";

YBU.176 VYrposa HapylleHHs TEXHOJIOTHYECKOTO/TIPOU3BOJICTBEHHOIO MpoIecca
U3-32 BPEMEHHBIX 33/I€PKEK, BHOCUMBIX CPEICTBOM 3aILIUTHI;

YBU.177 VYrpo3a HENOATBEPKAEHHOTO BBOJA [IaHHBIX ONEPATOPOM B CUCTEMY,
CBSI3aHHYIO C 0€30MMaCHOCTHIO;

YBU.178 VYrpo3a HECAaHKIIMOHUPOBAHHOI'O UCIIOJIb30BAHUSI CHUCTEMHBIX U CETEBBIX
YTUIINT;

VYBU.179  VYrpo3a  HECaHKIMOHHPOBAHHOM MoauUKAIMK  3alTUIIACMOM
uH(bopMaIny;

YBU.180 VYrpo3a oTkaza mojcuCTeMbl OOeCTeueHUs: TEMIIEPATypHOTO PEKUMA;
VYBU.181 VYrpoza mnepexBata OJHOPA30BBIX NApoOJEd B PEXKHUME PEATBHOTO
BPEMEHU;

YBU.182 VYrpo3a ¢uzmdeckoro ycrapeBaHUs alMapaTHBIX KOMIIOHEHTOB;
YBbU.183 VYrpo3a mnepexBata yNOpaBiI€HHUS aBTOMATU3UPOBAHHOW CUCTEMOU
YIPABJIEHHUS TEXHOJIOTMYECKUMU IIPOLIECCAMY;

YBU.185 VYrpo3za HECaHKIMOHMPOBAHHOTO W3MEHEHMS IapaMETPOB HACTPOWKHU
CPEACTB 3alUTHl HH(POpPMALINH;

YBbU.186 VYrpos3a BHenpeHUss BPEJOHOCHOIO KOJa 4YEpe3 pEeKiIaMy, CEPBUCHI U
KOHTEHT;

YBN.187 VYrpo3a HECAaHKIIMOHHUPOBAHHOIO BO3JACWUCTBHS HA CPEACTBO 3aIUTHI
uH(opmanuu;

YBU.189 Yrpoza mackupoBaHus AEMCTBUI BPEIOHOCHOTO KOJIa;
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YBU.190 VYrpo3a BHeapeHUs BpPEOOHOCHOIO KOJa 3a CYET [OCEUICHUsA
3apaX€HHBIX CalTOB B ceTu VIHTEpHET;

YBUM.191 Yrpo3a BHeApeHHs] BPEIOHOCHOTO KOAa B AUCTPUOYTHB IMPOTrPAMMHOIO
o0OecIieucHus,

YBUM.192 Yrpo3a ucnoiab30BaHus YSA3BUMBIX BEPCHI MPOrpaMMHOI0 0O0eCTieueHNUs;
YBU.193 Vrposza yreuku wuHbOpManuM 3a CYET NPUMEHEHHS BPEIOHOCHBIM
MPOrpaMMHBIM 00ECTICUCHHEM aITOPUTMOB KU poBaHUs Tpaduka;

YBU.197 VYrpo3a xuileHus ayTeHTU(PUKAUMOHHOW MHGPOPMAIMM U3 BPEMEHHBIX
¢aiinos cookie;

YBU.198 VYrpo3a CKpeITHOW perucrpauuy BPEIOHOCHON NPOrpaMMHON YYETHBIX
3anMcei aIMUHUCTPATOPOB;

YBN.201 VYrpo3a yTeyku TNONB30BATEIbCKUX JIAHHBIX MPU HUCMOJIb30BAHUU
GyHKIMI aBTOMAaTHYECKOTO 3aloJIHCHUSI ayTeHTU(PUKAIMOHHON WH(OpManuu B
Opaysepe;

YBU.203 VYrposza yreukn uHpOpManuu ¢ HE MOAKIIOUCHHBIX K ceTh MHTepHeT
KOMIIBIOTEPOB;

YBU.204 Yrpo3a HECAHKLIMOHMPOBAHHOTO U3MEHEHHUS BPEIOHOCHON MPOrpaMMOin
3HAYEHUHN MapaMeTPOB MPOTPAMMUPYEMBIX JIOTHUYECKHX KOHTPOJIJIEPOB;

YBU.205 VYrposa HapymieHus pabOThl KOMIIbIOTEpA M OJIOKMPOBAHUS JOCTYIMa K
€ro JaHHBIM H3-32 HEKOPPEKTHOW paldOThl YCTAHOBJIEHHBIX HA HEM CPEJCTB
3aIUTBHI.

4.2. Yrpo3zamu 6€30MacHOCTH MEPCOHANBHBIX JaHHBIX MPH UX 00paboTke ¢
ucnons3zoBanneM CK3U sBustoTcs:

4.2.1. co3manue CHocoOOB, TOATOTOBKA W TMPOBEJCHHE arak 0e3
NIPUBJICYEHUS CIICIIUATUCTOB B 00JacTH pa3padoTku u ananuza CK3U;

4.2.2. co3maHue croco0OB, MOJATOTOBKA M MPOBEJCHUE aTaK Ha Pa3IMUHBIX
sranax Jku3HeHHoro 1wmkiIa CK3U. K o»ranam xu3Hennoro mukia CK3U
OTHOCSITCS: pa3paboTka (MOAepHM3AIMs) YKa3aHHBIX CPEACTB, MX MPOU3BOJICTBO,
XpaHeHue, TPAaHCIOPTUPOBKA, BBOJI B AKCILTyaTaIMIo (IIyCKOHAIa0uHbie PaboThl),
AKCIUTyaTalus;

4.2.3. TpoBeleHHWE aTaku, HAXOJSACh BHE TPOCTPAHCTBA, B TIpeaesax
KOTOPOTO OCYIIECTBIISCTCS KOHTPOJIb 32 MPEeObIBAHUEM U JCUCTBUSAMU JUIL U (WJTH)
TPAaHCHOPTHBIX  CPEACTB  (Hajmee - KOHTpojupyemas 30Ha). ['paHuueit
KOHTPOJIMPYEMOW 30HBI MOKET OBITh: MEPUMETP OXPAHIEMON TEPPUTOPUHU
OpraHu3aluy, OrPAXKIAIONIUE KOHCTPYKIHUHU OXPAaHSEMOTrO 3JaHUs, OXpaHIeMOM
YacTH 3/1aHMs], BbIJICJICHHOTO TOMEIICHUS;

4.2.4. mpoBeneHNe Ha dTanax pa3paboTku (MOJEPHHU3AINH), TTPOU3BOJICTBA,
xpaneHnus, TpancnoptupoBkn CK3W wu stane BBoma B skcrutyatanuio CK3U
(myckoHanaouHble padOoThl) CIEAYIOMIHNX aTaK:

BHECEHHE HECAaHKIMOHUpOoBaHHbIX wu3MeHeHuit B CK3W u (unu) B
KOMIIOHEHTBI anmapaTHbIX W IPOrpaMMHBIX CPEACTB, COBMECTHO C KOTOPBIMHU
mratHo (pynkuuonupyror CK3U, B COBOKYMHOCTH MPEACTABIAIONIUE CpPEAY
¢dbynkuronupoanuss CK3U, kotopeie CHOCOOHBI MOBIUSATH Ha BBINOJHEHUE
npeabsBisieMbix kK CK3U TpebGoBanuil, B TOM 4HCJI€ C HCIOJIb30BaHUEM
BPEJIOHOCHBIX MTPOTPaMM;
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4.2.5. mpoBeneHue atak Ha sTane 3kcruryatanun CK3U na:

MepCOHAIbHBIE JaHHBIE;

KIIIOUYEBYIO, AayTEHTUQUIUpYIOUYI0 U mnaponbHyto uHopmamuioo CK3U;

nporpamMubie KOMnoHeHTbl CK3U;

anmapatHeie KoMnoHeHTbl CK3U;

nporpaMMHble KOMIOHEHTHI C®, BKIIOYash MporpaMMHOE oOecreueHue
BIOS;

anmnapaTHble KOMIOHEHTh CD;

JTaHHbIE, TIEpeIaBaeMble TI0 KaHallaM CBSI3U;

4.2.6. monydeHUe U3 HAXOMIAIIMXCS B CBOOOJHOM JOCTYIE HCTOYHUKOB
(BrJITFOUAsi UHPOPMAITMOHHO-TEIIEKOMMYHUKAIIMOHHBIE CETH, JOCTYI K KOTOPHIM HE
OTpaHUYECH OIpPEACICHHBIM KPYIroM JIMIl, B TOM 4YHCJIe UH(OpMAIMOHHO-
TEJIEKOMMYHHUKAIMOHHYI0 ceTh "HuTtepner") undopmanuu o6 HC, B koTopoii
ucnonb3yercs CK3U. [Ipu 3ToM MOXKET OBITH MOJIydeHa cleaytomias nHhopMaIus:
oburme ceenenus o6 UC, B koropoit ucnons3yercs CK3U (nasnauenwue,

COCTaB, oIepaTop, 00OBEKTHI, B KOTOPHIX pa3MmelieHsbl pecypchl NC);

cBelleHHs 00 WMH(OpPMAIMOHHBIX TeXHOJOTusX, 0azax maHHbIX, AC, T10O,
ucnons3dyeMbix B HMC coBmectHo ¢ CK3U, 3a HCKIIOUYEHUEM CBEACHUM,
COJICPIKAIIUXCS TOJIBKO B KOHCTPYKTOPCKOM TOKYMEHTAIMU Ha WH()OPMAIIMOHHbBIC
TexHoJyioruu, 6a3el qaHubix, AC, I10, ucnons3yemeie B UC coBmectHo ¢ CK3U;

collepKaHHe HaXOJAsIIecss B CBOOOJHOM JIOCTyNE JOKYMEHTAllMd Ha
anmapatHsie U nporpamMubie KoMnoHeHThl CK3U u CO;

oOlue cBeJeHus 0 3aluinaeMoni HHGOOPMAIINK, UCTIONB3YEMOM B MPOIECCce
skcruryatanuu CK3U;

CBEJICHMS O KaHAJIaX CBSI3U, MO KOTOPBIM Iepenarorcs 3ammuiaembie CK3U
NEpCOHAJIbHBIC JaHHbIC (J1ajiee - KaHAJI CBS3H);

4.27. TpUMEHEHHWE HAXOASIIMXCA B  CBOOOAHOM  JOCTyNE  WIH
UCIIOJIB3YEMBIX 3a mpenenamMu KoHtponupyemon 3o0Hbl AC u I1O, Bkitouas
anmnapaTtHble U mporpaMMHble KoMnoHeHTb CK3U u C;

4.2.8. monyyeHue B paMKax MPEJOCTABICHHBIX IOJHOMOYUNA, a TaKXkKe B
pe3ynbTaTte HaOII0CHUN cienytonieit nHpOopMaIiu:

CBeJleHUH O (HU3MYECKUX Mepax 3aluThl OOBEKTOB, B KOTOPBIX pa3MEIICHBI
pecypcel UC;

CBEJICHUH O Mepax IO OO0ECNeYeHUI0 KOHTPOIHPYEMON 30HBI OOBEKTOB, B
KOTOPBIX pa3MeleHsl pecypesl YC;

CBEJICHHI O Mepax [0 pa3rpaHUYCHHIO JOCTyNa B TOMEIIEHUS, B KOTOPBIX
HaxonsTcst CBT, Ha kotopsix peanuzoBanbl CK3U u C;

4.2.9. wucnonp30BaHWE IITATHBIX CPEACTB, OrPAHMYEHHOE MeEpamu,
peanuzoBanHeiMu B MC, B koTopoit ucnons3yercs CK3W, u HanpaBieHHbIMU Ha
MPEAOTBPAILICHUE U TPECEUCHUE HECAHKIIMOHUPOBAHHBIX JIEUCTBUH.
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